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BCTVII

Ha cporogHimHii [eHb € aKTyaJlbHUMH TPYIOBI BiJCOJ3BIHKH, SIK B
NOBCSIKICHHOMY UTTI, TaK JJIs mpalll 1 HaB4aHHs. BineokoHepeHuii nigBuulyoTh
NPOAYKTUBHICTh, €KOHOMJISATH Yac, CKOPOYYIOTh BUTpATH Ta HAWTOJOBHINIEC HE
BHUMAraroTh MOCTIMHUX NOJOPOKEHN 1 0COOMCTOr0 CHIIKYBaHHS.

Tomy juist BUKOHAHHS poOOTH OyJi0 00paHO TeMY CTBOPEHHS Iu1atGopmu Asis
oprasizailii TPyIOBHUX BiJICOJ3BIHKIB, SIKa HAJa€ MOXIIMBICTb CITUIKYBaTHCA 3
JIOJIbMU PI3HOIO MOBOIO Ta Ha pI3HI TEeMH, TEMy Ta MOBY MOXKHa 0Oparu
Neperjsgaroyi CIUCOK KIMHAT Ha T'OJIOBHIM cTopiHli Tuiatrgopmu. Takoxk KoXeH
KJIIEHT MaTUME MOJKJIUBICTh CTBOPEHHS BJIIACHOI KIMHATH 3 BKa3aHHAM TEMHU, MOBU
Ta 3aroJIOBKY.

O0’ekTOM  JOCHIJKEHHS ~ CTald  CydYacHI  1HCTPYMEHTH  pO3poOKHU
BeOIUIaTGOopM Ta CIIOCOOU MmepeIaBaHHs MeaialaHuX MK KOPUCTYBadaMH.

MeTtoro poOOTH SBISIOTHCS CTBOPEHHS M1aT(HOPMHU JJIsl OpraHizauii IpynoBUX
B1JICO3BIHKIB 1]l IECKTOMHI Ta MOO1IBHI Opay3epu. [locTaBneHi 3aBianHHs:

a) O3HAOMUTHCS 3 ICHYIOUMMHU PIIICHHSIMU JJIs1 OpraHi3allii A3BIHKIB;

0) PO3IJISTHYTH 1CHYIOU1 TOIOJIOT1 Ta MPOTOKOJIU ISl TIepeiayl JaHuX;

B)  PO3MVISIHYTU METOJU CTUCHEHHS MeJ1aJlaHuX;

r) BU3HAYUTHU BC1 HEOOX1THI KOMITIOHEHTH JUIsl pO3pOOKH TIaTdopMu;

1) BUKOHATH MIPOCKTYBaHHsI, pealli3alliio Ta TECTyBaHHS I1aThOpMHU.



1 AHAJII3 APXITEKTYPHUX PILIEHL [TPOTPAMHOI CUCTEMMU

1.1 Ilportokonu nepenayi MOTOKOBUX JaHUX

Jlnst mepenaui OHJAaliH — B1JIE0 BUKOPHUCTOBYIOTH MPOTOKOJU MOTOKOBOT
nepenayl AaHUX Ta MpoTokosv Ha ocHoBI HTTP. 3aramom mpoTokon 3B'A3Ky 1€
paBWia, SIKI KEPYIOTh IEpelayeto JaHUX Ta BU3HAYAIOTh TakKl €JIEMEHTU SIK —
CHUHTAKCHC 3arojioBKy (ailloBuX JaHuX, ayTeHTHdIKallito, 0O0poOKYy MOMMIOK.
HTTP 1ie mpoTokon mepeaayi TinepTeKCcTy, BiH Kepye 0OMIHOM JaHUMH MiX BeO-
cepBepaMu Ta Opay3epamMu 1 € MPOTOKOJIOM, SIKMM BUKOPUCTOBYETbCSA IS
MOIIUPEHHSI BCHOTO BMICTY BeO-CalTIB cepejl BiIJaJICHHX KOpucTyBauiB. [lpu
nepeaadi MOTOKOBUX JAaHHWX, MPOTOKOIM Ha ocHOBI HTTP moknamaroTbes Ha
3BHYAiTHI BeO — cepBepHu sl ONTUMI3allli Meperiisay Ta MIBUIKOr0 MacIiTadyBaHHS,
TOJIl SIK TMPOTOKOJIM MOTOKOBOI Mepenadi JaHUX, MepeaaloTh BiIE0 3a JOTOMOTOI0
BU/IIJIEHUX CEPBEPIB NOTOKOBOI MEepeAayi.

[IpoTokoaM KOpHUCTYBalbKUX Jararpam — I1HQpopMalis, sKa mepeaaHa
IIPOTOKOJIOM Yepe3 Mepexy 0e3 MonepeH0 BCTAHOBIIEHOTO 3B’ SI3KY, Ta CTBOPEHHS
BipryaspHOro kanany [1] UDP ta mpotokon kepyBanHs mnepemaueto TCP, €
OCHOBHMMH KOMIIOHEHTaMM IHTEPHET — MPOTOKOJIB. OCHOBHOIO PI3HHUIICIO MIX
UDP T1a TCP € te, mo TCP BUKOpHUCTOBYE MpOLIeCcOp KU HA3UBAIOTh «TPUETAITHUM
PYKOCTHCKAHHSIM» TpHU TepeAadi AaHuX. T00TO KIEHT SKUH € 1HIIIATOpOM,
BIJIPABJISiE 3alUT 10 CEpBEpa 3 MPOXAaHHSIM BCTAHOBUTHU 3’€JIHAHHS, CEPBEP HAJAA€
BIJINIOB1/Ib, @ 1HIIIATOP IMATBEPJKYE BIAMOBIAL Ta MIATPUMYE 3B 30K MIX JBOMA
cropoHamu. 3 miel npuuuan TCP gocuth HamiitHUN 1 MOXKE BHPIIIUTH IIPoOIeMy
BTpaTU Ta BIOPSAKYBaHHA MakeTiB. 3 iHmoro Ooky, UDP 3amyckaerbcs 0e3
«PYKOCTHCKaHHs». BiH mepenae gaHl He3aJe)KHO BIJ Oyab — SIKMX OOMEXEHb
MPOMYCKHOI 3aTHOCTI, 10 POOUTh MOr0 IIBUIAIIMM Ta PU3UKOBAHUM. OCKIIBKHU

UDP He miaTpuMye NOBTOPHY Mepeavy, BIOPSAIKYBAHHS MakKeTiB ad0 MepeBIPKY
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MOMUJIOK, 30111 Mepexki MOKe MMPU3BECTH JI0 MOMIKOKEeHHs fanux. Ha pucynky 1.1

HaBezieHo poboTy npotokoiiB UDP ta TCP.

TCP UDP
Sender Receiver Sender Receiver
_____________ ‘- REQUEST
SYN
RESPONSE
------------- - >
SYN ACK
RESPONSE
>
............. I »
ACK
RESPONSE

Pucynok 1.1 — Ilpotoxon UDP ta TCP

1.1.1 TpaauiiiHi NPOTOKOJIX MMOTOKOBOI Mepeaadi MeialaHuX

Tpaguuilini TPOTOKOIM MOTOKOBOI mepenaul, Taki ak RTSP ta RTMP,
HIITPUMYIOTh TTOTOKOBY Tepeaady 3 Majol 3aTPUMKO0. AJie BOHHU 3 MOYaTKy HE
HNIITPUMYIOTBCSL B Opay3epax, MOOUIbHUX TenedoHaX, KOMIT'IOTepax Ta
teneBizopax. Croro/Hi 11l (popMaTu MOTOKOBOI Tepeaayl Kpaiie 3a Bce MiIX0aITh
JUTs iepenadl Bijeo Mixk IP — kameporo abo KoJiepoM Ta BUAUICHUM MeJ1acepBipOM.

Adobe pospoouB cremnudikaiiro RTMP konu modanack NOMyJspy3ariis
ctpumMiHry. IIpoTokon Mir mepemaBaTH ayJio Ta BieO JaHI MK BHJIUICHUM
cepBepoM notokoBoi nepenadi Ta Adobe Flash Player. Ane micis 3akpurra Flash,
HEe MoOXxkHa ckazatu, mo RTMP He kopucrtyerbcs momymisipHicTIO, HOro mjoci
BUKOPHUCTOBYIOTh 0araTo BUPOOHUKIB KOHTEHTY.

RTSP 1 RTP yacto BUKOPUCTOBYIOThHCS K B3a€EMO3aMIHHI. AJie JUIs SICHOCTI:
RTSP — e mpoTokosi piBHS MOJAHHS, SKUM JIO3BOJISE KIHIICBUM KOPHCTyBadam
KepyBaTH MejiacepBepaMu 3a JOMOMOTOK MOMJIMBOCTEH Tay3W Ta BiJITBOPEHHS,
toni sik RTP — 1me TpancrmopTHUN TPOTOKON, SIKMM BUKOPUCTOBYETHCS IS

HCpGMiHIGHHSI 3a3HAYCHUX JaHHX.
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[Tpuctpoi Android ta iOS He MaroTh BOYIOBAaHUX MPOTPaBayiB, CYMICHHUX 3
RTSP, mo pobuts el mpoTOKOJ II€ OJHUM, IO PIAKO BUKOPHUCTOBYETHCS IS

BIITBOPEHHSI.

1.1.2 AnantuBHI TPOTOKOJIM IOTOKOBOI mepeaayi Ha ocHoBi HTTP

BukoprcTOBYIOUYHM IOTOKOBY Tepeiady 3 aJalTUBHUM OITPEHTOM, TPOTOKOJIU
Ha ocHOBI HTTP 3a0e3neuytoTs Hailkpamly sSIKiCTh BiJI€0 Ta 3pY4YHICTb MEpEriisay,
HE3aJIeKHO B1JI MIJIKJIFOUYEHHSI POTPpaMHOTro 3a0e3rnedeHHs ado MpUCTPoIo.

[Tporokon Apple HLS saxuit 3acHoBano Ha nipotokoai HTTP € mpoBigHum y
cBiTl. BiH miaTpuMye TIOTOKOBY Tiepenady 3 aJalTHBHUM OITpEeHTOM Ta OLIbII
BOKJIMBE II€ Te, IO IOTIK, SKui Oynme mnepenaBatucs uepes HLS, Oyne
BIJITBOPIOBATHCS Ha OUIBIIOCTI MPUCTPOIB, M0 3a0e3Meuye AOCTYHMHICTh MMUPOKOT
ayJUTOopii.

HLS 3 masoro 3arpumkoro (LL — HLS) — e HoBa TexHOJIOTis, SIKa rapaHTye
nepeady MoTOKy 3a MEHIIE HiXK TPU CEKYHIH 10 BChOMY CBITY. [HIITMMU ciioBamu,
BIH MIPU3HAYEHUH 1J1s1 3a0€31eUeHHs Ti€l K MPOCTOTH, MACIITAOHOCTI Ta AKOCTI SIK 1
HLS, npu 3HayHOMY CKOpOUYEHI 3aTPUMKH.

[Ile omaum mpoTtokosom, sikuii 3acHoBaHo Ha HTTP ¢ MPEG — DASH Tta
CMAF 3 manorw 3arpumkoro a1t DASH, skwuit € anprepHatuBoro HLS. Xoua
texHosoris CMAF 3 manoro 3arpumkoro a1t DASH 3HaxoauThest B TOYaTKOBOMY
CTaHi, BOHa OO0IlIfge HaJaBaTH HAWIIBUIKE BIJE0 B MacmTadli 3a paxyHOK

BUKOPHUCTaHHS OLJIbIII KOPOTKUX CETMEHTIB JTaHUX.

1.1.3 Hogi TexHOmOTii MPOTOKOIIB MMOTOKOBOI Mepeaadi

HoBumu TexHosorisimu € Taki nporokoinu sk WebRTC ta SRT.

SRT 1e mnpoTokon 3 BIAKPUTHM BHUXIJIHUM KOJIOM, SKHUM MPHU3HAHO
TEXHOJIOT1€10, 110 JOCTABJISIE TOTOKU HE3AJIEKHO B1JI AIKOCTI MEPEKI.

WebRTC € caMor0 MIBHAKOIO Ta JAOCTYIIHOK TEXHOJIOTIEIO sika 3a0e3meuye

Maixe MUTTEBY Irnepcaavy ITOTOKOBHUX JaHUX. Bona TaKOXK MOIXKC
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BUKOPHCTOBYBATHUCS HACKPI3HMM YWHOM, 4Yepe3 M0 KOHKYPY€E 3 MPOTOKOJIAMU
npuiiMaHHs Ta 1ocTaBku. OpeiMBOpK OyB po3poOIeHUN BUKIIIOUHO JI MIpOrpam
Ha OCHOBI 4ary, aje Temep BiH 3HAXOJUTh 3aCTOCYBaHHA 1 B PI3HOMAaHITHUX

BapiaHTaX BUKOPHUCTAHHS.

1.2 Meroau CTUCHEHHSI MeJllaJlaHuX MIPU Tepeiadi mo Mepexi

Po3mip ¢aiiny 3a3Buuail € 0CHOBHOIO IIPOOJIEMOI0 JUIsl TUX, XTO BioOpaxkae
a00 TUBUTHCA MPsIMI TPAHCIALIT a00 MPOCTO 3aBaHTaXye (ailyl, OCKUIBKUA BEJIHKI
daitm 3aTpuMyIOTh yci i npotiecu. Lle moB’s3aHo 3 THM, 1110 BOHU MOTPEOYIOThH
6araTo Micis i 30€pe)eHHs Ta CIIOKUBAIOTh O1JIbIIIE MTPOITYCKHOI 3IaTHOCTI, sIKa
MOke OyTH OOMEXEHOI YH JOPOXKYOK Ha Tuiar@opmi BimeoxocTuHry. Jlms
BUPIIIEHHS [IUX MMUTaHb BUKOPUCTOBYIOTH Pi3HI (hOpMATU CTUCHEHHS ME/Iia/[aHuX.

CTucHeHHS MemialaHuX — IIe MPOIEC 3MEHIICHHS OiTiB, HEOOXiTHUX IS
MpeACTaBICHHS JaHuX, 0€3 BTpaT Jyisi HOro Bi3yalbHOI SIKOCTI. METOI0 CTUCHEHHS
€ 3MCHIIICHHS PO3MIPHOCTI Ta MOJIETIICHH mepenadi mo mepexi [2]. CTucHEeHHs
BIJIEO OINTHUMI3y€ MOTPeOy B €MHOCTI CXOBHUIIA, a TaKOX MIBUAKICTH Iepeadi
daiinis. Lle cpornye 3aBaHTaXEHHS Ta CHiIbHE BUKOPUCTAHHS BiJI€0, JO3BOJISIOUN
rJIs1a4aM HacoJIO»KyBaTHCs TUIaBHOIO TIOTOKOBOIO Tiepeaaucio [2].

CtuckaHHs BijieO0 BiJIOYBA€ThCS 3a JOTIOMOTOK KOJIEKIB Ta BiJICOKOJCKIB.
Konmexkn BindiIbTpOBYIOTh JOMOMIKHI JlaHi, Taki SIK Kaapu CXOXHX BIJ€O,
3rpyMHOBYIOUH iX 32 KaTeropisiMH, Y Pe3yJIbTaTl YOr0, BOHU BUAAISIOTH JCsIKi Kaapu
JAaHUX Ta KOJIYIOTh JaHl SKI 3aJUIIWIMCS, IO 3BOJAUTLCSA JI0 BTpaTh OITIB Ta
3MECHIIICHHIO po3Mipy (aiiny [3]. Bizeokomekamu € cTaHIapTH CTHCHEHHS Bifeo, SKi
pealtizyroThCs 3a JOTIOMOTOI0 IIPOTPaMHUX a00 anmapaTHUX JOAaTKiB [3].

IcHye nBa TWMM CTHCHEHHS BiJ€O: CTHCHEHHS 0€3 BTpaT Ta CTUCHEHHS 3
BTpaTamu.

CtucHeHHsT 3 BTpaTaMu Il€ HaW4acTIIUM TUN CTUCHEHHS  SIKUU
BUKOPUCTOBYETHCS I 3MEHIICHHS PO3MipiB nanux. CTHCHEHHs 3 BTpaTaMu

BIIOYBA€ThCSl 32 pPaxXyHOK BHJIAJICHHS YAaCTHMHM JIaHUX, SIKI BBaXarOThCH
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HenoTpiOHUMU. [li yacTuHU MOXYTh OyTH OyJab YHMM, HANpPUKIad 3BYKOM SKHUM
MOBTOPIOETHCA. MiIHYCOM TAaHOTO CTUCHEHHS € Te, M0 BIH MOXXE MPHUBECTH [0
PI3KOTO MaiHHS IKOCTI.

CrucHeHHs1 0e3 BTpaT HaWKpalie IS BChOI'0 MiAXOIUTH I 30epeKeHHS
SIKOCT1 MEIiaJIaHuX TIi]] 9ac 3MEHIIEHHS 1X 3aralbHOT0 po3Mipy. MiHyC B TOMY, TI10

Ha BUXOJl CTUCHYTHI (paiis1 Ma€e TOM ke po3Mip, 110 i MOYATKOBHIA.

1.3 TomnoJorii

1.3.1 Tlpunanmn pobotu Tomosorii Mesh

B oaHOpaHroBiil Mepexi KJIIEHTH OOMIHIOIOTHCS JaHUMHU O€3 JT0JaTKOBOrO
cepBepy. B naHiii Mepexi KOXeH KIIIEHT BIAMPABIISA€e yCIM 1HIIUM JIaHl, Ta OTPUMYE
JIaH1 BiJ1 yCIX IHIIMX KOPUCTYBAUIB, YEPE3 1110 3POCTAE HABAHTAXKEHHS HA MEPEXKY Ta
BHUMOTH JI0 IPUCTPOIO KITIEHTA.

Tomosnoriss Mesh 3arajsoM BHKOPHCTOBYEThCS B CHCTEMax, J€ KIUIbKICTh
KJIIEHTIB HE BEJMKA. SIKIIO Ka3aTu Mpo ay/io Ta BiJ€o 3B’530K, TO B CEPEAHHOMY 1€
JI0 YOTHUPHOX YYACHHUKIB, YHCIO MOXE 3MIHIOBAaTUCS B 3aJ€KHOCTI BIJ
XapaKTepUCTUK MPHUCTPOIB KOPUCTYBAadiB CHUCTEMH, TOTY>KHOCTI 1HTEPHETY,
QITOPUTMIB CTHCHEHHS JNaHuX Ta iHmuX (akropiB [4]. diarpama Tomosorii sika

PO3IIISIIAETHCS, TTIOKAa3aHO Ha pUCyHKY 1.2.

MESH

/!Q— Q\
o T &

L [

P

Pucynok 1.2 — Tomosnorist mepenayi nanux Mesh
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3aBASKH BIJICYyTHOCTI JIOJAaTKOBOTO CEpBEPa MK yUaCHUKAMU 3MEHIIYETHCS
3aTpuMKa Mpu Nepeaadl JaHuX, Ta BIACYTHI 3aTpaTH Ha CEpBep.

1.3.2 Tpunanun po6otu Tomonorii SFU

Tomoxorist SFU 3’enHye 0THOPaHTOBY MEPEKY MidK CEPBEPOM Ta KITIEHTOM, a
HE MK OJJHOPAHTOBUMH MepexaMu KiieHTIB. [Ipu BCiX Tumnax 3'e JHaHHS, KIIEHTY
NOTPiOHO HAJICWJIATU Ha CePBEp JIMIIE CBOI BJIACHI JaH1 03 He0OX1THOCT1 HaJCUIaTH
iX BCIM MIJIKJIIOYEHUM KopucTyBauaMm. [lepeBaroro 1i€i Tonosiorii B 3aJ1€KHOCTI Bij
NOMepeIHbOI € Te, 1[0 HABAaHTAXKEHHS Ha KIIEHTa 3HHXKYEThCA, aje IpH
BEIMKOMACIITaOHIM CTPYKTypl, KII€HT, SK 1 panime, o0poOise Benuke

HaBaHTaxeHHs [4]. [liarpama TomoJsorii sika po3risIa€ThCsl, TIOKa3aHO Ha PUCYHKY

1.3.

SFU

LN

*

1l
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-

Pucynok 1.3 — Tononoris nepenaui qanux SFU

1.3.3 Ipunuunu po6otu Tomnojorii MSU

Tomnomnoris MSU e ananor Tonosorii SFU, npu skoMy KilbKa cepeI0BHIII
nepenayl  3MINIYIOThCS ab0 OOpOoONSAIOTHCS Ha IEHTpPaAIbHOMY cepBepl 1
JNOCTaBJISIOTh CTOpOHI, 1[0 mnpuiiMae [4]. Hampukimaa, SKImo g0 MITHHTY
1 IKITI0Yat0ThCsl 5 0ci0, Bijeonani 4 ocoOu, KpiM OJIHIET 3 HUX, PeIaryrThCS B OJ/IHI

BIJICO/IaH1, a ayA10J[aHl TAKOXK PEAaryloThCs Ta HaCUIIAI0ThCA OHIHM monuHi. Te x
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camMe BIHOCUTBbCS 1 10 4 mrojed, Mo 3aluIIWiInuca. TomoJoris 3'€aHye
OJIHOPAHTOBUM BY30J MDK CEpBEPOM Ta KIIEHTOM, a HE MDK OJHOPAHTOBUMU
By37amu kiieHTa. [Ipu BCiX THHaxX miAKIIOYEHHS KIIEHTY HEOOX1THO BIITPABUTH HA
CepBEp JIMIIIEC BIACHI Bijico 0€3 HEOOX1THOCTI BIAMPABKH JTAHUX BCIM ITiAKIIOUCHUM
KopucTyBauam (ToOTO € | BHCXiIHWN KaHal) Ta OTPUMYBATH JIaHi BiJ cepBepa
TIIBKM OJHOTO BY3Ja, HE3AJIEXKHO BlJ KUIBKOCTI MIJKJIIOYEHUX KOPHUCTYBAylB.

Jiarpama TOmoJIOT1i sIKa pO3risSJaEThCs, MOKa3aHO Ha pUCYHKY 1.4.

MSU

LN

-

\
s."s.

LN

@

Pucynok 1.4 — Tononoris nepenayi nanux MSU

1.4 Ornsg roToBHX pillieHb JJIs1 OpraHi3allii A3BIHKIB

1.4.1 Jitsi

Jitsi — e mporpamHe 3a0e3redeHHS JIS BiJICOKOH(EPEHIIH 3 BiIKPUTHM
BUX1IHUM KOJIOM, SIK€ JOMOMarae miJIpueMCTBaM CTBOPIOBATH 3aXUIIIEHI MapojieM
BipTyalibHI KIMHATH JIJISl IPOBEICHHS ayJlio Ta BilIe03BiHKIB [5]. AnmiHicTpaTopu

MOXYTh cTBOproBaTH HanamToBani URL — aapecu 300piB, Biak/IHO4aTH 3BYK abo
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BUIAIATH yLIaCHI/IKiB, HaJaBaTHu CITUTLHUI AJOCTYII 10 BCbOI'O CKpPaAHY a00 meBHHX

porpam, a TakoX HaJIAIITOBYBAaTH IJ1aT(GOpMy KITbKOMa MOBAMH.

1.4.2 Kurento

Kurento — ne memia — cepsep WebRTC 1 Habip kmientcbkux API, mio
CIPOIIYIOTh PO3POOKY MEepeAoBUX BiACOMOAATKIB g Opay3epiB 1 cMapTQOHIB.
dynkii Kurento Media Server Bkiiro4aroTh IpynoBe CIIKYBaHHS, TEPEKOIyBaHHS,
3aIuC, MIKIITYBaHHS, TPAHCIISIIII0 Ta MapIIPyTH3AIIFO Ay 1i0Bi3yabHUX MOTOKIB [6].

Ak BimMinHy ocoOnuBicTh, Kurento Media Server Takok Hajae poO3IMIMPEHi
MO>KJIMBOCTI OOPOOKH Meia, BKIIFOYAIUH KOMIT FOTEPHHUI 31p, 1HAEKCYBaHHS BJI€O,
JIOTIOBHEHY pealbHICTh Ta aHali3 MoOBIeHHA. MoaynbHa apxitektypa Kurento
COpOIIy€E IHTErpaIil0 AJIrOPUTMIB OOpPOOKM Meia CTOPOHHIX PO3POOHUKIB
(HampuKJIaj, po3Mi3HABAaHHS MOBJICHHS, aHAJI3y HACTPOIB, PO3Mi3HABAHHS OOIHY
TOIIIO), SIKI MOXYTh IMPO30PO BUKOPHUCTOBYBATHUCS PO3POOHUKAMH JTOJATKIB SIK 1HIIT

BOytoBaHi1 (yHkuii Kurento.

1.4.3 Mediasoup

Mediasoup e 6i6mioreka sika posroprae WebRTC miis Node.js, sikuii B cBOtO
4yepry J03BOJISI€ J0JaTKaM 3aIlycKaTH 0araTOCTOPOHHI BiJeOKOH(EpEeHIlli B
Opay3epi Ta MoOiIbHOMY TpHCTpoi [6]. Mediasoup € He Iie OAHMM aBTOHOMHUM
Mejia-cepBepoM, a 6i0mioTekoro/MoysieM Node.js, sikuif MOYKHA JIETKO 1HTErpyBaTH
B icHytoul mporpamu. Mediasoup namae API WebRTC, no3Bomsroum momaTky
nporpaMmyBaTH 0araToCTOpOoHHI BijeokoH(pepeHmii 3a monomororo JavaScript.
Mediasoup MiHIMaTiCTHUHUH, BiH MPOCTO (OKYCYETHCS HA 00pOOILl MyJIbTUMEIA.

Bin 3a0e3mneuye 1 He HaKa3ye KOHKPETHHUM MPOTOKOJI MEPEKEBOT CUTHATII3alli].

1.4.4 Janus

Janus — e cepsep WebRTC, po3pobnenuii Meetecho, 3agymanmuii sk cepsep
3araipbHOrO0 mpu3HadeHHs [6]. TakuM YWHOM, BiH HE HAga€ KOJIHOI
GYHKIIOHATBHOCTI K Takol, KpiM peamizaimii 3aco0iB Ui HajallTyBaHHS

MynbTHEMEiHOTO 3B's13Ky WebRTC 3 6paysepom.
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1.5 Craugapt WebRTC

WebRTC e TexHosoris, sika 03BOJISIE CIUIKYBATUCS B PEXKUMI PEaTbHOTO
yacy uepe3 Opaysep. bes WebRTC mix mpucTposiMu HOBHUHEH OYTH HPOMIKHUN
cepBep, 11100 BOHU MOTJIN CIUIKYBATUCS OAWH 3 OgHUM. OMH MPUCTPIN BiAMIPABIISIE
TIOBIJIOMJICHHST HAa CEpBEp, a CEpBEp BIAMpaBIsiE Horo iHIoOMy mpuctpor. lle
3HAYUTh, WO I POOOTH 3B’A3KY MDK HPHUCTPOSIMU, HAa HUX MOBUHEH OyTH
BCTAHOBJICHHUI OJIMH 1 TOW caMuil MOJyJib a00 J0/ATOK.

Texnomoris WebRTC noOynoBaHa Ha KiJIbKOX CTaHIapTaxX Ta MPOTOKOJIAX
[7]. Bona 3abe3neuye MyJabTHMEIIHHUN 3B'SI30K Y PEXHMI PeaIbHOr0 4Yacy y
opay3epax Ta nogatkax. WebRTC no3Bossie po3poOHUKaM BOY10BYBaTH I'0JIOCOBHIA
Ta BIJICO3B'SI30K O€3MOcepe/IHbO HA BEO — CTOPIHKU, HE BUMAraro4u BiJ KIHIIEBOTO
KOPHCTyBaua BCTAaHOBIEHHS Oyab — SKHMX IUIAriHiB mius Opaysepa [7]. HaOip
WebRTC API Takox po3Bossie po3pobnukam BukopuctroByBatu WebRTC vy
mporpamax Jyisi 3B'a3Ky B peaJibHOMY 4acl.

1.5.1 Eranu 3'ennanns WebRTC :

[Tpuctpiii — STUN — cepBep — OJHOpAaHTOBHIl KaHal 3B'SI3KYy — MPHUCTPId
oJIepKyBayva.

OpHak Ha KO)KHOMY eTarli BiJI0yBarOThes nporecu. Och sIK 11€ Mpalltoe:

Komu mouwmnaetscs aymio abo Bigeoa3BiHok WebRTC mae BCTaHOBUTH
3'€IHaHHSA 3 yCIMa IHITUMHU MMPUCTPOSIMH, K1 OYIyTh MIIKIFOUYCHI 10 I3BIHKA.

[epur Hixk MokHa Oyae BcraHoBUTH 3'eqHanHs WebRTC mae npoiitu yepes
opanamayep ta NAT. bpannmayepu ta npuctpoi NAT npaiiforoTh, BCTAHOBIIOIOYH
3araabHONOCTYIHY [P — anpecy s KoMI'roTepa, SIKuil TPaHCITIOETHCS Yy 30BHITITHIN
CBIT 1 Mackye mpuBatHy [P — anpecy.

Komn'torep 3nae nume npuBatHy [P — ampecy. Takum umnom, WebRTC
3B's13yeThest 3 cepBepoM STUN, mo6 otpumatu 3aransHofocTynHy IP — anpecy.
Takum ynHOM WebRTC moske HampaBuUTH BX1JHE 3'€JHAHHS Ha NpaBWiIbHY [P —
anpecy. Sk TipkM 3araibHojocTynHa I[P — ampeca Oyjae oTpumana 3 cepBepa,

WebRTC orpumae 3aranbHogocTynny IP — azapecy st iHIIMX OPUCTPOIB, sIKi
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OyIyTh TIIKIIOYATHCS 10 J3BIHKA. SIK TIJIBKHM MporpaMa Ji3HAEThCS BCl HEOOX1IHI
IP — agpecu, BOHA CTBOPIOE CIMHMCOK MOTEHIIMHUX KOHGITypamii MiaKI0uYeHHs,
Takok 3BaHux Kanmumaramu ICE, 1 BuOupae HaiiedexTuBHIiNy KOH]irypariiro.
[Torim WebRTC BukopucToBye 1110 KOHGITYpAIlif0 MiAKIIOYCHHS IS BIIKPUTTS
MPUBATHOTO KaHATY JaHUX, J€ BC1 MPUCTPOI, III0 OEPYTh y4aCTh y BUKIUKY MOXYTh
OOMIHIOBATUCS ayJio Ta BIJEO B PEXUMI PEaJbHOrO 4acy. A OCKUIbKH JIMILE
IPUCTPOI, IO OEpyTh y4acTh y A3BIHKY, 3HAIOTh KOH(Irypalito 3'€THAHHS, KE €
IPUBATHUM 1 HE MOKe OyTH JOCTYITHUM HIKOMY, XTO HE Oepe y4acTb y HbOMY.

e 3Buuaiinuii Mmeton miakiaodeHHs st 3B's13ky WebRTC, komnu Bei mpuctpoi
WebRTC nepenaroth ayjio 1 BiIeONMOTOKU Oe3MocepeIHbo OJUH ogHoMy. OnHaK
el MpsAMUi 3B'I30K 1HO/II HE MOXe OyTH BCTaHOBJIeHUH [7].

VYV mux Bumagkax WebRTC BukopuctoBye cepBep TURN. Ceprep uepru
JIETKO JIi€ K MOBTOPIOBaY. SIKIIO MpsiMe 3'€JTHAHHS HE MOKe Oy TH BCTAHOBJIEHE MIXK
npuctpoem mia yac BUKIUKY WebRTC 3MycuTh KOMI'IOTEpU HAACUIIATH ayio Ta
Bizieo Ha cepBep TURN, sikuii mepenae naHi Ha MpUMMarOYril TPUCTPIN 1 HABITAKH.
Onnak Bukopuctarfs cepsepa TURN s 38's13ky 3 WebRTC — 1ie kpaitniit 3axi.

[TepeBaru WebRTC:

a) Kpauia siKiCTb 3ByKY;

0) TEXHOJIOT1S 3 BIIKPUTUM BHUX1JTHUM KOJIOM;

B) CIpoIleHa po3poOKa,;

r) Oe3Meka Ta CTallIbHICTb;

1) CYMICHICTb;

e) He ToTpeOye TUIariHiB.

WebRTC npononye BOymoBaHy  MIATPUMKY  €XONOJABICHHS  Ta
IIYMOTIO/IABJICHHS, a TAKOX aBTOMATHYHE PETryJIOBaHHS YyTJIIMBOCTI MIKpO(hOHa.

HesBaxaroun Ha Te, 1o WebRTC 3acHoBanuit Ha apxiTekTypi C++, WebRTC
mae BOymoBammii piBeHb API JavaScript, skuii po3pOOHWKH MOXKYThH

BUKOPHUCTOBYBATH.
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WebRTC  3axumieHnii  KUIbKOMa  OOOB'S3KOBUMH  crienQiKaIissMu
mudpyBanss. e 3ab6e3nedye HackpizHe mudppyBaHHs A1 Oy/ib — SKUX TAHUX, 1110
HAJICUJIAIO THCS

3aBnsgku BIAKpUTOMY BuximHomy koay WebRTC miarpumyeTrhcsi Bcima
OCHOBHUMHM HACTUIBHUMH Ta MOOIJTbHIUMU OTICPAIIIHHUMH CHCTEMAaMH.

JIst OLTBIIIOCTI TEXHOJOT1H 3B'SI3KY B pealIbHOMY 4aci MOTPIOHUNA MOAYIb JJIsI
3MIACHEHHs JA3BIHKIB 3a JomoMoror Opaysepa. Lli mimariHu mnoBUHHI OyTH
BCTAaHOBJIEH]I KIHIIEBUM KOpPHUCTYBaueM, IO MOTripurye Horo podoty. binbmiicts
opay3epiB miaTpumyoTh WebRTC 6e3 Oyp — SKUX TUIariHib.

Henomniku WebRTC:

a) WebRTC — TexHOJI0Tis, 110 PO3BUBAETHC;

0) KOH(EpEeHIT — 3B'A30K MOTPEOy€e BEIMKUX PECYPCIB.

WebRTC 1ie HoBa TexHOJOTIs, 1 MOTOYHA Bepcis 1ie podounit mpoekT. Lle
03Hauvae, 10 B MalOyTHhOMY BuXiaHUN Ko WebRTC Moke 3a3HaTH 3HaYHUX 3MiH.

Be6 — Opay3epu HEe MOXYTh CHHXPOHI3YBaTH KIJbKa BXITHUX ayJio Ta
BimeonoTokiB. Ile o3Havae, mo KoH(epeHI] — M3BIHKM BHUMAararoTh, 100 CepBep
KoH(epeHI] — 3B'SI3Ky MIKIIIYBaB ayJio Ta BIJEOMOTOKH TMEpeia iX PO3MOJLIOM Yy

BI/IFJ'DII[i €IUHOT'O ITIOTOKY JaHUX.

1.5.2 Amnami3 0e3neunoi nepeaaui nanux WebRTC

€ nekuIbKa NMPUYMH, Yepe3 Kl JOAATKU Uil 3B’SI3KYy B pealbHOMY yaci
MOXKYTh CTAHOBHUTH 3arpo3y Oe3leku sK Ui olmeparopa 3B’sA3Ky, TaK 1 s
KOpHUCTyBauiB. Taki pU3UKU MOXYTh OyTH 3aCTOCOBaHi /10 Oyab — sIKOi IpOrpamu,
sKa Ma€ CIpaBy 3 Iepeaayucio JaHuX Ta MyJIbTHUMella B pealbHOMY Yaci. besneka na
mmdpyBanHs € He npomatkoBumu (ynkuismu WebRTC, a 3abe3neuyrorbcs
BJIAIITOBAHUMH KOMIIOHEHTaMH 3a 3amoBuyBaHHsIM. Kpim Toro, WebRTC
nporoHye mupyBaHHs MK By3JaMu Ha Oylb — SIKOMY cepBepi, 3a0e3neuyroun

Oe3redHuil 3B'130K y peKUMi peasibHOTro yacy [8].
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WebRTC Bumarae Big KOpUCTyBaua SBHUM YHHOM JIO3BOJMTH JTOCTYI /10
Kamepu Ta MikpodoHny. Takum Y4MHOM, KOPUCTYBay 3HAE PO BKIFOYECHHS KaMepH Ha
roro xkomm'torepi. Komu kopucTyBad 103BOJISI€E JOCTYII, Ha BKIAIl Opaysepa
BiJIOOpaXKAETHCS YEPBOHA TOYKA, IO BKAa3y€e Ha JIOCTYII JI0 Meaianpuctpois [9].

Jlst mepenadi B pexumi peanbHoro yacy WebRTC BuKopucTOBY€E MPOTOKOI
nararpam Oe3sneku TpaHcnoptHoro piBHs — DTLS. Ileit nporokon 3a
3aMOBYYBaHHSIM BOYJOBaHUM y BcCl Opay3epH, 110 MATPUMYIOTH TEXHOJIOTIIO
WebRTC. V¥ 3'ennanni, 3amudpoBaHomy 3a gonomoror DTLS, Bukitodaerbcs

iJICTyXOBYBaHHs Ta miapoOka indopmarrii [10].

1.6 BucHoBKH 3a po3/1I0M

B nmanomy po3zmini Oyno po3riIHYTO MPOTOKONW Tepenadi JaHUuX, METOIU
CTHCHEHHS MeialaHuX MPH Nepeadi Mo Mepesxi, pO3rJISTHYTO TOTOBI PIILIEHHS IS
opranizanii a3BiHKiB Taki sik: Jitsi, Kurento, Mediasoup Ta Janus. Byiio po3rasHyTo
cranngapt WebRTC, iioro eranu 3’€IHaHHSA Ta NPOAHATI30BAHO OE3MEYHICTh

nepenayi ganux 3a gonomororo WebRTC.
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2 [MPOEKTYBAHHS APXITEKTPU ITPOTPAMHOI CUCTEMMU

2.1 BwuznHadyeHHs QyHKIIOHAIBHUX, HE (YHKIIOHATLHUX Ta O13HEC BUMOT

Jlns ctBoproBaHoi miaTGopmMu OyJi0 BU3HAYEHO HACTYMHI QyHKI[IOHAIBHI, HE
(byHKI10HaIbHI Ta O13HEC BUMOTH:

a) MiITpUMKa opraHizaiii 13BiHKIB 10 50 y4acCHUKIB;

0) MOXJIMBICTh 3allyCKy B CYYaCHMX JIECKTOITHUX Ta MOOUIBHUX

Opay3epax;

B) MiATPUMKa MOOUIBHOI Ta JIECKTOITHO1 BeO Bepcii;

T) HE3aJICKHUM JOaTOK JJIsi CTBOPEHHS [3BIHKIB Ta KOPUCTYBaHHS
canTom;

1)  CcHCTeMa AaBTOMAaTM4YHOI aBTOpHU3alli Ta peecTpalii 4epe3 CepBic

€) MO>KJIMBICTb 3aIyCKy NPOTrpaMu B BIpTyaJIbHOMY OKpY31;
XK)  30epe’keHHs CTaTUYHHUX JaHUX B OKPEMHX CepBepax;

3) MOXJIMBICTb TPAHCIISIIT BiZieo uepe3 BeO KaMepy;

) MOXJIMBICTb BKJIFOUEHHS Ta BUKJIIOUEHHS MIKpO(OHY;

K) GyHKINS BIANPABKH 3alpoOIICHHS HAa BCTYI Yy J3BIHOK IHIIIOMY

J)  BUKOPHUCTAHHS aBTOMATUYHOTO TECTYBaHHS;
M)  BHUKOPHCTAaHHS CHCTEMH KOHTPOIIIO BEPCiil ;
H)  30epiranus iHpopmarii y BiacHii 0a3i 1aHUX;

0) cucTeMa JIOTYBaHHs pOOOTH J01aTKY.

2.2 BuOip Tomosorii ajs repeaadi JaHux
VY nmepmomy po3aui poOoTu Oy0 JOCTIIKEHO Ta OMKMCAaHO OCOOJIMBOCTI
TPHOX ICHYIOYHX TOIOJOTiM SKI MOXYTh OYTH BHKOPUCTaHI JJisi OOMIHY

1HpopMaIIi€ MikK KOPUCTyBa4aMH B peaIbHOMY Yaci.
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Posrnstayta Tomosorisi Mesh sika Moxke 3a0e3meunTd HaWOIIbII MEHIINY
3aTPUMKY TpHU Tiepefadi JTaHuX MiXK KOPHCTyBadyaMH HE MiJIXOJUThH IS 0OpaHOl
o0macTi 3a7a4 yepe3 CBOI0 apXiTeKTypy. B 1iit Tomosorii KokeH KJIIEHT MOBUHEH
BIJMPABJISATH Ta OTPUMYBATHU JIaH1 BiJ yCiX 1HIIUX KJIIEHTIB, 4e€pe3 110 CTBOPIOETHCS
BEJIMKE HABAHTAXKCHHS Ha IPHUCTPIH KIII€HTa Ta HE MIIXOAWTH JUIS OpraHizarii
I3BIHKIB 3 OUTBIIOIO KUTBKICTIO Y4acHUKIB [11]. 3aBasiku BUKOPUCTAHHIO TOTIOJIOT1
MCU HaBaHTa)X€HHSI Ha MPUCTpIA 1 mepenadyy MO MEpexi KIIEHTa CTae
MIHIMaJIbHOO. JlaHa Tomooris yci BiJIeo Ta ayJio MOTOKHU Bl PI3HUX KOPUCTYBadiB
30upae Ha cepBepl B OJUH, 1 TIIBKH 1€l 00’€IHAHUMHU TOTIK NEPeae Ha CepBep.
Uepes 1110 HaBaHTa)KEHHS TOIOJIOT 1 JIATaEe Ha cepBep.

Tomy a1 BUKOPUCTAHHS TaKO1 TOMOJIOT1i MOTP10H1 MOTYKH1 00YUCTIOBAJIbHI
CepBEpH, a IPH BUKOPUCTAHHI Majoi KUIBKOCTI CEpBEpIB sKi HE MIAXOIATh 3a
MOTYXHICTIO MOe 301IbIITyBaTUCA 3aTPUMKA MK KITIEHTAMH.

Buxogsun 3 ocobmuBocTel mux tomosoriii, tomonorist SFU € HaiOuIbII
ONITUMAJILHUM BapiaHTOM JIJIS OpraHi3allii I3B1HKIB 3 BEJIMKOIO KIJIbKICTIO Y9aCHHUKIB
Ta MEHII OOYMCIIOBAIbHUM HaBaHTAKEHHSIM Ha cepBep.

Tax six Tomonoris SFU Bci naHi KOIYIOTHCSI Ha KIIIE€HTI, BIANPABIAIOTHCS Ha
CEpBEp, a CEPBEP B CBOIO YEpry MepeHarnpanisie iX 1HIIUM yYaCHUKaM JI3BIHKA, SIKi
iX Hazajg JEKOAYIOTh Ha KJi€HTa. ToMy HaBaHTAXEHHS PO3MOAUISETHCS MiX
CEPBEPOM Ta KJIIEHTOM.

B Ttabmumi 2.1 HaBeneHO TOPIBHSHHS HaBaHTAaXEHHS Ha MPUCTPid
KOpHCTyBaya Ta cepBepa Ipu BUKOPUCTAHHI PI3HUX TOIMOJIOTIH Ji1 OOMIHY JaHUMHU

MDK KOPUCTYBayamu.

Tabnmuus 2.1 — TlopiBHSHHS HAaBaHTAXXEHHS HAa MPUCTPIA KOpUCTyBada Ta

cepBepa Py BUKOPUCTAHHI PI3HUX TOMOJIOTIH ist 0OMiHy maHuMu [11]

Mesh MCU SFU

BXI1THI/BUX11H1
. 3/3 1/1 3/1
afi




Mesh MCU SFU
BX1IHUNA
_ 3 Moit/cex 1 MGit/cex 3 Moit/cex
Tpadix
BUXI1IHUMN
_ 3 Moit/cex 1 Moit/cex 1 MoOi1t/cex
Tpadik
porecop 3*enkonep + 1* enxonep + 1* 1* enxonep + 3*
KJII€EHTa 3*nexonep = 60% nexogaep = 20% nexogep = 40%
porecop
0 100% 10%
cepBepa
3aTpuMKa min max avg
MaKCHMaJIbHa
KiTbKICTh ~8 0 ~50
YYaCHUKIB

2.3 ApxiTeKkTypa nporpamMHOro 3acoly

ApXITeKTypy TIpOrpamMHOTO 3aco0y 300paKeHO Ha pHUCYHKY 2.1

JIOTIOMOT'OF0  JliarpaMu  po3MimieHHs. JliarpamMa po3MIlIeHHs] CKIamaeThCcsl 3 5
O0OYHUCITIOBAIBHUX ~ BY3IIIB.
po3TanioByeThcsi po3pobisiema miatdopma. CepBep Ha sikomy 30epiraerbest API
cepep, WebRTC ceppep Ta 6aza ganux. Bcei cepBepu Mixk coOoro Ta 6a3a JaHUX

3B’SI3YETHCS 32 JJOMTOMOTOI0 JIOKAJILHOT MEPEKi, a KOMIT IOTEp KIII€HTA 3 CepBEpaMu

3a I0IIOMOT o0 [HTEepHeTY.

Ha IIK kmieHTa po3MilieHo Opay3ep B SKOMY
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== Server ==

EC client

DateBase

* 1 Browser * Internet 1 AP server
% Mest)S + Local network 1 3 MongoDE

Client

Local network
Interned 1

WebRTC server

1 % Mediasoup

Pucynok 2.1 — ApxiTekTypa nporpaMmHoOro 3acody

[Ipouiec B3aeMoii KOPUCTYBaya 3 CaWTOM MPOXOJUTH Yepe3 IEHTPATbHHIMA
nonatok APl Server, sikuit o0poOuisie 3amuTH KOpHUCTyBaya Ha Takl mii fK
aBTOpHU3Allisi, CTBOPEHHS KIMHATH, BITOOpaK€HHS CIHMCKY JIpy3iB, KIMHAT, 1A
mporpama Moxe 0e3mocepeIHb0 B3aEMOISITH 3 0a3010 JaHUX, 1 30epirae BCro Oi3HEC
jgoriky mnporpamu. llpouiec cHiuikyBaHHsS BIJIOYBAa€TbCS 3 BHKOPUCTAHHSIM
nonatkoBoro nonatky WebRTC cepsep, sikuii 3a0e3nedye OOMIH JTaHUMH MIXK

KOPUCTYBayaMu B peaIbHOMY Yacl.

2.4  MOXIUBICTh aBTOMATUYHOTO TECTYBAHHS MOJIYJIIB IIPOT'PaMHU

[Tin dac po3poOKH CHUCTEMH OCHOBHI MOJyJl TMpOTrpamMud TOBUHHI OYyTH
MOKPUTI aBTOMATHYHUMH TECTaMH JJIsi OULTbIN HAMIMHOI Ta CTablIbHOT POOOTH
nporpamu. ETam TecTyBaHHS MOBUHEH 3aIlyCKaTHCS MPHU pelli3i JOMATKy, a y pasi
YCHIIIHOTO MPOXO/’KEHHSI HOBA BEPCis Mporpamu 0yie JOCTyIHA KOPUCTYBayaM.

Jlesiki mepeBaru aBTOMaTHIHOTO TECTYBAHHS:

a) MIBUALINN ITUKI 3BOPOTHOTO 3B’ S3KY;

be3 aBTomMaTH3allli TECTYBaHHS 3BOPOTHHI 3B'SI30K PO HEJABHO PO3POOIIECHI
byHKLIT MOXe 3alHITH JesKUil yac. ABTOMAaTH3allisl TECTYBaHHS € OCOOJIMBO
KOPUCHOIO, OCKIJIBKHM JIOTIOMAara€e BUSABISATH MpoOiieMd a00 NMOMWIKKM Ha paHHIH

cTaaii po3poOKu
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0) BHCOKE T€CTOBE MOKPUTTS;

Pyuyne TectyBaHHS Hakiagae OOMEXEHHS KIJTBKOCTI TECTIB, SIKI MOXKHA
NepeBIpUTH. ABTOMATH3AIIS JO3BOJISIE BUTPpAYaTH Yac Ha HAITMCAHHS HOBHX TECTIB
Ta J0MaBaHHS iX 10 HaOOpy aBTOMAaTH30BaHUX TecTiB. Lle 30imbmrye Tecrome
OXOIUIEHHSI pO3pO0JIEHOTO MPOAYKTY, TOMY HAJIEKHUM YUHOM TECTY€EThCS OlIbIIe
(GyHKLIH, 10 NPU3BOAUTH O OB BUCOKOI SIKOCTI TPOrpamu.

B) IOBTOPHE BUKOPUCTAHHS HA0OPY TECTIB;

Criouatky CTBOpPEHHSI HA0Opy aBTOMATH30BAaHUX TECTIB — CKJIaHE 3aBIaHHS.
OpHak micng TOro, sik HaOlp TecTiB OyJ0 BHU3HAYEHO, JYy’K€ MPOCTO MOBTOPHO
BUKOPUCTOBYBATH 1X JUIS 1HIIMX BaplaHTIB BUKOPHUCTAaHHSA ab0 HaBITh JUIsSl 1HIIUX
MIPOCKTIB.

Icnye OaraTo THUIIIB aBTOMaTHUYHOTO TECTYBaHHs, [UIsI po3po0iseMoi
wiargopmu Oyso oOpaHo MOAYJIbHE, Yepe3 Te, M0 MOJYJIbHHI TECT HE TTIOBUHEH
CTOCYBAaTHUCSl 1HIIOTO KOy a0o B3aeMoiATH 3 0a3010 NaHuX, KOHDIrypamiiHum
daiimom adbo Mepexero. KiHiieBa MeTa — mepeBipuTH MPaBHILHICTD Joriku [12].

MopaynbHe TecTyBaHHS BHM3HAYA€ThCA SK TUI TECTYBaHHS IPOrPaMHOTO
3a0e3MeUeHHs, y SIKOMY TIEPEBIPAIOTHCS OKPEMI T AIPOrpaMHu, IMiAMPOTpaMu, KJIacu
yu mpouenypu y mporpami[l2]. 3amicte Toro, mo0 TecTyBaTH BCIO IMPOTrpamy
BIJIpa3y, MOJAyJIbHE TECTYBaHHS PEKOMEH/IY€E TECTyBATH AP1OHIII OyAiBENbH1 OJI0KHK
nporpamu [12].

Ha pucynky 2.2 300pa)keHO eTany aBTOMATHYHOI'O TECTyBaHHA 3a

JIOTIOMOT OO JiiarpaMu MOCI1I0BHOCTI.
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Delivery team Version control . Automated Manual Release
Commit stage lidati

Check in

Trigger

I
I
I I
] I
I I
I I
I I
I I
] I
| I
I I
I I
I I
Trigger ! '
I I
. 1 I
' Trigger ! !
T T | I
1 1 ‘ "
! ! 1 | I
1 | \ \ I
1 1 H | I
! ! 1 | I
1 | \ \ I
1 1 H i I
) | Feedback ! ! '
i | : ! |
1 1 | 1 1 '
1 - 1 1 1 I '
Check in ! 1 1 1 I
P Trigger ! ! ; 1
1 | I
i Feedback Trigger ' ' E
1
l : . ! :
] 1 I | ]
I 1 I | I
1 1 1 I 1
] 1 ] | ]
| | | | !
1 1 I
! ! Feedback : Approval | !
. ! Feedbach Approval !
I T | |
! ! | |
' ! Feedback (what value did we create?) ! l
! T T T
! ' i

Pucynok 2.2 — Etanu aBTOMaTHYHOTO TecTyBaHHS [4]

2.5 BwuzHayeHHA anmapaTHUX Ta MPOrPAMHUX BUMOT KOPHCTyBaua
BusnadyeHHs amapatHUX Ta MPOrPaMHUX BUMOT KOPUCTyBaya!
a) Windows 7 1 mi3HimIi onepaniidi CHCTEMU;
0) 32 — OiTHil (x86) 200 64 — po3psaHuii (x64) mporecop;
B) MiHiMyM 2 I'b onepaTtuBHOT nam'siTi;
r) Intel Pentium 4 / Athlon 64 a6o mi3Himoi Bepcii 3 miarpuMkor SSE2.
)  MATPUMKA HACTYIHUX JECKTOIMHUX Opay3epi[3]:
— Microsoft Edge 12+;
— Google Chrome 28+;
— Mozilla Firefox 22+;
— Safari 11+;
— Opera 18+,
— Vivaldi 1.9+;
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— Brave;
€) HiATPUMKA HACTYITHUX MOOUTEHUX Opay3epiB:
— Google Chrome 28+ ;
— Mozilla Firefox 24+;
— Opera Mobile 12+;
— Chrome OS;
— Firefox OS;
— BlackBerry 10;
— MobileSafari/WebKit (i0S 11+).

2.6 IloGynoBa miarpamu BapiaHTiB BUKOPHUCTAHHS

Hiarpama BapianTiB BukopuctanHs B UML — me niarpama sika omucye
(GyHKI10HAIBHI Ta MOBEIIHKOBI MOKIIMBOCTI KOPUCTYBaya 1 CUCTEMH.

Ha naniii miarpami siky 300pakeHo Ha pUcyHKY 2.3 HaBeneHo npukiag UML
JlarpamMy BapilaHTIB BUKOPHCTaHHS sKa IPEJCTaBIIslE MOMKIMBOCTI KOPUCTyBada B

CHCTEMI.
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@INETP KiMHAT 33

kaTeropies (OINETP KiMHaT 33

MOBOH

<include> <include>

BioinsTpyEaTH
KIMHETH

Y BIMEHYTH/BHMEHY T
Kamepy

OONYYHTHCA A0
O3BiHKa gpyra

v
¢

MOLUYE KIMHAT 38
Haz3B0K

%
~
.

=<extend=

B
<include=

0

neperna, ciucky

OQMBMTMCA B AK !
Apyzle

A igHari ZHAX0OWTECA
apyr

nonatH
CNIEDOZMOBHNEE ¥
apysi

v

<include=

MPHELHATHCA 10
KIMHETH

Nepena BCiX KIMHAT <includg=

ANA A3BiHKE

NOSUEWTHCA CNMCOK
CNIBPO3MOBHUEIR

“
B

<include=

"

CTEOPEHHA BNacHoI
KIMHATW O3BiHKY

HENaWTYEaHHA
AKKBYHTY

3IMmiHa asatapy <include:

KOPUCTYEAYE

YEIMEHYTH/BMMEHYTH
MikpooH

.
.

. T A .
<include= i - - K -
p <include: <include:= 1 <include:=
) \ s

2ETOpM3aLIR

3MIHE IMeHi
KOPUCTYEEYE

i
<includes>

3MiHa NpizBMwa
KOPWUCTYEaYa

HAMUCEHHA TEMW
KIMHETH

0dpaHHA MOBK
KIMHETH

o0pamv Google
aKKayHT ana
agTopuU3aUii

o0paHHA kaTeropil
KiMHETH

Pucynok 2.3 — Jliarpama BapiaHTiB BUKOPUCTAHHS SIKa MPEACTaBISE MOKIUBOCTI

KOPHUCTYBaya B CUCTEMI.

Sk BUAHO 32 AlarpaMoio0 KOPUCTYBauy JOCTYMHI Taki MOXKIIUBOCTI SIK:
a) aBTOpHU3ALIis;
0) HAIAIITYBaHHS aKKayHTY KE BKIIIOYaE B ceoe:
— 3MIHy aBaTapy KOpUCTyBaua;
— 3MIHY Mpi3BHILA KOPUCTYBaya;
— 3MIHY iM’sI KOPUCTYBaya;
B) neperysy BCiX KIMHAT I I3BIHKY;
r) MOIIYK KIMHAT 32 Ha3BOIO;
1) biuTbTpallisi KIMHAT 110 BKJIIOYAE:
— (LIBTp KIMHAT 32 MOBOIO;
— (UIBTP KIMHAT 3a KaTeropi€ro.

e) MEePETJITHYTH CIMCOK JAPY3iB;
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’)  TOJMBUTHUCS B AKIA KIMHATI 3HAXOAWUTHCSA JPYT, 110 PO3LIUPIOETHCA
OPUETHAHHAM JI0 KIMHATH JPYyTa;
3) MIpUETHAHHS 10 KIMHATH B K1 MOJKHA:
— YBIMKHYTH/BUMKHYTH Kamepy;
— YBIMKHYTH/BUMKHYTH MIKpO(OH;
— TIOJIMBUTHUCSA CIIMCOK CITIBPO3MOBHUKIB,;
— JI0J1aTy CIiBPO3MOBHHKA Y ApPY3i.
M)  CTBOPUTH BJIACHY KIMHATY J3BIHKY SIKa BKJIIOUAE:
— HaINWCaHH] TeMH KiMHATH;
— BUOIp KaTeropii KIMHATH;
— BHOIp MOBM KIMHATH.

K) BUMUTH 3 CailTy.

2.7 TlobynoBa miarpamu gisUTBHOCTI

HMiarpama pgismpHOCTI 1€ oAHa 3 miarpama B UML, mo omucye nuHamiyH1
aCMEKTH SIK1 MPEJICTABIISIIOTH MOTIK BiJl OJHIET 1T 10 1HIIO].

Ha naniif giarpami JissIbHOCTI SIKY 300pakeHO Ha PUCYHKY 2.4 BigoOpakeHO
MOCIIJIOBHICTh Ail, SIKY BHUKOHYE cepBep Ta (GPOHT Mijg yac CopoOu BXOAY
KOpHCTyBada JI0 CTOPIHOK calTy KpiM cropiHku Joriny. Ilig dwac cmpoOu
KOpHCTyBaya YBIUTH 10 OyJb — SKO1 CTOPIHKH CalTy, (PpOHT mepeBipsie HaAsIBHICTh
TOKEHY BXOJly y Opay3epi KOpUCTyBaua, SIKIIO TOKEH €, BIH BIJIPaBISIETHCS Ha
cepBep sl CIpoOH MPOYUTATH 3 HbOTO 1H(hopMarlito. SAkino iHpopMalliio BAATOCS
34HTATH, TO MIEPEBIPAETHCA TEPMiH JIii TOKEHY, TPH JIHCHOCTI TOKEHA, BiI0YBAETHCSA
MOITYK f03epa 3a 3urTar0 1HGOpMaIli€ro, K0 KOPHCTyBada OyjIo 3HaiaeHO, BiH
OTPUMYE JIOCTYT J0 3alUTaHOi CTOPIHKU. B yCiX IHIIUX BUMaAKaX: TOKEHY HEMAE,
1H(opManis 3 TOKEHY HE NpOYUTaHa, TOKEH HE MIMCHMI, 103epa HE 3HAaJIeHO,

KOpHCTyBaua OyJie IepeHanpaBIeHO Ha CTOPIHKY BXOAY.



nepeHanpasneHsHa
03epa 00 CTOPIHKN
BXOAY

o
y

i T
00pOoDMTK 3aNKUT Ha BXIig
[0 OCHOBHWX CTOPIHOK
CanTy

Y

nepesipuTH HBREHICTE
TOKEHY

[ToKeHY HewMaE] i [ToKeH €]

f

A

A

3

E

BiNPaEMTH TOKEH Ha

cepeep
N

h 4
ey

NpoYnuTaTk
IHDOPMALIKD 3 TOKEHY

[HhopmMaLIR He NpoYUTaHE] I [HbopMmaLia Npo4KUTaHa]

NepesipuTH TEPMIH

TOEEHa

[TOKEH He QIRCHWA] [TOKEH OIACHWA]

OTPUMATH
IHhopmauix npo
Ho3epa 3 TOKEeHY

[38pa He 3HaRaeHo] [3epa sHanaeHo]

NS

yCMiWHO oOpobuTK
3ANMT Ha BXig ao

OCHOBHIX CTOPIHOK
caiTy

Pucynox 2.4 — Jliarpama misuTbHOCTI TIiJT 9aC BXOIy JO CHCTEMU

2.8 BuHCHOBKH 3a pO3a1JIOM

30

B nanomy posnini Oyno Bu3HaueHO (PYHKIIOHAIBbHI, HE (PYHKIIOHAIbHI Ta

013HEC BUMOTH JI0 MPOTPAMHOT0 IPOAYKTy. OOpaHo TOMOIOT1IO JyIsl Iepeiadl JaHuX

MDK KiieHTamMu. OmucaHo Ta 300paKE€HO apXITEKTypy Mporpamu 3a JOMOMOTOR0
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miarpamMu posMiiieHHs. OOpaHO Ta OMHMCAaHO METOJ| TECTyBaHHS PO3POOJIAEMOT
mporpamMu, BH3HAUEHO amapaTHi Ta MPOrpaMHi BHUMOTH JIO KOpUCTyBaya s
BUKOpHUCTaHHS cepBicy. CHpOEKTOBAaHO JiarpaMy BapiaHTIB BUKOPUCTAHHSA Ta

ISUTBHOCTI.
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3 PO3POBKA KJIIEHTCHKOI TA CEPBEPHOI YACTUHU

3.1 Ctpykrypa mpoeKTy

[Tnardopma cKITamaeThCS 3 TPHOX OCHOBHHX MOYJIiB:

a) KJI1€HTCHKHUM JI0OJIATOK;

0) CepBEpHUH J0/IaTOK;

B) CepBEpHUM J0IATOK sl OOPOOKHU J3BIHKIB.

KoxxeH Momynb 130JbOBaHHMM BiJl IHIIOrO, a 3arajdbHI (PYHKII Ta JaHi
PO3MIIlIeHI B OKpeMuX 010i0TeKax, mo0 YHUKHYTH AyOIIOBaHHS B KOJI. 3aBIsSKU
BIJUTUUIGHHIO TPOTPaMU Il OpraHizaiii J3BiHKIB OyJI0 OTPUMAaHO MOKIIUBICTH
BHOCUTH 3MIHM B OCHOBHHI CEpPBEpPHHI JOJATOK 1 TMepe3amyCcKaTd WOoro B

noaIbIIoMy 0e3 mepeboiB cecii CIUIKYBaHHS KOPUCTYBadiB y MaTdopmi.

3.1.1 Po3pobka KJIIEHTCHKOTO A0JIaTKY

Jlns po3poOKu KITEHTCHKOT MporpaMu 0yJio oOpaHo 6i0moTeky React. React
Ma€ MOYJIMBOCTI MTOOYIOBH THYYKO1 apXITEKTypHU Ta MIBUAKUN PEHIAECPUHT MOIYIIB,
KpiM IIbOT'0 BiH Mae Oe3iid 0i0ai0TeK Ta BENMKE KOMBIOHITI, K1 301IbIIYIOTH
MIBUJAKICTH PO3pOOKH mpoAykTy. s peamizaiii MexaHi3My CHUIKYBaHHS MIX
KOpHUCTyBauamMu OyJsio 3actocoBaHo 0i0mioteky mediasoup — client. [{nst oOminy
HOJIiSIMU Y TIpOTpaMi BUKOPHCTOBY€EThCs Oi0mioTeka Redux [13].

CTpyKkTypa MNpOEKTy KIIIEHTCBKOIO J0JaTKa MOKa3aHO pHUCYHKY 3.1, Ta
CKJIAJIAETHCS 3 TAKUX OCHOBHUX JUPEKTOPIH :

a) public — qupekTopist i 30epiraHHs CTAaTUYHUX (PaIiB;

0)  SIC— OCHOBHUU BUXIAHUI KOJ MPOTrpaMu;

B) components — Bci KOMITIOHEHTH 1HTep(EiiCy;

r) constants — He3MiHHI OIIIiT TPOTpaMHu;

1) core — ¢yHKIIiT Ta MOAYJIl CAlTy He MpUB'sa3aHi 10 React;

e) routes — ajpecu CTOPIHOK JAOCTYITHI JIJIsl HaBirarlii 1o cainry.
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> public
W src

' components
common
containers

layouts

L A A

pages
constants
contexts
core
hooks
libs
routes
stores
styles
utils

L . T T T

rex APp.tsx
s - bootstrap.ts
ey INdEX.15X
¢ - react-app-env.d.ts
> ssl
= .env
) .eslintignore
) .eslintre.js
() -prettierrc
[} package.json
() package-lock.json
;) tsconfig.json
;s webpack.config.js

Pucynok 3.1 — CTpykTypa mpoeKTy KJIIEHTCHKOTO J0/IaTKa

Jlnst 30ipku  dainiB  BUXIAHOTO KOMdYy, CTaTWUYHUX (QailniB, pecypciB
KIIIEHTCHKOT TporpaMu BUKOpHCTOBYeThcsi OiOmioteka Webpack. Webpack mae
MOKJIMBOCTI TepeBOAy (QaiilfliB BUXIIHOTO KOAy y Oiibin crapi Bepcii JS s
niaTpUuMKU crapux OpaysepiB. Takox Webpack cruckae kopn, skuii He Oyne

BUKOPUCTAHO Ha CalTi, 3aBIIKUM YoMy 3a0e3rneuye NPHUPICT IIBUAKOCTI
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3aBaHTaxeHHs caity [14]. Ha pucynky 3.2 mpoilmocTpoBaHO cXeMy poOOTH

616mioreku Webpack.
s \
s
jade \ .coffee 'j S 'j S
ff /
\
N i png | | .css
/ less
modules webpack static
with dependencies assets

Pucynok 3.2 — Cxema pobotu 0i6miotekn Webpack[25]

[Tpuknan 316paHOTO Ta CTUCHEHOTO KJIIEHTCHKOTO JOMATKY BiIOOpaXKeHO Ha

pUCYHKY 3.3.

v dist
8d4479c811d80be2fc8f.jpg
9c753aa0f5849%baaebbb.png
adcce190eae8b26f6172.png
ae index.himi
45 - Main.8c1122b61ff5df0f062¢.js

Pucynox 3.3 — Otpumani ¢aitnu miciust 300pKu KI1EHTCHKOI MPOTPaMHU.

Bisyamizarito cxoBuia nporpamu, mo 30epiraetbes B 6i6miorerii Redux 1

3reHepoBano 3a jponomoroio Redux DevTools, BinoOpaskeHo Ha pucyHKYy 3.4.
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Pucynok 3.4 — CxoBuie nporpamu

3.1.2 Po3pobxka cepBepHOro A0JaTKY

CepBepHHl J0/aTOK 00pOOIsS€ 3amUTH KOPUCTyBaya Ta HE MICTUTh
MEXaHI3MH CIIJIKYBaHHS Ta TPOBEACHHS M3BIHKIB. MeXaHI3MH CIUIKyBaHHS Ta
NPOBEACHHS I3BIHKIB OyJI0 BHHECEHO B OKPEMHH [OJATOK A TOro, mo0 He
NepEepUBaTU CECli KOPUCTYBAYIB MICIs BHECEHHS 3MIHU JIO KOJIy IPOrPAMH.

Jns peanizaiiii nporpamu 0yB oopanuii pperiMBopk Nest]S 3 BUKOpUCTaHHIM
NodeJS, sikuii BuKOprCcTOBY€E MOBY nporpamyBanHst TypeScript [15]. Takwuii BuOip
BU3HAYEHUN MOJKJIMBICTIO MOOYJOBH MOJYJIbHOI apXITEKTypH Ta BUKOPHUCTAHHIO
€IMHOI MOBH TIPOTPaMyBaHHS ISl TIPOCKTY, sSIKa MPUCKOPIOE PO3POOKY TaK SK HE
JIOBOJIUTHCS TIEPEMHUKATHUCS MIXK PI3HUMH MOBaMH 1 J03BOJISI€E BUHOCHUTU CIUIBbHI
GbyHKINT Ta JaH1, 10 3aCTOCOBYIOTHCS Y PI3HUX JI0JaTKaX.

[Tpuknag oTpuMaHOi CTPYKTYpH NPOEKTY HJsi CEPBEPHOro JoAaTKa 3

BUKOpHUcTaHHSIM (ppeiimBopKy Nest]S BijioOpakeHO Ha pUCYHKY 3.5.
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v src
™ app
» bootstrap
> common
> db
> logger
W modules
» auth
> call-app
> room
> user
> websocket
s - app.module.ts
s - Main.ts
> ssl
> test

Pucynok 3.5 — OTpumana cTpyKTypa OpOeKTy JIJIsi CEPBEPHOTO JIOAATKY

Omnepyroun Oi13HEC MpolecaMu 110 BUHUKAIOTh Y pOOOTI Mporpamu, Taki siK
CTBOpPEHHS KIMHAT, OTpPUMAaHHs KIMHAT, MOKHA MIPUITYCTUTH L0 ONEpallii YATaHHA 1
3anucy B 0a3y JaHUX BUHHUKAE YACTIIIE, 1 CAIAYIOUA HaBEIEHUM T€CTaM Ha PUCYHKY
3.6 Ta pucysnky 3.7, MongoDB Mae kpaiiii moKa3HUKH 3alldcy 1 YUTaHHA B 0a3y

JAHUX TI0 TIOPIBHSHO 3 pensliifHo 6a3010 qannx MySQL.



37

350
—8— mongo i'.
300 - —o— mysql {;
]‘l
/
- ‘l
250 f
/
‘l
1 /
c o 200 ,
o 2 /
e /
2§ 1501 ]
/
/
100 - /
/
/
50 / 719641
e
01 0(?44 00;64 00?769 00:5'1? 03%{26 03] 84 I
o o N o o S
5 RS & & & RS
Y .\Q QQ
‘\,v
Record
Pucynok 3.6 — BcraBka n 3amnuciB B ofHy Tabauio [28]
—8— mongo ®
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Pucynok 3.7 — IlopiBHSHHS IPOJYKTUBHOCTI UATAHHS 3aMKCIB 32 OJTHUM 3 1X

HEIHIeKCOBAHUX MOJiB [28]
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3a pesynbTaraMu TecTy OyJo 0OpaHO JOKYMEHTOOPIEHTOBaHy 0a3y JaHuX
MongoDB. Tak sk y noJarky HE BHUKOPHUCTOBYETHCS O€3Jid 3B'A3KIB MIXK
CYTHOCTSIMU B 0a3i, TO 3aCTOCYBaHHs JOKYMEHTOPIEHTOBAHOI 0a3u TaHUX 3aMICTh
peIALIiHOT 3MOKe MOKAa3aTu Kpally MIBUAKICTh YMTaHHSA 1 3amucy. KpiM 1poro
MongoDB no3Bosisie 30epiraTi HECTPYKTypOBaHI JaHi, IO € TEPEBarow IMpu
paHHBOMY eTami PO3pOOKH TPOAYKTY KOJIM CTPYKTypa HaHUX MOXE YacTo
3MIHIOBAaTHCS 1 HE JOBOJMTHCS 3MIHIOBAaTH CXeMy TaONWIb SK Y BHIAAKY 3
pensiuiiHuMu 6azamu gaHux, Takumu ik MySQL a6o PostgreSQL.

CxeMa JaHHMX, 10 BHKOPHCTOBYETbCA ISl JOAATKY MpEICTaBIeHAa Ha

pUCYHKY 3.8.

1 e
_id varchar 1_,1p-_ _id varchar
createdAt timestamp createdAt timestamp
title varchar lastName varchar
e i AFFay
userld VArChe  — providers array
iSActive boolean updatedAt timestamp
participants array L activeRoomld varchar
language varchar l\ avatar varchar
topic varchar 1__., email varchar
updatedAt timestamp firstName varchar
role varchar
subscriptions array
online boolean
- * * -
_id Varchar =—— e [+ varchar
code varchar code varchar
name varchar name varchar

Pucynoxk 3.8 — Cxema manux b/ nogatky
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Jlns GiabIn 3py4yHOi Ta MIBUJIKOI YCTaHOBKHU Ta KoH(irypariii MongoDB Ha
JIOKITHbHOMY KOMI'TOTEpP1 MpU po3poOIli, Ta B OCHOBHOMY JIOJIATKy Ha cepBepl 0yIio
npuitHaTo pimeHHs nomictuty MongoDB nmomarok y Docker xonteiinep, tum
CaMUM 130JIFOBABIITM WOTO BiJI 30BHINTHBLOTO OTOYECHHS cucTemu. OTpuManuil daiin

KOH(Iryparii HaBe1IeHO pUCYHKY 3.9.

services:
mongo:
image: mongo
container_name: talkspace_mongo
restart: always
ports:
- target: 27017
published: 27018
environment:
MONGO_INITDB_ROOT_USERNAME: dev
MONGO_INITDB_ROOT_PASSWORD: dev
volumes:
mongodata: /data/db

Pucynok 3.9 — Kondirypariis konreitnepa aias MongoDB

[Tpuknaa BUKOpHCTOBYBaHUX pecypciB MongoDB koHTeitHepa Bi1oOpaxeHo

Ha pucyHky 3.10 3a mommomororo mporpamu Docker Desktop.

{ ® g«j\fiice,mongo mongo = L0GS @ INSPECT |~ STATS @ @ @ @
0.34% 109.6 MB
0 Bytes / 0 Bytes 18.1 MB /40.6 MB

Pucynok 3.10 — Bukopucranns pecypciB MongoDB konTeitnepa
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Jns peamizaiiii JBOHAINPABICHOTO 3B'SI3KY MK KIIEHTCHKHM JOJAaTKOM 1
CepBEpPOM BHKOPUCTOBYETHCS poTokosl WebSockets, sskuii TakoXk € MPOTOKOJIOM
3B'SI3KY 3 JIOAATKOM JUIsl OpraHi3aiii J3BIHKIB, OCKUIBKH 3a0e3redye Kparry
mBUAKICTh opiBHAHO 3 HTTP 3anmuTamu yepes BiACYTHICTh YCTAHOBKH 3'€THAHHS
3 XOCTOM JUIsl KOSKHOTO 3aIuTY.

[Tpuknaa opranizauii COUIKYBaHHS MK KJIIEHTOM Ta CEPBEPOM HABEACHO Ha

pucyHky 3.11.

Client Server

e.-. . "

Handshake (HTTP Upgrade)

connection opened

Bidirectional Messages

awiJ

open and persistent connection

One side closes channel

connection closed

Pucynky 3.11 — OOMiH NMOB1IOMJIEHb M1k KJIIEHTOM Ta CEPBEPOM

y WebSockets nporokosi [24]

3.1.3 Po3pobka momatky s A3BIHKA

[Iporpama ana opranizauii A3BIHKIB cinykutb WebRTC cepBepom s
0OMiHY MOBIJJOMJICHHSIMU MIK Y4aCHUKaMH. [[J1s1 OYaTKOBOI yCTAHOBKH 3'€THAHHS
MIDXK KJIIEHTOM 1 cepBepoM BUKOpUcTOBYeTbcs WebSocket mpoTokod, MoBiIOMIIEHHS

SIKOTO HaJXOJUTh BiJl KJII€HTA IO CEPBEPHOI MPOrpaMH 1 Jajl MepeHanpaBiIsioThCs
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CepBEpOM JI0 TporpamMu Juisi opraizamii 13BiHKIB. CIiIyl04d LbOMY KII€HT
MOBUHEH HAJICTIaTH TOBIJJOMJICHHS TUIBKU B OJIMH JIOJIaTOK.

Jlns 3a0e31eueH s MPOBEICHHS I3BIHKIB Ta 00MiHy manumu yepe3 WebRTC,
Oyiio obOpano 6iomioreky Mediasoup [16]. CtpykTypa momaTrky BigoOpakeHa
pucyHky 3.12.

W src

> common

> configs

W modules

W mediasoup-server

> interfaces
» libs
» mediasoup-events-handler

types
s - clients-collection.ts

s index.ts

s - mediasoup-server.ts

s - workers-collection.ts
s - signaling-gateway.ts

71 APp.1s

Pucynok 3.12 — CtpykTypa nomatky Jyist oprani3aiii 13BiHKIB

JloilaTok MO’ke pO3MOJUISTH HABAHTAXKEHHS HA PI3HI MOTOKH LEHTPAILHOIO
nporiecopa. Hanpuknaa y motouHidt peanizailii mpu CTBOPEHHI KIMHATH J3BIHKA
BUOUPAETHCA MOTIK MPOLiecopa BIAHOCHOTO TOro, U0 OyB OOpaHUid paHillle, TaKun

YUHOM JIO3BOJISIFOYM PO3MOAUIATH HAaBAaHTAXKEHHS PIBHOMIPHO.

3.2 Buxkopucrani 6i01ioTeku

Jlist po3poOku 1Tutatopmu s opraHizaiii TpymoBUX BiJICOJI3BIHKIB Oyu
BUKOPHUCTaH1 TaKl OCHOBHI1 010J110TEKH:

a) react;

0)  webpack;
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B) react — redux;

r) socket.io — client;

o)  axios.

React — e 6i6mioTeka JavaScript, sika cTBoproe iHTepdeiic A BeO — cailTiB
Ta MOOUTRHMX JOJAaTKiB. BiH aBTOMaTW4YHO MOEAHYEThCSA 3 iHmMMMH JavaScript —
¢peiimBopkamu Ta O10710TEKaMU Ta BKIIIOYAE€ HEBEJIMKI (parMeHTH KOAy, SKi
Ha3UBaIOTh KOMIIOHEHTaMHU. bi0mioTekn KoMIoHEeHTIB React onTuMizytoTh mporiec
po3po0OKH iHTEpPeiicy KopucTyBaua, Ta 3a0e3neuye BUHITKOBY THYUKICTh 3aBIISIKU
BUCOKIii MoxynbHOCTI [19].

Webpack — e 36upau cratuanux MoxayaiB. Webpack mepernsnae maker ta
CTBOPIOE Tpad 3aICHKHOCTEH, TKUN CKalaTaEThCsA 3 PI3HUX MOAYJIB, sIKl TOTPIOHI
BeO — JI0/1aTKY JIJIsl TTpaBUIIbHOI poOoTH. Jlami B 3a1eKHOCTI BiJ Tpady, BIH CTBOPIOE
HOBUM TIAKeT SKWH CKJIAJIAEThCSA 3 MIHIMaIbHO HEOOX1THOT KUILKOCTI (pailmiB, sKi
MOYKHa JIErKo miakmtountu 10 html-daiiny ta BukopuctoByBaru 1is nporpamu [20].

Redux — 1ie 6e3komToBHA 010Ji0TeKa KEPyBaHHS CTaHOM, SKa MPAIlOE Ha
iHTepdeiici mporpam JavaScript, Kepyloud CTaHOM KOXXHOTO KOMIIOHEHTa B
iHTepdetici kopucryBaua [21].

Socket.IO — JavaScript — 6iomioreka ansi BeO — 3aCTOCYHKIB Ta OOMiHY
JAHUMH B peaibHOMY 4Yaci [22].

AXi0s — 6i01i0TeKa 3 BIAKPUTUM BUX1JTHUM KOJIOM, SIKa JI03BOJISIE BAKOHYBATH

HTTP — 3anutu [23].

3.3 PoOora 3 3anutamu

Tak sk OCHOBHMIA KaHaJI 3B’ SI3KY IS CIIJIKYBaHHS M JIOJAaTKOM KJIl€HTA Ta
cepBepoMm € HTTP 3anutu, Oyno mpuHHATO pillieHHS BUKOPUCTOBYBATH MaTepH
npoekTyBaHHs «®acan». Takox Oynu cpOEeKTOBaH1 KJIacH s BIAMPAaBKU 3allUTIB
Ha cepBep 3a JIONOMOTOI0 BJIACHOTO 1HTEpP(ENCY NUIAXOM 1HKAICYJAil QyHKIINA
0i0morekn axios [17]. Ile mo3BonuTh B MaiiOyTHHOMY HE 3ajIeXKaTd Bij peaizariii

KOHKpeTHO1 010J110TeKr Ta OUIBIN JIETKO 3MIHIOBATH Ha 1HINY. 3aBASKH TaKid
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oprasizailii po3IIMpeHHs KJIaciB He MOTpeOdye 3MiH OCHOBHOTO KJIacy BiJIpPaBKHU

3anuTiB. OTpUMaHy CTPYKTYpY KJaciB 300pakeHo Ha pucyHky 3.13.

RoomsApiService
- hitpClient: HitpClient

+ init): void

+ getRoominfo{roomld: string): object
+ getAllRooms({query: object): object
+ createRoom(query: object): object
+ joinToRoom(id: string): object

AuthApiService
- hitpClient: HitpClient

+ init): void

+ guth\ViaGoogle(accessToken: string): string

UserApiService
- hitpClient: HitpClient
+ init(): void
+ getMyProfile(): object
+ updateProfile(settings: object): object

T

HttpClient

- headers

+get{options: object). object
+post{options: object): object
+put{options: object): object
+sendRequest( options: object): object
+processError(error: error). void

axios

Pucynok 3.13 — Jliarpama kiaciB fjis poootu 3 http 3anuramu

3.4 IlpororunyBaHHs iHTEpdEHCIB CaUTy

[Tnarpopma mis cHinKyBaHHS Mae MICTUTh B c001 Oararo BOyJOBaHUX

IHCTPYMEHTIB Ta (PYHKII1M, IPOTOTUITYBaHHS PO3POOISIEMOI CUCTEMU MOTPIOHE IS

OLJIBIII KPAIIoro BU3HAUYEHHS 3B 3Ky B IPOTrpaMi Ta 3a3/1€JIEr1Th BUPIILIUTH MOKIIUBI

npobnemMu npu noOyaoBi cucreMu. I[HTepdeiic caiiTy mMaTtuMe Taki OCHOBHI

CKJIQJOBI:

a) CTOpIHKa BXO/AY JO CaiTy;

0) roJIOBHA CTOPIiHKA,;

B) CTOpIHKA OHJIAMH 3yCTpiyi;

T) CTOpiHKA HaJAIITYBaHHs IPOdIIIIO.

CropiHka BXOJy Ha CaliT MITUTHUME B COO1 MOJAJIbHE BIKHO JUISl BXOJIY 3a

noromororo Google.

Ha pucynky 3.14 HaBeneHO mpUKIIaa IPOTOTUITY CTOPIHKU BXOJY.
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Moqgzilla

€« > 0" hitp:#/moqups.com

= ah

Login with Google

Pucynok 3.14 — [IpoToTuIl CTOPIHKHU BXOY JI0 CaMTy.

["onoBHA CTOpIHKA MA€ MICTUTH HACTYIHI €JIEMEHTH:
a) npodiab KopucTyBaua ( iM’s1, Ipi3BUIIE Ta aBarap);

0) CIIUCOK JPY3iB 3 MOJKJIMBICTIO TMEPEryisily KiIMHAaTH B SKIM BOHU

3HAXOSAThCA,;
B) KHOTIKAa CTBOPEHHS HOBOI KIMHATH;
r) MOJIAJIbHE BIKHO JJISI CTBOPCHHS KIMHATH,

)  MOJIYJIb MONTYKY KIMHATH 32 Ha3BOIO;

€) MOAYJh (QITETPYBAHHS KIMHATH 32 MOBOIO Ta KaTerOpi€lo;
)  CIIHCOK BCiX KIMHAT;

3) KHOTIKA JTOJTYYUTHUCS 10 KiIMHATH.

Ha pucynky 3.15 HaBezeHO npuKiaJ IpOTOTUILY TOJIOBHOI CTOPIHKH CaiTy.
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Magzilla
&> G'| hitp://mogups.com |
Name Lastname
O Rooms
£ Settings Title room Title room Title room
category language category language category language
L t
. @O a O a O =
m Name Lastname §
Title room Title room Title room
m Name Lastname $ category language category language category language
[] Name Lastname 3 @ a O 8 O =
m Name Lastname 3
Title room Title room Title room
m Name Lastname : category language category language category language
[g] Name Lastname O a ©O = O =
m Name Lastname
Title room Title room Title room
_ category language category language category language
Create new room
O a3 C©O 3 O =

Pucynok 3.15 — [IpoToTun rol0BHOI CTOPIHKH CalTy

VY niBif 4acTUHI calTy BiJOOpPaKEHO MEHIO B AIKOMY 3HaXOAMTHCS, MPOPLIb

KOPHUCTYBaya, MEHIO NEpeXoAy 10 BiKHAa KIMHAT, HaJalITyBaHb Ta Buxomy. Jami

BIJIOOpaKEHO CIHMCOK JPY3iB Ta KHOMKA JUIsi CTBOPEHHSI HOBOi KIMHATH, MPH il

HATUCKAHHS ITIOBUHHO 3 SIBUTHCS MOAAJIbBHC BIKHO CTBOpPCHHA KIMHATH SIK€

300pakeHo Ha pucyHKy 3.16. [lpaBimie Bii MEHIO 3HAXOJIUTHCSA IOJE TOMIYKY

KIMHATH 3a Ha3BOIO, Ta (QUIBTP 3a MOBOIO Ta Kareropier. DinbTp KIMHAT MOBUHEH

3’SBJISITUCS TIPU HATHCKaHHI KHOTIKHU «Filter.
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Moqzilla

(- + 0| hitp:fmogups.com ‘

Create room <

—

Pucynox 3.16 — MoganbHe BiKHO JJIs CTBOPEHHS KIMHATH

JIst cTBOpEHHST KIMHATH KOPUCTYBad MMOBHHEH BBECTH Ha3BY, 0OpaTH MOBY
Ta KaTeropiro, Aaji HATUCHYTH KHOINKY CTBOPHUTH. SKIIO KiMHATy CTBOPEHO
YCHIIITHO, KOPUCTYyBaya Oy e epeHaIpaBlIeHO 10 CTOPIHKY KIMHATH SIKY 300payKeHO
Ha pucyHKy 3.17. Bci iHII1 KOpUCTYBaul 3MOKYTh MMO0AYUTH CTBOPEHY KIMHATY Ha

T'OJIOBHIM CTOPIHII CAUTY SIKY 300payK€HO Ha pUCYHKY 3.15 mpasiiiie BiJ MEHIO.
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Moqzilla

& D Q" http://moqups_com

Name Lastname
Name Lastname

Name Lastname

6

Name Lastname

Pucynox 3.17 — Kimuara a3BiHKY

VY kiMHaTI A3BIHKY KOPHUCTYBad Ma€ MOXJIUBICTh JOJATH JIIOJAUHY 3 SIKOIO
CHUIKYETHCS Y Jpy3l HATHCHYBIIM HAa 1KOHKY MOPYY 3 IM’SM CHIBPO3MOBHHUKA Y
CIUCKY SIKMI 3HAXOJUThCS CpaBa.

[Ticns tomaBaHHS JIOJIMHU B APY31 KOPUCTYBAY 3MOKE MEPEUBIIATUCS B KT
KIMHAT1 3HaXOJAUThCS OTO APYT Ta AOTYHATUCS O PO3ZMOBH 3 HHM.

KopucryBau Takox MaTMMe MOKJIMBICTh HaJalITOBYBaTH CBiMl mpodiib, a
came:

a) 3MIHUTH 1M’ Ta TIPI3BUIIIE;

0) obpatu doto npodimro.

[IporoTun cTOpiHKM HaJAIITyBaHb HABEJACHO HA PUCYHKY 3.18.
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Mogzilla

€ =>0 ‘ hitp://mogups.com ‘

Name Lastname

J Rooms

Logout

m Name Lastname & ]
first name

m Name Lastname 3

. Name
m Name Lastname 3

. last name
m Name Lastname 3 Lastname
m Name Lastname 3 email
m Name Lastname name.lastname@gmail.com

m Name Lastname 3 [
|

Pucynok 3.18 — [IpoToTun CTOpiHKM HaJlalITyBaHb

3.5 BucHOBKH 3a po3aiJioM

B nmanomy poszmini Oyjo ommcaHO CTPYKTYypy HpPOEKTa Ta BUKOPHUCTaHI
616mi0TeKH Mmia yac po3pooku cucremu. [am Oyso omrcano poOOTy 3 3amUTaMu Ta
HaBeJIeHO aiarpaMy kiaciB s BianpaBku HTTP 3amutiB. Takox B po3aini Oyio
OMHUCAaHO MOJKJIMBOCTI KOPUCTYBaua y CUCTEMI Ta HaBEJEHO MPOTOTUIl iHTepdercy

KOYKHOI CTOPIHKH.
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4 TIPOI'PAMHA PEAJIIBALIIA CUCTEMU

4.1 be3neka 3’eHaHHSI KOPUCTYyBaya 3 CUCTEMOIO

Jlnst Oe3neyHoro 3’€AHaHHS KOPUCTyBada 3 CHCTEMOIO OyJI0 BUKOPHUCTAHO
MeXaHi3M TOKEHIB sikuii o0yaoBaHo Ha ocHoBi Google API Server. ITicns ycnimao1
aBTOpU3Allli KOPUCTYBaya y CUCTEM1 Ha KJII€HTChKA CTOpPOHA MOBEPTAE TUMYACOBUIN
TOKCH SKHHA MOXKHa BHKOPHCTOBYBAaTH JUIs 3J]iCHeHHs 3anutiB Ha Google.
Hanpuknaa myist oTpuMaHHs TOKJIAAHOI 1H(OpMaIlii Tpo KOpUCTyBava, BKIIOUAI0UN
aBaTapky Ta €NeKTpoHHY momTy. Hamami mnpu aBTOpu3zamii 1ei TOKEH
BIJIMTPABIISIETHCSI CEPBEPY PO3POOIEHOT CUCTEMU ISl TIEPEBIPKU HASBHOCTI TaKOTO
KOpHCTyBaua abo peecTpallli Horo B CHCTEMI, MiCIsl YOr'o CepBep MOBEPTAE BIACHUN
TUMYACOBHI TOKEH, 3aBJIIKH SKOMY MOXe 3J1ilicHioBaTH 3anmuTh 10 API [18].

MexaHi3M CIUIKyBaHHS 3 BAKOPUCTaHHAM TUMYACOBUX TOKEHIB TapaHTYy€E 110
y pa3l KpaJilKKH 111 TOKEHU HaJalll CTaHYTh HEIIMCHUMU.

Ha pucynky 4.1 HaBeneHO npouec OTpUMaHHS TOKEHA JIsl BXOAY B CUCTEMY.
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- Google AFI Server

- KnieHT —
] KMIEHT HATUCKAE KHOMKY ONA BXOOy.
JanWT Ha aETopM3aUIK BignpaEnReTLCR 0o Google s OAuth cepeepy.
-
:0Auth Dialog
2aMYCKAETECA Oianorose
BikHO CAuUth
MoeepTawTecA access_token,
id_token Ta ogHOpa30BEMiE Ko R
« J
- Server
KNIEHT BIANDRENAE KOO 00 CEDEEPE
" | Cepeep ofmiHE ooHOpaz0BMIA KOO
HAa access_token Ta id_token
.
Google noeepTas
) ) ) access_token Ta id_token
Cepeep NiOTEEpO¥YE BXIO KMIEHTA
I ECLCE L PP PP PP PP PP PEPRPPPPPPPPPETE ||

Pucynok 4.1 — IIpoiiec oTpuMaHHs TOKEHA JIJIsl BXOAY B CUCTEMY

4.2  Onuc KOpUCTYBaIbKOTO 1HTEpdEHCy

IaTepdetic mporpamMu BUKOHAHO y CBITIOMY cTWiIi. OCHOBHOIO MaJIiITPOIO
nporpamMu € OuMi Ta roiyouil konpopu. KopuctyBau Mae AOCTYN 0 YOTHPHOX
OCHOBHHX CTOPIHOK CUCTEMH, a Came:

a) CTOpiHKa aBTOpH3aIlii;

0) roJIOBHA CTOPiHKA 3 KIMHATAMU;

B) CTOpiHKA HAJIAIITyBaHb;

r) CTOpiHKA JI3BIHKY.

Ha pucynky 4.2 HaBeIeHO CTOPIHKY aBTOpH3allli B CHCTEMI.
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Pucynox 4.2 — Ctopinka aBropuzailii B CUCTEMI

[Ticns ycminmHOi aBTOpHM3aIii B CHCTEMI KOpUCTyBad Oyjie HampaBlIeHUH Ha
TOJIOBHY CTOPIHKY CaWTy Ji¢ 3HAXOAATHCS KIMHATH Ta MEHIO CHCTEMH. [ OJIOBHY

CTOPIHKY CalTy MPEJICTaBICHO Ha PUCYHKY 4.3.
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Pucynok 4.3 — I'ojioBHa CTOpiHKA calTy

Ha ronoBHIl CTOpIHIII KOPHCTYBa4 Ma€ MOXIIUBICTh MEPETJSHYTH BCi

KIMHATH, 3HaWTH 11KaBY JUIsl HbOT'O0 KIMHATY 3a JOMOMOTO0 (UIbTPIB, MOAUBUTHUCS

CBOIX JpY3iB Ta MOJYYUTHUCS O KIMHATH B KM 3HAXOAUTHCS APYT Ta CTBOPUTHU

BJIaCHY KiMHaTy.

Jlnia mepernany KIMHATH B SIKiM 3HAXOJIUTHCS IPYT KOPUCTYBady HEOOX1JHO

HAaTUCHYTHU Ha TPH TOYKH MOPYY 3 IMEHEM Ta MPI3BUIIEM Jpyra y CIUCKY Ipy3iB. A

IUISL TIEPEeXOAy 10 HOro KiIMHATH HATUCHYTH KHOMKY «JOiny Ilpukian meperisay

KIMHATHU JIpyra HaBeJIeHO Ha PUCYHKY 4.4.
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Pucynok 4.4 — Ilepernsa KiMHATH apyra

Ha pucynky 4.5 HaBeaeno npukiaj QuibTparii KiIMHATH 32 MOBOIO.
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Pucynok 4.5 — ®inbTp KIMHAT 32 MOBOIO

Ha pucynky 4.6 HaBeeHO MpUKJIal MOIIYKY KIMHATH 32 Ha3BOIO.
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Pucynok 4.6 — Ilomyk KiMHaT 3a KJIFOUOBUM 32 Ha3BOIO

Jlis cTBOpeHHS BIACHOI KIMHATH KOPUCTYBady HEOOXITHO HATUCHYTH

kHOTKy «Create roomy micas 4oro oMy Oyjae TOKa3aHO MOJadbHE BIKHO IS

CTBOPEHHS KIMHATH, JIe MOXHA 00paTh MOBY Ta TeMy KiMHATH, a TaKOX BKa3aTH

Ha3By. Ha pucyHky 4.7 300paKeHO IPHUKJIaJ CTBOPSHHS KiMHATH.
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Pucynox 4.7 — Ilpuxian CTBOpeHHS KiMHATH
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Ha pucynky 4.8 HaBenieHO pe3yJibTaT CTBOPEHHS KIMHATH.
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Pucynox 4.8 — Pe3ynbTaT CTBOpEHHS KIMHATH

Ha pucynky 4.9 BioOpakeHO CTOpIHKa MiJKJIIOUEHHS A0 KIMHaTy. 3BepXy

100 AOTYYUTHUCS.

BiJIOOpaKEHO Ha3BYy KIMHATH IO CEPEIMHI JIIOJIEH sK1 MiKII0YEHI Ta BHU3Y KHOTIKA
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Ha pucynky 4.10 300pakeH0 CTOPiHKY KIMHATH.

Pucynox 4.10 — Ctopinka KiMHaTH

Ha pucynky 4.11 300pakeH0 CTOPiHKY KIMHATH 3 BAMKHEHOIO KaMepoIo.
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Pucynok 4.11 — CtopiHka A3BIHKY 3 BAMKHEHOIO KaMEpOIO

Takok KOpUCTYBa4 MOXKE HAJIAIIITOBYBATH CBiM PO isib. 3aMIIIATH TOJTOBHE

¢doTo siKe CHHXPOHI3YyeThes 3 akayHTy Google i yac aBTopu3ariii abo 3reHepyBaTH

paHJOMHE Ta 3MIHUTH IM’s Ta mpi3Buile. Ha pucynky 4.12 HaBeneHO CTOPIHKY

HaJIAIITyBaHb TPOQiIs.
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Pucynoxk 4.12 — CropiHka HanamrTyBaHb Tpodis

Ha pucynky 4.13 HaBenieHO pe3yibTaT 3MIiHU 1M’ Ta IPI3BUILA KOPUCTYBaya.
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Pucynok 4.13 — Pe3ynbrar 3mMiHu iM’s Ta MPI3BUIIA KOPUCTYyBada
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Komnonentu caiity Oynu po3po0ieHi TaKMM YHHOM, 1100 caiiT BimoOpakaBcs

MPaBWIbHO Yy MOOUIBHOMY, IUIAHIIETHOMY Ta HIMPOKOCKpaHHOMY pexumi. Ha

pucysky 4.14 ta 4.15 HaBeleHO NPUKJIIA]] BITOOPAKEHHS JESIKUX CTOPIHOK CaTy 3

MOOUTBHOTO MPUCTPOIO.
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Pucynok 4.14 — BinobpaxxeHHs AeIKUX CTOPIHOK CalTy y MOOLTEHOMY MPHCTPOI
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Pucynox 4.15 — BinoOpaskeHHs JesKUX CTOPIHOK CAlTy y MOOIITbHOMY MPUCTPOT

Ha pucynky 4.16 HaBeneHO BiAOOpa)keHHS CAlTy HAa ITUPOKOMY €KpPaHi.
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Pucynok 4. 16 — BigoOpaskeHHs1 caliTy Ha IIUPOKOMY €KpaHi



61

4.3 BHCHOBKHM 3a PO3I1JIOM
VY nanomy po3aiii 0yJ0 OMUCAHO SIK IPOXOIUTH MPOIEC BXOY Y CUCTEMY ISt
KOPUCTYBaya Ta YOMY BIH € O€3MeYHUM, Ta OIKUCAHO 1 MPOUIIOCTPOBAHO

KOPHUCTYBAlIbKUH 1HTEpGEHC canTy.
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5 TECTYBAHHA

5.1 BukopucraHi METOAM TECTYBAHHS

TecTyBaHHS CHCTEMU JTO3BOJISE JIETKO BHOCUTH 3MIiHHU B KOJ, Ta HE OOSITUCS
3J1aMaTy 3aJIeKHOCTI B MPOEKTI. 3aBASKA BUKOPUCTAHHIO TECTIB Y BUXITHOMY KOJI
30UIBITY€E€THCS HAJIWHICTh CUCTEM, aJie 1€ 3aiiMae OlIbIINI Yyac Ha pO3pOOKY, TOMY
10 KPIM OCHOBHOTO KOJIy Tpeba MUCaTH TaKOXK TECTH JI0 HUX. AJie B MOAAIBIIOMY
npu 30UIBIIEHHI CKJIQJHOCTI CHUCTEMH TECTH TMOKPAIIYIOTh CYIPOBOKECHHS
IPOEKTY.

TakuM 4MHOM MOKHA BUJUIMTH KUIbKa TepeBar TeCTyBaHHS MPOrpaMHOTO
3a0€e3MeueHHs:

a) TECTYBaHHS MPOTPAMHOTO 3a0€3MEUCHHS] HEOOXIAHE /I BUSIBICHHS
Jne(eKTIB Ta MOMUJIIOK, AOMYIIEHUX Ha eTanax po3poOKH;

0)  TecTyBaHHs HeoOXigHE JJisi TOTOo, 1100 HaAAaTh KIIIEHTaM Takl
MO>KJIMBOCTI, SIK TOCTa4aHHsI BUCOKOSKICHOT'O MPOIYKTY;

B) AKICHUWA TPOJYKT, AOCTaBJIEHUN KJII€HTaM, JOIIOMAarae 3aBOIOBATU
iXHIO JIOBIpY;

T) TECTyBaHHS HE0OX1HE 711 ePEeKTUBHOT POOOTH IIPOTpaMH.

[cHytoTh  pi3HI  METOAM  TECTYBaHHS  MPOrPaMHOr0  3a0e3MedeHHS
COpSIMOBAaHUX HA PIi3HI KPUTEpli, MPUKIATOM MOKe OyTH TOBEHIHKA CHCTEMH,
TECTYBaHHS Ha TPOJYKTUBHICTh, BUKOpUCTaHHS pecypciB. Ha pucynky 5.1

HaBEJCHO MPUKJIAJ] PI3HUX PIBHIB TECTYBaHHSI.
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PIEHI TECTYBAHHA
1. ModynsHe (B npoueci «MNporpamyeaqna MN3»). 2, lumeapayitive (B npoueci «iHTerpayia M3»)

BuAenenHA nedperTis B peanisauii MepeBipka KOPEKTHOCTI  BIaeMmOgii  Mix
thyHKiA 0B'EKTIE | NigTBEPIHEHHA X nporpamHMK  o0'EKTami,  NpPOTECTOBAHWUMIA
BiANOBIAHOCTI cneyuikaljam SETOHOMHO, NpW 3BupanHi Hoeoi Bepcii MC
npoekty. OG'ekTH — okpen npoueypur OnA BWABNEHHA fOediekTie y iHmMepgbeticax
(metogn i wknack 3a  ob'ekTHOrO Mi# [HTErDOBYBAHWUMKM  KOMMNOHEHTaMKU @
nipeogy), nporpamHi - mogyni o Ta NgTEEpDKEHHA [ BigNOBIOHOCTI NpoekTy
NPOTPaMHi KOMNOHEHTK. apxitextypu NC

3. TecmysanHA M3 (Buainede Ak npouec XL, MNC) 4. Cucmeniye (B Npoueci «CUCTEMHA iHTerpawifm)

MNepesipka  YHKLIOBAHHA  IHTErpOBaHOI Mepeeipka  BignoeigHocTi  MC A
sepcii 13 y mogensosaHoMy cepefoBui AKOCHY, BCTAHOBMEHUM Y Bumorax ao [C, 3
4nA BUABMEHHA fediekTie B peanizauyji AKLEHTOM Ha H KLYiiAHI BHMOTH
308HIWHIX  hyHKyud N3 i 0] (HAOiAHICTR, CTIAKICTR), T4 30BHILUHIM
NigTEEpMHEHHA Horo EignoeigHocTi i

st A iHmepgheticam 3 iHWMMK nc,
creurdpikadii qoy HKLIR HAX BUMOr CEpPEfOBULLEN, aNapaTHUM 3abe3neueHHAM

5. MNpulimansHe (acceptance testing)

Mepeegipka ignoeigHocTi MNC BMMOrAM 32MOBHUKE B
CepeqoBMIL ekcnIyaTalil 3a Horo yuacTo

BMAW BUNMPOBYB AHE
1. MonepedHi 2. MpuiivansHi
Bu3HaueHHA NOTEeHUiAHOT HesianoBigHOCT BuzHAaUEHHA CTYNEHHD
MC  30BHILHIM cneyudpikadiam ooy HKL- BignogigHocTi  MC nouaTHOBUM

OHAMEHKWX | TEXHIUHKY XapakTepucTUK EWMOTaM 3aMOBHUHEOPUCTY BAUR

3. IHemanayilinHi (Mpu BCMAaHORNEHHI) 4. ExcninyamauiiiHi
TecTyeaHHA npouenyp iHCTanauii Nc 2 soe- Mepedpra mnodgHOCT nc
HIlWHIX HOCITE B cepedosuly ewcriayamalyi NOYATKOBMM BMMOram 3amoBHWEA HA

eTan gocrigHol excnnyaTaijy

(B npougec «lHcTanAYiA MNCs

Pucynok 5.1 — PiBHi tecryBanns [13 [26]

Ha pucynky 5.2 po3TanioBani BUAH TECTYBaHHS IMPOTPAMHOTO 3a0€3NCUCHHS

B1JI KOHKPETHIIIOTO JI0 3arajibHOTO.

iHTRpdefRcy

PyYHELIOHANbHE
TECTYBAHHA

MogynbHe TecTysaHHA

Pucynok 5.2 — Bunu TecryBanns I13 3a piBaem [27]
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MopynbHe TecTyBaHHS — 11€ METOJl TECTYBaHHSI IPOTPAMHOTO 3a0e3MeYeHHS,
U SIKOMY JIJIs1 KOXKHOTO OKPEMOro MOYJISl B IPOrpaMi, MOBEIIHKA EPEBIPSIETHCS
OKpEMO Ta 130JIbOBAHO BiJI 1HIIIUX.

OyHKI[IOHATBHE TECTYBAaHHS TPOBOJUTHCA JIJIi BHU3HAYCHHS, HACKUIBKHU
KOMITOHEHT a00 po3pobiieHa CHCTeMa BiAMOBIAAIOTh (HYHKIIIOHATLHUM BHMOTAM,
OMMCAHUM Y creruQIKaisix.

TectyBanHs 1HTepdehCy KOpPUCTyBaya - € TOYKOK B3aEMOJIi KJIIE€HTA 1

IPOIYKTY.

5.2 Ilporpamua peanizaiisi TECTIB

[lim wac po3poOKKM MPOTPaMHOI CHUCTEMH PO3POOISIUCT MOIYJIbHI
BUTNIPOOYBaHHSI 70 OCHOBHMX KOMIIOHEHTIB CHCTEMH. 1€CTH pPO3poOsuucsS 3a
JoroMororo 6i6miorexu Jest st cepBEpHOTO AOJATKY JJIsl OpTaHi3allii A3BIHKIB.

[Tpukmang NpPOXOKEHHS TECTIB MPOTPAMHOTO 3a0€3MEUYeHHS MOKa3aHUU

PHUCYHKY 5.3.
Rumn: Fun tests

P v L2 T AT ]
» " Test Results & ms
yZ h peer.test.ts 2 ms
~ Peer 2 ms
hd add 2 ms
should add new transport 2 ms
= i clients-collection.test.ts 4 ms
» A ClientsCollection 4 ms
g add 4 ms
should add client id to collection 2 ms
should return added client id to collection 2 ms
shnuld delete client from collectinn Hik
PGt » Run :=TODO O Problems 3 Debug B Terminal @ Services

Pucynok 5.3 — [IpoxomKkeHHs TeCTiB IPOrpaMHOTO 3a0e3MeUeHHs
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5.3 BHCHOBKH 3a po3a1JIoM

3aBISKY HAMKMCAHHIO TECTIB 0 MOAYJIB BAAJIOCS CTBOPUTH OUIBIN HAIAHUN
1 SKICHMM TPOIYKT, 3aBASKH 3aCTOCYBaHHIO MOJYJIBHOTO TECTYBAaHHS BAAJIOC
BUSBUTH 0OaraTo MOMMJIOK Ha eTami po3poOKu mpu crpoOi 3MIHUTH 1CHYIOUWN
MOAYJb y Tporpami, 0€3 MOIYJbHHX TECTIB M€ CTajJo O MOMJIHBO TUIBKU B
KiHIEBOMY NpoayKTi. OCKIJIbKM MOJYJbHE TECTYBAaHHS Mepefdadano HarmuCaHHS
TECTIB O KOHKPETHUX MOAYIIB a00 (yHKIIM CUCTEMU, TO OyJI0 MPUEMHE PIIIEHHS
PO3POOKH TECTIB TIIBKH JUIsl JESIKMX OCHOBHUX MOJYJIB, SIKI BUKOPHCTOBYIOTHCS

JUTA 301MCHEHHS A3B1HKIB.



66

BHUCHOBKHA

[Tix yac BUKOHAHHS POoOOTH OYyJIO MPOBEACHO JETATBHHUM aHATI3 TPOTOKOJIB
nepeaadi JaHuX, METOIiB CTUCHEHHS Me/liaJaHnX, PI3HUX TOIOJIOT1H Ta PO3TISTHYTO
rOTOBI PIlIEHHS JUIsl OpraHi3auii TpylnoBUX A3BIHKIB. ByJlo poO3risiHyTo cTaHgapt
WebRTC, cmnpoekroBaHo apXiTeKTypy MNpOrpaMHOi CHCTEMH, BHU3HAYCHO
(GyHKLIOHAIBHI, HE (PYHKLIOHAJIBHI Ta O13HEC BUMOI'M, OOpaHO TOMOJIOTIIO IS
pO3poOKM, BHU3HAYEHO amapaTHi Ta nporpamHi ymoBu. CnopoexkroBano UML
JlarpaMu KJjaciB, moOyZ0BaHO Jiarpamy BapiaHTIB BHKOPHMCTAHHS $IKa MOKa3zye
MOXJIMBOCTI KOPUCTyBava B CUCTEMI, TOOYI0BAHO JllarpaMmy AisILHOCTI BXOJIY JI0
CUCTEMHU.

[Tix gac po3poOKu cailTy OyJin BUKOpHUCTaH1 Pi3Hi 010110TEKH 7151 CTBOPECHHSI
iHTepdeiicy, 30ipku MOAymiB, poOOTH 3 3amuTamu Ta iHII. Po3pobieHo pisHi
MPOTOTHUNH 1HTEp(delcy canTy.

Pesynbrarom BHKOHaHHS KBali(iKOBaHOI pOOOTH € CallT IUIsl CTBOPEHHS
IPYHNOBHX BIJIEO Ta ayAio I3BIHKIB 3 BHKOpUCTaHHAM TexHojorii WebRTC 3

toronoriero SFU, 3acobamu JavaScript, Node.js, MongoDB, Docker, AWS.



CIIMCOK BUKOPUCTAHUX JUKEPEJI

1. Hararpamma  [Enektponnuit  pecypc] — Pexum  moctymy:
https://ru.wikipedia.org/wiki/%D0%94%D0%B0%D1%82%D0%B0%D0%B3%D
1%80%D0%B0%D0%BC%D0%BC%D0%B0

2. What is video compression and what does it do [EnekTponnuii pecypc]
—  Pexum  pmoctymy:  https://marketing.istockphoto.com/blog/what-is-video-
compression/

3. What is Video Encoding? Codecs and Compression Techniques
[Enextponnunii pecypc] — Pexxum moctymy: https://blog.video.ibm.com/streaming-
video-tips/what-is-video-encoding-codecs-compression-techniques/

4, WebRTC implementation method(Mesh, SFU, MCU) [EnektponHwuii
pecype] — Pexum mocrymy: https://millo-1.github.io/WebRTC-implementation-
method-Mesh-SFU-MCU/

S. Jitsi [EnexTpoHHUMI pecypc] — Pexum JOCTYIY:
https://en.wikipedia.org/wiki/Jitsi

6. Comparative Study of WebRTC Open Source SFUs for Video
Conferencing [EnexTponnunii pecypc] — Pexum JOCTYIIY:
https://mediasoup.org/resources/CoSMo_ComparativeStudyOfWebrtcOpenSource
SfusForVideoConferencing.pdf

7. What is WebRTC and What does it Mean for Customer Service?
[Enextponnuii pecypc] — Pexxum nocrymy: https://gettalkative.com/what-is-webrtc;

8. Hackonpko 6e3omacua texnonoruss WebRTC 3CX? [EnexktponHuit
pecypc]. — Pexxum moctymy: https://www.3cx.ru/blog/webrtc-secure/

9. A Study of WebRTC Security [Enextponnuii pecypc] — Pexum
nocryiry: https://webrtc-security.github.io


https://ru.wikipedia.org/wiki/%D0%94%D0%B0%D1%82%D0%B0%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%94%D0%B0%D1%82%D0%B0%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0
https://marketing.istockphoto.com/blog/what-is-video-compression/
https://marketing.istockphoto.com/blog/what-is-video-compression/
https://blog.video.ibm.com/streaming-video-tips/what-is-video-encoding-codecs-compression-techniques/
https://blog.video.ibm.com/streaming-video-tips/what-is-video-encoding-codecs-compression-techniques/
https://millo-l.github.io/WebRTC-implementation-method-Mesh-SFU-MCU/
https://millo-l.github.io/WebRTC-implementation-method-Mesh-SFU-MCU/
https://en.wikipedia.org/wiki/Jitsi
https://mediasoup.org/resources/CoSMo_ComparativeStudyOfWebrtcOpenSourceSfusForVideoConferencing.pdf
https://mediasoup.org/resources/CoSMo_ComparativeStudyOfWebrtcOpenSourceSfusForVideoConferencing.pdf

10. Complete Guide to WebRTC and How it Works [EnexkrponHuii
pecypc] — Pexxum moctyiry: https://telnyx.com/resources/what-is-webrtc

11. Kak 370 ycTpoeno: BuaeokoHpepennun BKontakte Ha Oe3mMMHUTHOE
YuCIIO  y4yacTHUKOB  [EmekTpoHHuidi  pecypc] —  Pexum  pocrymy:
https://habr.com/ru/company/vk/blog/575358/

12. O wmonyneHOM TecTupoBanuu [Enextponuuit pecypc] — Pexum
noctyiy: https://cyberleninka.ru/article/n/o-modulnom-testirovanii-na-c/viewer

13.  Redux [Enextponnuii pecypc] — Pesxum goctymy: https://redux.js.org/

14. Webpack  [Enektponnuii  pecypc] —  Pexum  goctymy:
https://webpack.js.org/

15.  NestJS [Enextponnuii pecypc] — Pexxum nocrymy: https://nestjs.com/

16. Mediasoup — Pexxum moctymy: https://mediasoup.org/;

17. AXios [EnexTpoHHUI pecypc] — Pexum JOCTYIY:
https://www.axios.com/

18. Ucnomp3oBanme OAuth 2.0 gms mnpunoxeHuit  Beb-cepBepa
[EnekTpoHHUI pecypc] - Pexnm JOCTYIy:
https://developers.google.com/identity/protocols/oauth2/web-server

19. The Top React Component Libraries that are Worth Trying
[Enextponnunii pecypc] — Pexxum mocrtymy: https://technostacks.com/blog/react-
component-libraries

20.  An intro to Webpack: what it is and how to use it [Emexkrponnuii
pecypc] — Pexum gocrymy: https://www.freecodecamp.org/news/an-intro-to-
webpack-what-it-is-and-how-to-use-it-8304ecdc3c60/

21.  What Is React Redux and How Do You Use it? [Enextponnuii pecypc]
— Pesxxum goctymy: https://www.makeuseof.com/how-to-use-redux/

22. Socket.IO0  [Enmexktponnmii  pecypc] —  Pexmm  moctymy:
https://ru.wikipedia.org/wiki/Socket.|0#:~:text=Socket.10%20%E2%80%94%20J

avascript



69

23. Kak ucnonp3oBaTh axios B MpUIoKeHUU javascript [EnekTponHMit
pecypc] — Pexum moctymy: https://www.8host.com/blog/kak-ispolzovat-axios-v-
prilozhenii-javascript

24.  WebSocket Application Monitoring [Enextponnuii pecypc] — Pexxum
JOCTYITY: https://www.dotcom-monitor.com/blog/2022/03/22/websocket-
application-monitoring/;

25. Webpack  [Enextponnmii  pecypc] —  Pexwm  pocrymy:
http://webpack.github.io/;

26. Meronu moiykKy NOMWIOK B mporpamax [EnekTponuuii pecypc] —
Pesxxum noctymy: https://studfile.net/preview/1850561/,

27. Cucrema aBTomaruzailii TecTtyBaHHs ¢(perMBopkiB Web mnoprany
[EnexkTpoHHUMiA pecypc] — Pexum JIOCTYILY:
https://ela.kpi.ua/bitstream/123456789/31092/1/Ustenko_bakalavr.pdf;

28.  Analyzing Performance Differences Between MySQL and MongoDB
[EnexTpoHHUI pecypc] — Pexum JNOCTyIy:
https://www.researchgate.net/publication/349764039_Analyzing_Performance_Dif
ferences_Between_MySQL_and_MongoDB.


https://www.8host.com/blog/kak-ispolzovat-axios-v-prilozhenii-javascript
https://www.8host.com/blog/kak-ispolzovat-axios-v-prilozhenii-javascript

Honatok A

3ayBa)K€HHSI HOPMOKOHTpOJIepa

Tabmunsa A.1 — 3ayBakeHHSI HODMOKOHTpOJIEpa
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Cropinka | Ilo3HadyeHHs 3MicCT 3ayBa)KCHHS
C. 22-23 Hesipuo odopmiieno mpogoBxkeHHs Tadbnuii 2.1
13 HemrinpHe 3anoBHeHHs cTopiHok [13, mocunanHs
Ha JDKepena
C. 24-25 HeipHuii nepenik
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Jlomarok b

[IpesenTarris 10 3axXucTy KBasIiPpiKOBaHOI pOOOTH

JIBH3 «/loHenbkuil Hallona bHUH TEXHIYHHA YHIBEPCHTET»
DakynsTeT KOMII I0TepHO 1HGMOpMAIIAHAX TEXHOIOITH Ta aBTOMaTH3aLIl
Kadenpa npukinaanoi mareMaTHky ta iHhopMaTHKU

[MPE3EHTAIIIA
10 BUMYCKHO1 kBamidikamiitHoi podoTu Gakamaspa
Ha TeMy: “Po3po0ka mnatdopMu 1s opraHizalii rpyrnoBHX

BII€O/I3BIHKIB ~
Bukonana: KepiBHuk:
crynentka rp. II13-18 K.T.H.,JI0LL.
Haranis KOBPHIKKO Ipuna HA3SAPOBA
JIyubk - 2022

Pucynok b.1 — TutynbHuit cinaiin npe3eHTartii

Merta Ta OCHOBHI 3aBJIaHHS IIPOEKTY

Metoro pobotu € crTBOpeHHs MmIatGOpMHM Ui OpraHizarii

IPYNOBHX BIJI€O/3BIHKIB IT1]] I€CKTOIHI Ta MOO1IBEH1 Opay3epH.
OcHoBHI 3aB1aHHA POOOTH:

* BHM3HAUMTH BUMOTH JI0 IPOEKTY;
* PO3MIAHYTH ICHYIOYl TOTONOTI Ta MPOTOKOIH IS

nepenadl JJaHux;
* PO3IISHYTH METOIH CTHCHEHHS MEJTiaIJaHuX
" BHU3HAYUTH CTPYKTYPY IPOEKTY;

* BHKOHATH MPOEKTYBAHHSA, Peai3aliio Ta TECTYBAHHA TUIaT(OPMH.

Pucynok b.2 — Jlpyruii cnaiin npe3eHTartii



Bumoru 10 npoekry

MiATPHUMEKA OpraHi3aiii A3BIHKIB /10 50 y4acHUKIB;
MOJKIIUBICT 3aMTYCKY B CYMACHMX JIECKTOITHHX Ta
MOOLUTEHHX Opay3epax;

NATPUMKA MOOUILHOT TA JIECKTOIHOT BeD Bepcii;

CHCTEMa aBTOPHU3AIIii Ta peecTpaltii uepes MoYTOBHIT CepBic;
MOJTHBICTE BIZIEO Ta aylio 3B'A3KY;

(yHKLIST BIINPABKH 3aPOLLIECHHS HA BCTYIT Y J3BIHOK IHILIOMY YUACHUKY;

30epiranHsA HpopMarllii y BIacHid 06a3i 1aHUX;
BUKOPHCTAHH XMap Juis 30epiranus GaiiB KOPUCTYBAYIB;

MOJTHBICTE MIATACYBATHCS HA CHIBPO3MOBHHKIB.

Pucynoxk b.3 — Tperiit crnaiin npe3enTanii

Tonosorii nepeaayi JaHUX

MESH MSU SFU

g N N °N

3

) — i —9 Bl=si=%
@ %ﬂ
Multipoint Control Unit Selective Forwarding Units

Pucynok b.4 — YerBeptuii cnaiia npeseHTarii
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[IpoTokonu nepenayi JaHUX

TCP UDP
Sender Receiver Sender Recaiver
_____________ I REQUEST
SYN
RESPONSE
————————————— - >
»
SYN ACK
/ RESPONSE
............. I >
ACK
RESPONSE

Pucynok b.5 — IT’satuit cnaiin npesenTarii

WebRTC
WebRTC wue TexHonoris, sika J03BOJISE€ CIUIKYBATHCS B PEKUMI
peanbHOro yacy 4epes Opaysep. bes WebRTC mixx npuctposimu noBusex
OyTH NpOMUKHHH cepBep, 11100 BOHM MOITIH CHUIKYBATHCSA OJIHH 3 OJIHUM.
OauH  npucTpiii  BlAnpaeisie MNOBIAOMJCHHS Ha cepBep, a cepsep
BILIIPABIISIE HOTO IHIIOMY NPUCTPOIO. Lle 3HAUKT, 1110 U1 poOOTH 3B’ A3KY

MIK TIPUCTPOSIMH, HA HUX NMOBHHEH OYTH BCTAHOBJIEHHWI OJIMH 1 TOi camuii

MO/1Y/1b D0 10/1aTOK.

Pucynok b.6 — llloctuit ciaiia npe3eHTarii



WebRTC
Bxmouae:
= Ko/lyBaHHS JaHUX;
= PO3KOJyBaHHS JaHUX;
* CTUCHEHHS JIAHUX;
= besneuny nepenaqy nno mepexi (TLS); 5“""% &‘”“
= [loTtokoBy nepenauy qaHux Mk npuctposmu (UDP).
] J5 AP

Jlna ~ BCTAHOBIEHHA  3'€HAHHA  MIDK Meda (SN
MPUCTPOAMU  BHUKOPUCTOBYETHCS  CHTHAJILHHUI Alice Bob
cepBep, SKMH TOTpIOEH M OJHOPA30BOTO
BCTAHOBIICHHS 3’ €[[HAHHS. CHrHaneHUM

CepBEpPOM MOJKE BHCTYMAaTH IO 3aBTOMHO,
HalyYacTile 11e BIacHi cepBepHu.

Pucynok b.7 — Cpomuii cimaiin npeseHrarii

WebSocket

s peanizaiii  1BOHaNpasIeHOro g
3B'A3KY MIK KITIEHTCHKUM JOJAaTKOM 1 =
CEpPBEPOM BUKOPHCTOBYETHCS TIPOTOKOI =

9 Client Server
WebSockets, AKUH TAKOK € N
npovromHOM 3B'H3K}] 3 ,HO,H&TKOM Mﬂ * Handshake (HTTP Upgrade)
oprauizarii I3BIHKIB, OCKIITBKH R
a Bidirectional Messages g

Baﬁegneqye Kpamy HIBHHKICTB ‘ apen le'.'!.‘.l."E"'\.'\u'l'l’lf!Ci.'ll’ll'l’l.'!!.'l . f_h
nopieHaHo 3 HTTP sanuramm uepes T
BIICYTHICTb YCTAHOBKH 3'€IHaHHA 3 g

XOCTOM JIA KOKHOTO 3alIUTY.

Pucynok b.8 — Bocemuii crnaiin npeseHTartii



CrpykTypa npoekTy

KopucTyBau Ma€ JOCTYI JI0 YOTHPHOX OCHOBHHUX CTOPIHOK CHCTEMH:
" CTOpIHKA aBTOPU3Allil;

" TOJIOBHA CTOPIHKA 3 KIMHATAMH;

" CTOpIHKA HaJaIITyBaHb,

" CTOpiHKA J3BIHKY.

Pucynok b.9 — JleB’ssituit cnaii npe3enrarii

ApXiTEeKTypa NpOeKTy

[Tnardopma ckitajaeThes 3 TPHOX OCHOBHUX MOJIYIIIB!

" KJIIEHTChKHH J0JaTOK;

" CepBepHHH 10/1aTOK;

= cepBEPHHUI T01aTOK ISl 00pOOKH JI3BIHKIB.

KoskeH MOIylb 130J1bOBaHUH BiJl 1HIIIOTO, a 3aranbHi QyHKIIT
Ta JaHl po3MmilleHi B okpemux O10miorekax, mod YHHKHYTH
AyOnmoBaHHS B KO[AL 3aBASKW BIIAUICHHK) IIpOrpaMH UL
opraHizamii J3BIHKIB OYJI0O OTPUMAHO MOKIIHMBICTE BHOCHTH
3MIHH B OCHOBHHI CepBEPHHUH JIOAATOK 1 NIepe3anycKaTH HOTo B
nojaibioMy 0e3 nepedoiB ceciil CUTKYBaHHS KOPUCTYBAYIB Y
riargopmi.

Pucynok b.10 — [lecsatuii cinaiin mpe3eHTartii
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KmenTChbKHI 10/1aTOK

g po3poOku KimieHTChbKOI nmporpamu Oymo obpano Oibmiorexy React.
Hdna  peamizanii MexaHi3sMy CHUIKYBAHHST MIK KOpHCTyBauamu  Oyro
3actocoBaHo 010moreky mediasoup — client. [lng oOminy nomisimu y
nporpami  BUKOPHUCTOBYeThCsl Oi0miorexka Redux. Jlns 30ipku  daiini
BHUXIJIHOTO KOy, CTarH4HHMX (ailyniB, pecypciB KIIEHTCBKOI TNMpOrpamu
BHKOPHCTOBYeThCS OibmioTeka Webpack.

E\E“ ¥ Js s
L e—
W png ]

modules webpack stafic
with dependencies assets

Pucynok b.11 — Onunanustuit cnai npe3enrarii

CepBepHull 101aTOK

Cepaepnuit 1oaaTok 00po0IIg€e 3aMUTH KOPUCTYBAYa Ta HE MICTHTD
MEXaHI3MH CHUIKYBaHHA Ta TMpOBeJeHHA [I3BIHKIB. MexaHi3zmu
CHUIKYBaHHsA Ta TIPOBEICHHA I3BIHKIB OyIO0 BMHECEHO B OKpEMHIt
AOATOK JUISL TOTO, 100 HE MepepuBaTH cecii KOPUCTYBAdiB MiCis
BHECCHHA 3MIHHU J10 KOy IPOIPaMH.

Hnsa peamzauii nporpamu OyB oOpanuii dpeiimBopk Nest]S 3
BukopuctanuaM NodelS, akuit BUKOPHUCTOBYE MOBY MpOTrpaMyBaHHS

TypeScript.

Pucynok b.12 — JIpanaausTaii cinaig mpe3eHTartii
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JlonaTok juist I3BIHKY

[Iporpama s opranizauwii 13BiHKIB ciiykuth WebRTC cepsepom s
OOMIHY TIOBIIOMJICHHSMH MIK ydacHMKaMH. JIjisi movarkoBOi YCTaHOBKH
3'¢/IHAHHS  MDK KJHEHTOM 1 cepBepoM BHKopHcTOBYeThCS  WebSocket
[IPOTOKOJ, MMOBIAOMJICHHS $KOIO HAAXOAWTh Bl KII€EHTAa J0 CEpBEPHOI
nporpaMu 1 Jajii TNepeHanpaBlISIlOTBCA  CEPBEPOM  JI0  MpOrpaMu s
opranizamii J3BiHKIB., CJiayw4d 1[OMY KJIIEHT TIOBUHEH HaJICIaTH
[MOBIIOMJICHHS TUIBKH B OJMH J0/JATOK.

Jnist 3abe3neyeHHs IpOBeIeHHSA A3BIHKIB Ta OOMIHY JTaHUMH 4epes

WebRTC, dyno obpano 616miorexky Mediasoup

Pucynok b.13 — Tpunanusatuii ciaiia npe3eHTarii

basza naHux cucremMu

Onepyroun  6i3HEC  mporecaMu 110
BUHHUKAIOTL y polOTI mnporpaMu, Taki K
CTBOPCHHS KIMHAT, OTPHMAHHSA KIMHAT, MOXKHA o
HOPUITYCTHTH IO OHepauii YHTaHHS 1 3aIuCy B L actveRzamia
a3y [aHMX BWHMKAE dacTime 1 1e € hnguage
npiopuTeTOM. TOMY NIpPOAHAMI3YBABIIH 1CHYEOY1
Oaza gaHux 1 chmiayiouM Tectam, Oyao obpaHo
Hepemsuiiay 6azy manux MongoDB saxa mae
Kpall TOKAa3HWKH 3alucy 1 YHTaHHA 110
NOPIBHAHO 3 pemsuiiiHol  0azoi0  JaHHX o — _
MySQL. '

=

Pucynok b.14 — YotupHaausaruii ciaia mpe3eHrarii
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baza nanux cucremu

350
—— manga r
300 —e— mysql
250
= 200
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100
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A= 200
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200
100 .
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PRErS] L7 298 294 ik} B 127
*
A & o & + &
o 5 & &
K
Number of Recards in Table

[TopiBHSAHHS TPOAYKTHBHOCTI
YHTAHHS 3aIUCIB 3@ OJIHUM 3 iX
HEIHEKCOBAHMX ITOIIB

Pucynok b.15 — I’ arHanustuit cnaii npe3enrarii

MOLly.TIbHe TECTYBAHHA CUCTCMH

[linx wac po3poOku nporpamHoi
CUCTEMH  PO3pOOJSIMCS  MOAYIIbHI
BUITPOOYBaHHs J10 OCHOBHMX
KOMITOHEHTIB CHUCTEMHU. Tectu
po3podsIUCs 3a JOMOMOTOI0
Oi0nmiorekn  Jest s cepBEpHOIO

JI0JIaTKY /Il OpraHizauii 13BIHKIB.

P VO LB E I T Q2 &
Test Results
2 ™ peer.testts
Peer

add
should add new transport

clients-collection.test.ts
» v ClientsCollection
v add
v should add client id to collection
" should return added client id to collection
# chald delete client from enllection
PGt B Run ETODO O Problems & Debug

B Terminal  © Services

Pucynox b.16 — IllictHagnsaTuii cnaiia npe3eHrarii



[Ipukinan cTBOpeHOI KIMHATH

@ Voxeclib ®x + v = 0 x

«

» C O A Heasusueno | bitps//192.168.0.108:1234/r00m/629d76c22256762dasb5e8. - % 2 % »0 2

“ Natalia Kovrizhko
y .

Pucynok b.17 — CimHaausaTuii ciaiia npe3eHrartii

JIsKyro 3a yBary!

Pucynok b.18 — Bicimuaausatuii cnaig npe3eHraiii

18
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Honarok B

JIicTUHT OCHOBHUX MPOTPAMHUX MOIYJIIB

B.1 Kiacu anis po6oTu 3 3anuramu

80

import axios, { AxiosError, AxiosRequestHeaders, AxiosResponse, Method } from

"axios";
import { InvalidTokenException } from "./errors";
import toast from "react-hot-toast";
type RequestOptions = {
url: string;
method: Method;
data?: object;
params?: object;
headers?: AxiosRequestHeaders;
type RequestOptionsWithoutMethod = Omit<RequestOptions, "method">;
export class HttpClient {
private headers: AxiosRequestHeaders = {};
useSettings (options: {
headers?: RequestOptions|["headers"}) {
if (options.headers) {
this.headers = options.headers;}}
async get<TResponse = any>(options: RequestOptionsWithoutMethod): Promise<{
data: TResponse }> {
return this.sendRequest ({
...options,
method: "GET" });}
async post<TResponse = any> (options: RequestOptionsWithoutMethod): Promise<{
data: TResponse }> {
return this.sendRequest ({
...o0ptions,
method: "POST"});}
async put<TResponse = any> (options: RequestOptionsWithoutMethod): Promise<{
data: TResponse }> {
return this.sendRequest ({

...options,
method: "PUT" 1});}
async sendRequest (options: RequestOptions): Promise<{ data: any }> {
try |
const response: AxiosResponse = await axios ({
...options,
headers: options.headers ? options.headers : this.headers});

return response.data;
} catch (e) {
this.processError(e);}}

processError (error: Error | unknown) {
if (error instanceof Error) {
toast.error (error?.message || 'Occurred not recognized error');}
if (error instanceof AxiosError && error.response?.status === 401) {
throw new InvalidTokenException();}

throw error }}
import { apiHost } from "./urls";
import { HttpClient } from "../http-client";
const authUrl = apiHost + "auth/google";
export class AuthApiService {
private static httpClient: HttpClient;
static async init() {
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this.httpClient = new HttpClient();}
static async authViaGoogle(accessToken: string): Promise<{ accessToken:
string }> {

const response = await this.httpClient.post<{ accessToken: string }> ({
url: authUrl,
data: {

accessToken: accessToken}});
return response.data;}}
import {HttpClient} from "../../http-client";
import {apiHost} from "../urls";
import {getAuthUserHttpHeaders} from "../auth-user-http-headers";
import { RoomModel } from "../../models/room.model";
import {faker} from '@faker-js/faker'
export class RoomsApiService {
private static httpClient: HttpClient;
static async init(){
this.httpClient = new HttpClient () ;
this.httpClient.useSettings ({
headers: await getAuthUserHttpHeaders()});}
static async getRoomInfo(roomId: string): Promise<RoomModel>{
await RoomsApiService.init();
const response = awalit this.httpClient.get ({
url: apiHost + “room/${roomId} ,});
return response.data}
static async getAllRooms(query?: {
title?: string,
language?: string

topics?: string[ }): Promise<{rooms: RoomModel[] }>{
await RoomsApiService.init();
const response = await this.httpClient.get ({

url: apiHost + "room/list",
params: query});

const rooms = response.data;
rooms.rooms.forEach ((room: any) => {
const numberParticipants = +faker.datatype.number ({min:1, max:
10})
let participants = new Array(numberParticipants).£fi11(0);

participants = participants.map(() => ({
id: faker.random.numeric (100000),
avatar: faker.image.avatar(),
firstName: faker.name.firstName (),
secondName: faker.name.lastName () }))
// eslint-disable-next-line no-param-reassign
room.participants = participants;
// eslint-disable-next-line no-param-reassign
room.totalParticipants = numberParticipants;
console.log(numberParticipants);})
return rooms}
static async createRoom(options: {
title: string,
language: string,
topic: string,
}): Promise<any> {
const response = await this.httpClient.post ({
url: apiHost + "room",
data: options});
return response.data;}
static async joinToRoom(id: string): Promise<any> {
const response = await this.httpClient.post ({
url: “${apiHost}room/${id}/join"});
return response.data;}}
import axios, { AxiosError } from "axios";
import { apiHost } from "../urls";



82

import { AccessTokenStorage } from "../../access-token";

import { InvalidTokenException } from "../../errors";

import { HttpClient } from "../../http-client";

import { getAuthUserHttpHeaders } from "../auth-user-http-headers";
import { CurrentUserModel } from "../../models";

import {UserSettingsForUpdate} from "./types";
export class UserApiService ({
private static userHttpClient: HttpClient;
static async init() {
this.userHttpClient = new HttpClient();
this.userHttpClient.useSettings ({
headers: await getAuthUserHttpHeaders()});}

static async getMyProfile(): Promise<CurrentUserModel> {
const response = await this.userHttpClient.get<CurrentUserModel> ({
url: apiHost + "user/me"});
response.data = {
..response.data,
email: 'test@gmail.com'}

return response.data;}
static async updateProfile(settings: UserSettingsForUpdate) :
Promise<CurrentUserModel> {
const response = awalt this.userHttpClient.put ({
url: apiHost + "user/settings",
data: settings});
return response.data;}}

B.2 Koa 0ocHOBHMX CTOPIHOK CalTy

import React, { useContext, useMemo } from "react";
import BaseLayout from "../../layouts/base-layout/base-layout";
import styles from "./call-room.scss";
import { Room } from "../../../libs/meeting-room/components/room/room";
import SocketContext from "../../../contexts/socketContext";
import useAppSelector from "../../../hooks/useRppSelector";
import { currentUserSelector } from "../../../stores/user/slices/current-
user.selectors";
import { useLocation, useParams } from "react-router";
export default function CallRoom() {
const socketContext = useContext (SocketContext);
const currentUser = useAppSelector (currentUserSelector);
const { roomId } = useParams<{ roomId: string }>();
const MemoMeetingRoom = useMemo (() => () => {
if (!currentUser || !roomId) return <></>;
return <Room roomId={roomId} socket={socketContext}
currentUser={currentUser} />;
}, [currentUser]);
return (
<BaseLayout>
<div className={styles.callRoom}>
<MemoMeetingRoom />
</div>
</BaselLayout>) ;}
import React, { useEffect, useState } from "react";

import BaseLayout from "../../layouts/base-layout/base-layout";

import styles from "./home.scss";

import FilterBar from "../../common/filter-bar/filter-bar";

import RoomsContainer from "../../common/rooms-container/rooms-container";
import { RoomsApiService } from "../../../core/api-services/rooms";

import useAppSelector from "../../../hooks/useRppSelector";

import { getRoomsSelector } from
"../../../stores/rooms/slices/rooms.selector";
import appStore from "../../../stores/app-store";
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import { roomsActions } from "../../../stores/rooms/slices/rooms.slice";
export default function Home() {
const [modalActive, setModalActive] = useState(false);
const rooms = useAppSelector (getRoomsSelector) ;
useEffect(() => {
RoomsApiService.getAllRooms () .then ( (roomsResponse) => {

appStore.dispatch (roomsActions.setRooms (roomsResponse.rooms) ) ;
)
Yoo L1)
return (
<div className={styles.mainContent}>
<BaseLayout>
<div className={styles.content}>
<FilterBar orientation="vertical" sizeLanguageBlock={285} />
<div className={styles.roomsContainer}>
<RoomsContainer rooms={rooms} />
</div>
</div>
</BaselLayout>
</div>)}
import React, { useEffect, useLayoutEffect, useRef } from "react";
import anime from 'animejs';

import styles from './styles.scss';
import AuthForm from "../../common/auth-form/auth-form";
import modelIcon from './assets/model.png';
import { People } from "react-bootstrap-icons";
import { AccessTokenStorage } from "../../../core/access-token";
const animationMoveFormToCenter = (formContainer: HTMLDivElement,
pageContainer: HTMLDivElement) => {
anime ({

targets: "~ .S${styles.loginForm} ,

easing: 'easeInOutQuad',

top: [-formContainer.clientHeight, window.innerHeight*0.31,

window.innerHeight*0.3],
duration: 1500,

complete: () => animationBlurBackground (pageContainer)});};
const animationBlurBackground = (backgroundContainer: HTMLDivElement) => ({
anime ({
targets: " .${styles.pageBackground} ,

easing: 'easeInOutQuad',
duration: 1500,
update: (anim) => {
backgroundContainer.style.filter = 'blur(' + 7 * anim.progress / 100 +
"px) '}})}
export default function LoginPage() {
const loginFormRef = useRef<HTMLDivElement> (null);
const backgroundContainerRef = useRef<HTMLDivElement> (null) ;
useLayoutEffect (() => {
AccessTokenStorage.setAccessToken ('eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJzd
WIiOiI2MjVkY2RiYTkwYjlmYzM1YjJiYzVIMIIiLCIpYXQiOjE2NTQIMDA4AMDASIMVACCI6GMTYINT
EwNTYwMHO . 28QSGNUulYXogT5c1WiYe5q9A 8 IFKU 3gKCYWmrEgI')
if (loginFormRef.current && backgroundContainerRef.current) {
animationMoveFormToCenter (loginFormRef.current,
backgroundContainerRef.current) ;}
}, [loginFormRef])
return (
<div className={styles.page}>
<div className={styles.pageBackground}
ref={backgroundContainerRef}>
</div>
<div className={styles.pageContainer}>
<div className={styles.loginContainer}>
<div className={styles.loginForm} ref={loginFormRef}>



<People className={styles.logo}/>
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<hl className={styles.header}>Log In to Talk Space</hl>

<AuthForm/>
</div>
</div>
</div>
</div>);}

import React, {useCallback, useEffect, useState} from "react";
import toast, { Toaster } from 'react-hot-toast';
import styles from "./settings-profile-page.scss";

import SettingsProfile, { SettingsProfileProps } from "../../common/settings-

profile/settings-profile";
import BaseLayout from "../../layouts/base-layout/base-layout";
import useAppSelector from "../../../hooks/useRAppSelector";
import { currentUserSelector } from "../../../stores/user/slices/current-
user.selectors";
import {UserApiService} from "../../../core/api-services/user";
import appStore from "../../../stores/app-store";
import {currentUserActions} from "../../../stores/user/slices/current-
user.slice";
export default function SettingsProfilePage() {
const currentUser = uselAppSelector (currentUserSelector);
const [userSettings, setUserSettings] =
useState<SettingsProfileProps["userSettings"]> ({

firstName: "",
lastName: "",
avatar: "",
email: ""});
useEffect(() => {

if (currentUser) {
setUserSettings ({
firstName: currentUser.firstName,
lastName: currentUser.lastName,
avatar: currentUser.avatar,
email: currentUser.emaill);}
}, [currentUser]);
const onSubmitForm = useCallback((options: { firstName: string, lastName:
string }) => {
UserApiService.updateProfile (options) ;
appStore.dispatch (currentUserActions.setName (options))
toast.success ('Profile data updated successfully')
Yoo L1)
return (
<BaselLayout>
<SettingsProfile userSettings={userSettings}
onSubmit={onSubmitForm}/>
</BaseLayout>) ; }

B.3 Knac ans 3a6e3neueHHst 3’ €JTHaHHS 3 CEPBEPOM

mport { Device } from 'mediasoup-client';

import { Transport } from 'mediasoup-client/lib/Transport’;

import { Consumer } from 'mediasoup-client/lib/Consumer’;

import { Producer } from 'mediasoup-client/lib/Producer’;

import { RtpParameters } from 'mediasoup-client/lib/RtpParameters';

import { Store } from '@reduxjs/toolkit';
import SignalingGateway from './SignalingGateway';
import { SignalingGatewayListeningEvents } from './signaling-gateway.events
import { participantsActions } from "./store/slices/participantsSlice";
const PC PROPRIETARY CONSTRAINTS =

{optional: [{ googDscp: true }]};
const WEBCAM SIMULCAST ENCODINGS =

T .
’



[{scaleResolutionDownBy: 4,

maxBitrate: 500000},

{scaleResolutionDownBy: 2,
maxBitrate: 1000000},
{scaleResolutionDownBy: 1,
maxBitrate: 5000000} ];
export type RoomClientOptions = {
roomId: string;
producerTransport?: Transport;
consumerTransport?: Transport;
signalingGateway: SignalingGateway;}
export default class RoomClient {

private readonly roomId: string;
private producerTransport?: Transport;
private consumerTransport?: Transport;
private readonly consumers: Map<string, Consumer>;
private readonly producers: Map<string, Producer>;
private readonly signalingGateway: SignalingGateway;
private mediasoupDevice!: Device;
private webcams: Map<string, MediaDeviceInfo> = new Map();
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private currentWebcam: { device: MediaDeviceInfo | null, resolution: string

b= A
device: null,
resolution: 'hd'};
private webcamProducer?: Producer;
static store: Store;
static currentUser: { id: string };
constructor ({
roomId,
signalingGateway
}: RoomClientOptions) {
this.roomId = roomId;
this.consumers = new Map<string, Consumer>();
this.producers = new Map<string, Producer> ()
this.signalingGateway = signalingGateway;}
static init({ store, currentUser }: {
store: Store
currentUser: { id: string }
P A
RoomClient.store = store;
this.currentUser = currentUser}
private static dispatch(action: any) {
RoomClient.store.dispatch (action);}

’

async processSignalingServerEvents (event: SignalingGatewayListeningEvents,

payload: any): Promise<void> {

const listeningMapper: Record<SignalingGatewayListeningEvents, Function>

= {
[SignalingGatewayListeningEvents.NEW PRODUCERS] :
this.receivedNewProducers.bind(this), N
[SignalingGatewayListeningEvents.CONSUMER CLOSED] :
this.consumerClosed.bind(this),
[SignalingGatewayListeningEvents.NEW CONSUMER] :
this.receivedNewConsumer.bind(this) };

if (event && listeningMapper[event]) {
await listeningMapper [event] (payload) ;
} else {
console.warn ('Event not registered for listening', {
event,
payload});}}
async createRoom(): Promise<void> {}

private async receivedNewProducers (producers: { producerId:
Promise<void> {
for (const { producerId } of producers) {

string }[1]):
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// eslint-disable-next-line no-await-in-1loop
await this.consume (producerId);}}
private async receivedNewConsumer (consumerData: {
peerId: string,
producerId: string,
id: string,
kind: 'audio' | 'wvideo',
rtpParameters: RtpParameters,
type: string,
producerPaused: boolean, }) {
const {
id,
kind,
rtpParameters,
producerId
} = consumerData;
const consumer = await this.consumerTransport?.consume ({
id,
producerld,
kind,
rtpParameters,
appData: {}}):;
if (consumer) {
this.consumers.set (consumer.id, consumer);
consumer.on ('transportclose', () => {
this.consumers.delete (consumer.id);}):;
RoomClient.dispatch(participantsActions.addParticipantProducer ({
userId: consumerData.peerld,
producer: {
id: producerlId,
paused: consumer.paused,
track: consumer.track,
rtpParameters: consumer.rtpParameters,
codec: consumer.rtpParameters.codecs[0] .mimeType.split ('/") [1] }
1)) it}
private async consumerClosed (consumerData: { consumerId: string }):
Promise<void> {
const consumer = this.consumers.get (consumerData.consumerld) ;
if (!consumer) {
return;}
consumer.close () ;
this.consumers.delete (consumerData.consumerId) ;
RoomClient.dispatch(participantsActions.removeParticipantProducer (consumer.pr
oducerId));}
private async consume (producerId: string): Promise<void> {
this.getConsumeStream (producerId) ;}
private async getConsumeStream(producerId: string): Promise<any> {

const { rtpCapabilities } = this.mediasoupDevice;
await this.signalingGateway.consume ({
rtpCapabilities,

consumerTransportId: this.consumerTransport?.id,
producerId });}
async join () |
console.log ('Attempt to join');
// await this.createRoom/() ;
this.mediasoupDevice = new Device();
const routerRtpCapabilities = await
this.signalingGateway.getRouterRtpCapabilities ()
// @ts—-ignore
await this.mediasoupDevice.load({ routerRtpCapabilities });
await this.signalingGateway.joinToRoom ({
roomId: this.roomId,
rtpCapabilities: this.mediasoupDevice.rtpCapabilities,
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sctpCapabilities: this.mediasoupDevice.sctpCapabilitie});
console.log('Mediasoup device loaded');
await this.createProducerTransport();
await this.createConsumerTransport();
awailt this.enablellebcam();
await this.signalingGateway.getProducers();}
private async createProducerTransport () {
const transportInfo = await this.signalingGateway.createWebRtcTransport ({
forceTcp: false,
producing: true,
consuming: false,
rtpCapabilities: this.mediasoupDevice.rtpCapabilities});
this.producerTransport = this.mediasoupDevice.createSendTransport ({
id: transportInfo.id,
iceParameters: transportInfo.iceParameters,
iceCandidates: transportInfo.iceCandidates,
dtlsParameters: transportInfo.dtlsParameters,
sctpParameters: transportInfo.sctpParameters,
iceServers: [],
proprietaryConstraints: PC PROPRIETARY CONSTRAINTS}) ;
/)‘r)‘r
* Emitted when the transport 1s about to establish the ICE+DTLS
connection
* and needs to exchange information with the associated server side
transport.
*/
this.producerTransport.on('connect', async ({ dtlsParameters }, callback,
errorCallback) => {
try {
const connectWebRtcTransportRes = await
this.signalingGateway.connectWebRtcTransport ({
transportId: this.producerTransport?.id,
dtlsParameters}) ;
callback (connectWebRtcTransportRes) ;
} catch (e) {
errorCallback(e);}});
/**
* Emitted when the transport needs to transmit information
* about a new producer to the associated server side transport.
*/
this.producerTransport.on ('produce', async ({
kind,
rtpParameters
}, callback, errorCallback) => {
try {
const produceRes = await this.signalingGateway.transportProduce ({
transportId: this.producerTransport?.id,
kind,
rtpParameters
1) :
callback({ id: produceRes.producerId });
} catch (e) {
errorCallback(e);}1})
/**
* Emitted when the transport needs to transmit information
* about a new data producer to the associated server side transport.
*/
this.producerTransport.on ('producedata', async (params, callback,
errorCallback) => {
try {
const transportProduceData = await
this.signalingGateway.transportProduceData ({
transportId: this.producerTransport?.id,
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sctpStreamParameters: params.sctpStreamParameters,
label: params.label,
protocol: params.protocol}l);

callback({ id: transportProduceData });

} catch (e) {
errorCallback(e); } });
this.producerTransport.on ('connectionstatechange', (connectionState:
RTCPeerConnectionState) => {

console.log ('Producer transport\'s connection state changed: ',
connectionState); })}
private async createConsumerTransport () {
const transportInfo = await this.signalingGateway.createWebRtcTransport ({

forceTcp: false,
producing: false,
consuming: true,
rtpCapabilities: this.mediasoupDevice.rtpCapabilities });
this.consumerTransport = this.mediasoupDevice.createRecvTransport ({
id: transportInfo.id,
iceParameters: transportInfo.iceParameters,
iceCandidates: transportInfo.iceCandidates,
dtlsParameters: transportInfo.dtlsParameters,
sctpParameters: transportInfo.sctpParameters,
iceServers: [],
proprietaryConstraints: PC PROPRIETARY CONSTRAINTS });
this.consumerTransport.on ('connect', async ({ dtlsParameters }, callback,
errorCallback) => {
try {
const connectInfo = await
this.signalingGateway.connectWebRtcTransport ({
transportId: this.consumerTransport?.id,
dtlsParameters}) ;
callback (connectInfo);
} catch (e) {
errorCallback(e);}});
this.consumerTransport.on ('connectionstatechange', (connectionState:
RTCPeerConnectionState) => {

console.log ('Consumer transport\'s connection state changed: ',
connectionState);})}
async enableWebcam() {
if (this.webcamProducer) {
return;}

if (!this.mediasoupDevice.canProduce ('video')) {
console.error ('Cannot produce video');

return; }
await this.updateAvailableWebcams () ;
if (!'this.currentWebcam.device) {

console.log('No webcam devices');
return; }
const stream = await navigator.mediaDevices.getUserMedia ({
video: {
deviceId: {
ideal: this.currentWebcam.device.deviceld, }}});
const track = stream.getVideoTracks () [0];
const codecOptions = {
videoGoogleStartBitrate: 1000
bi
this.webcamProducer = await this.producerTransport?.produce ({
track,
encodings: WEBCAM SIMULCAST ENCODINGS,
codecOptions, });
if (!'this.webcamProducer) {
console.error ('Producer for webcam not created');
return; }
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await this.webcamProducer.replaceTrack ({ track });
this.webcamProducer?.on ('transportclose', () => {
this.webcamProducer = undefined;});}
async updateAvailableWebcams () : Promise<MediaDeviceInfo | null> {
this.webcams.clear () ;
const devices = awailt navigator.mediaDevices.enumerateDevices();
devices.forEach ((device) => {
if (device.kind === 'videoinput') {
this.webcams.set (device.deviceld, device);}});
const currentWebcamId = this.currentWebcam.device &&
this.currentWebcam.device.deviceId;

if (devices.length === 0) {
this.currentWebcam.device = null;
} else if (!currentWebcamId || !this.webcams.has (currentWebcamId)) {
this.currentWebcam.device = this.webcams.entries ()
.next () .value;}
return this.currentWebcam.device; }
async disableWebcam(): Promise<void> {
if (!'this.webcamProducer) {
return;}

this.webcamProducer.close();
RoomClient.dispatch(participantsActions.removeParticipantProducer (this.webcam
Producer.id));
this.signalingGateway.closeProducer ({
producerId: this.webcamProducer.id});
this.webcamProducer = undefined;}
async endCall () : Promise<void> {
if (this.webcamProducer) {
this.webcamProducer.close () ;
this.signalingGateway.closeProducer ({
producerId: this.webcamProducer.id}) ;}
if (this.producerTransport) {
this.producerTransport.close();}
if (this.consumerTransport) {
this.consumerTransport?.close();}
RoomClient.dispatch(participantsActions.removeAllParticipants());}}

B.4 Knacu g po6otu 3 peakcom

import {CaseReducer, createSlice, PayloadAction} from "@reduxjs/toolkit";
export type RoomItem = {
id: string;
title: string,
language: string,
topic: string,
isActive: boolean,
participants: Array<{
id: string;
avatar: string;
firstName: string;
lastName: string; }>;
totalParticipants: number;
author: {
id: string;
avatarUrl?: string;
firstName: string;
lastName: string;};
limitDisplayParticipants?: number;}
export type Rooms = {
rooms: RoomItem[]}
const setRooms: CaseReducer<Rooms,
PayloadAction<RoomItem[]>> = (state, payloadAction) => {



return {
rooms: [
...payloadAction.payload]}}
const addRoom: CaseReducer<Rooms, PayloadAction<RoomItem>> = (state,
payloadAction) => {
const existsRoom = state.rooms;
return {
rooms: [
payloadAction.payload,
...existsRoom] }}

const reducers = { setRooms, addRoom }
export const roomsSlice = createSlice<
Rooms,
typeof reducers,
"rooms "> ({
name: "rooms",
reducers,
initialState: {
rooms: []}});
export const roomsActions = roomsSlice.actions
export default roomsSlice.reducer
import {AppStore} from "../../app-store";
import {Rooms} from "./rooms.slice";
export const getRoomsSelector = (state: AppStore) :Rooms|['rooms'] => ({
return state.rooms.rooms;}
import { AppStore } from "../../app-store'";
import { CurrentUserState } from "./current-user.slice";
export const currentUserSelector = (state: AppStore) :CurrentUserState['user
=> { return state.currentUser.user;}
import { CaseReducer, createSlice, PayloadAction } from "@reduxjs/toolkit";
import { CurrentUserModel } from "../../../core/models";

export type CurrentUserState = {
user?: CurrentUserModel};
const setCurrentUser: CaseReducer<CurrentUserState,
PayloadAction<CurrentUserModel>> = (state, payloadAction) => {
return {
user: {
...payloadAction.payload
Prida
// @ts—-ignore
const setName: CaseReducer<CurrentUserState,
PayloadAction<{firstName: string, lastName: string}>> = (state,
payloadAction) => {
return {
user: {
...state.user ? state.user : {},
...payloadAction.payload
Ph}
const reducers = { setCurrentUser, setName };
export const currentUserSlice = createSlice<
CurrentUserState,
typeof reducers,
'currentUser'
> ({
name: "currentUser",
initialState: {},
reducers,
1)
export const currentUserActions = currentUserSlice.actions;
export default currentUserSlice.reducer;
import { configureStore } from "@reduxjs/toolkit";
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"]

import meetingRoomStore from "../libs/meeting-room/store/meeting-room.store";

import currentUserReducer from './user/slices/current-user.slice';
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import roomsReducer from './rooms/slices/rooms.slice';

import modalsReducer from './modals/modals.slice';
const appStore = configureStore ({
middleware: (getDefaultMiddleware) =>
getDefaultMiddleware ({
serializableCheck: false, }),
reducer: {
..meetingRoomStore,
currentUser: currentUserReducer,
rooms: roomsReducer,
modals: modalsReducer, }});
export type AppStore = ReturnType<typeof appStore.getState>;
export type AppDispatch = typeof appStore.dispatch;
export default appStore;
import { CaseReducer, createSlice, PayloadAction } from "@reduxjs/toolkit";
export type ModalState = {
modals: Record<string, boolean>;};
const showModal: CaseReducer<ModalState,
PayloadAction<string>> = (state, payloadAction) => {
return {
modals: {
...state.modals,
[payloadAction.payload]: true}};};
const hideModal: CaseReducer<ModalState,
PayloadAction<string>> = (state, payloadAction) => {
return {
modals: {
...state.modals,
[payloadAction.payload]: false}l};};

const reducers = { showModal, hideModal };
export const modalsSlice = createSlice<
ModalState,

typeof reducers,

'modals'> ({

name: "modals",

initialState: {

modals: {}},

reducers, });
export const modalsActions = modalsSlice.actions;
export default modalsSlice.reducer;

B.5 Knacu anst po6otu 3 B/

import BaseOrmEntity from '@db/base-orm-entity';
import { ObjectId } from 'mongodb';
export class RoomOrmEntity extends BaseOrmEntity {
userId: ObjectId;
title: string;
language?: string;
topic?: string;
isActive: boolean;
participants: ObjectId[];}
import { Repository } from '@db/decorators';
import { BaseRepository, OmitInsertFields } from '../../base-repository';
import { RoomOrmEntity } from './room.orm-entity';
import { ObjectId } from 'mongodb';
@Repository ('rooms"')
export class RoomRepository extends BaseRepository<RoomOrmEntity> {
async insertRoom(doc: { userId: string } & Omit<RoomOrmEntity,
OmitInsertFields | 'userId'>): Promise<RoomOrmEntity> {
return super.insertOne ({
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...doc,
userId: new ObjectId(doc.userId), });}
async listActiveRooms () : Promise<RoomOrmEntity[]> {

return super.findMany ({
isActive: true})}
async addParticipant (roomId: string, userId: string): Promise<void> ({
await this.updateOne ({
_id: new ObjectId(roomId)}, {
SaddToSet: ({
participants: new ObjectId(userId)}});}
async removeParticipant (roomId: string, userId: string): Promise<void> {
await this.updateOne ({
_id: new ObjectId(roomId)}, {

Spull: {
participants: new ObjectId(userId) } });}}
import { UserProvider, UserRole } from '../../../modules/user/entities';

import BaseOrmEntity from '@db/base-orm-entity';
import { ObjectId } from 'mongodb';
export class UserOrmEntity extends BaseOrmEntity {
firstName: string;
lastName: string;
providers: UserProvider[];
role: UserRole;
avatar?: string;
email?: string;
activeRoomId?: ObjectId;}

import { BaseRepository } from '../../base-repository';
import { UserOrmEntity } from '@db/entities';
import { AuthProvider, UserProvider } from '../../../modules/user/entities';

import { Repository } from '@db/decorators’;
import { ObjectId, UpdateResult } from 'mongodb';
@Repository ('users')
export class UserRepository extends BaseRepository<UserOrmEntity> {
async findUserWithProvider (
providerName: AuthProvider,
providerId: string,
) : Promise<UserOrmEntity | null> {
const searchProvider: UserProvider = {
id: providerId,
name: providerName, };
return this.findOne ({
providers: {
SelemMatch: searchProvider,},}):}
async updateUser (userId: string, setFields: Partial<UserOrmEntity>):
Promise<UpdateResult> {
return this.updateOne ({
_id: new ObjectId(userId)}, {
Sset: setFields})}
async findByIds (userIds: string[]): Promise<UserOrmEntity[]> {
const userslIdsForMongo = userIds.map((id) => new ObjectId(id))
return this.findMany ({
_id: |
Sin: usersIdsForMongo }1})}
setActiveRoomForUser (userId: string, roomId: string):
Promise<UpdateResult>{
return this.updateOne ({
~id: new ObjectId(userId),}, {
Sset: {
activeRoomId: new ObjectId(roomId)}})}
clearActiveRoom (userId: string) {
return this.updateOne ({
_id: new ObjectId(userId),}, {



Sunset: {
activeRoomId: "'} })}}

import { ObjectId } from 'mongodb';
export default class BaseOrmEntity {

readonly id: ObjectId;

readonly id: string;

readonly createdAt: Date;

readonly updatedAt: Date;}
import { Injectable } from '@nestjs/common';
import { MongoConnector } from './mongo-connector';
import {

Collection,

Db,

Filter,

FindOptions,

ObjectId,

OptionalUnlessRequiredId,

UpdateFilter,

UpdateResult, WithId,
} from 'mongodb';

export type OmitInsertFields = 'id' | ' id' | 'createdAt' | 'updatedAt';

export type CollectionOptions = {
collectionName: string;};
export const COLLECTION SETTINGS KEY = 'collectionSettings';
@Injectable ()
export class BaseRepository<TEntity> {
private readonly db: Db;
private collectionOptions: CollectionOptions;
constructor (private readonly connector: MongoConnector) {
this.setupCollectionSettings{() ;
this.db = connector.db;}
private setupCollectionSettings () {
this.collectionOptions = <CollectionOptions>Reflect.get(this,
COLLECTION SETTINGS KEY);
if (!'this.collectionOptions) {
throw new Error('Collection settings not found'); }}
private get collectionName(): string {
return this.collectionOptions.collectionName; }
private get collection(): Collection<TEntity> {
return this.db.collection<TEntity>(this.collectionName) ;}
private prepareRawMongoEntity(entity: TEntity): TEntity {
// @ts—-ignore
entity.id = entity. id.toHexString():;
return entity;}
async findOne (filter: Filter<TEntity>): Promise<TEntity | null> {
const entity = await this.collection.findOne (filter);
if (entity) {
// @ts-ignore
return this.prepareRawMongoEntity (entity);}
return null;}
async findMany (filter: Filter<TEntity>, findOptions?:
FindOptions<TEntity>): Promise<WithId<TEntity>[]> {
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let entities = await this.collection.find(filter, findOptions).toArray();

// @ts—-ignore

entities = entities.map((entity) => this.prepareRawMongoEntity (entity)):;

return entities;}
async insertOne (doc: Omit<TEntity, 'id' | ' id' | 'createdAt' |
'updatedAt'>): Promise<TEntity> {

const insertDoc = {
...doc,
createdAt: new Date(),
updatedAt: new Date(),

} as unknown as OptionalUnlessRequiredId<TEntity>;



const insertRes = awailt this.collection.insertOne (insertDoc) ;
// @ts—-ignore
return this.findOne ({
_id: insertRes.insertedId, });}
findById(entityId: string): Promise<TEntity> {
// @ts—-ignore
return this.findOne ({
_id: new ObjectId(entityId),});}
updateOne (filter: Filter<TEntity>, update: UpdateFilter<TEntity> |
Partial<TEntity>): Promise<UpdateResult> {
return this.collection.updateOne (filter, update); }}

B.6 Knacu ans opranizaiiii KiMHAT J3BIHKY

export interface SignalingGateway {

emit (id: string, eventName: string, args?: string | number | object |
boolean) : boolean;}
export enum MediasoupEmittingEventsEnum {

NEW PRODUCERS = 'newProducers',

NEW CONSUMER = 'newConsumer',

CONSUMER CLOSED = 'consumerClosed',}
import { Logger } from '../../../common';
import { Client } from '../libs/interfaces"';
import Room from '../libs/room';
import {

CallServerListeningEventsEnum,
GuestUserCallServerListeningEvents,
CallServerSendEvents,

} from 'call-app-utils';

import WorkersCollection from '../workers-collection';
import { SignalingGateway } from '../interfaces';
import { Peer } from '../libs/peer';

import { MediasoupEmittingEventsEnum } from './mediasoup-emitting-
events.enum';
import ClientsCollection from '../clients-collection';
import { MediasoupConfigType } from '../../../configs';
import { DtlsParameters } from 'mediasoup/node/lib/WebRtcTransport';
import { MediaKind, RtpParameters } from 'mediasoup/node/lib/RtpParameters';
type ListeningEventFunction = (client: Client, payload: unknown) => unknown;
export class MediasoupEventsHandler {
private readonly guestEventsMapper: Record<
GuestUserCallServerListeningEvents,
ListeningEventFunction
> = |
[GuestUserCallServerListeningEvents.ConnectClient]:
this.connectClient.bind(this), };
private readonly authUserEventsMapper: Record<
CallServerListeningEventsEnum,
ListeningEventFunction
> = {
[CallServerListeningEventsEnum.CREATE ROOM] :
this.createRoomEvent.bind (this),
[CallServerListeningEventsEnum.JOIN]: this.joinToRoomEvent.bind (this),
[CallServerListeningEventsEnum.GET PRODUCERS]:
this.getProducers.bind(this),
[CallServerListeningEventsEnum.GET ROUTER RTP CAPABILITIES]:
this.getRouterRtpCapabilitiesEvent.bind(this),
[CallServerListeningEventsEnum.CREATE WEBRTC TRANSPORT] :
this.createWebRtcTransportEvent.bind (this),
[CallServerListeningEventsEnum.CONNECT WEBRTC TRANSPORT] :
this.connectWebRtcTransport.bind (this),
[CallServerListeningEventsEnum.CONNECT TRANSPORT] :
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this.connectTransport.bind(this),
[CallServerListeningEventsEnum.PRODUCE]: this.produce.bind(this),
[CallServerListeningEventsEnum.CONSUME]: this.createConsumer.bind(this),
[CallServerListeningEventsEnum.RESUME] : this.resume.bind(this),
[CallServerListeningEventsEnum.GET MY ROOM INFO]:
this.getMyRoomInfo.bind(this),
[CallServerlListeningEventsEnum.EXIT]: this.exitRoom.bind(this),
[CallServerListeningEventsEnum.PRODUCER CLOSED] :
this.producerClosed.bind (this),
[CallServerlListeningEventsEnum.EXIT ROOM]: this.exitRoom.bind(this),
[CallServerListeningEventsEnum.CLOSE_PRODUCER]:
this.closeProducer.bind(this),
bi
constructor (
private readonly rooms: Map<string, Room>,
private readonly clientsCollection: ClientsCollection,
private readonly logger: Logger,
private readonly workersCollection: WorkersCollection,
private readonly signalingGateway: SignalingGateway,
private readonly mediasoupConfig: MediasoupConfigType,) {}
async processClientEvent (
clientId: string,
eventName: CallServerlListeningEventsEnum,
payload?: unknown,
) : Promise<unknown> {
if (!eventName) {
this.logger.warn ('Processing event is empty', {
eventName, }) ;

return;}
try {
if (this.guestEventsMapper[eventName]) {
return this.guestEventsMapper [eventName] (clientId, payload);}
if (!this.authUserEventsMapper [eventName]) {
this.logger.warn('Specified event for processing not found', {
clientId,
eventName,

payload, });}
if (!'this.clientsCollection.hasClientById(clientId)) {
this.logger.info('Client has not access to send the event',6 {
clientId,
eventName, }) ;
return;}
const client = this.clientsCollection.getById(clientId);
return this.authUserEventsMapper [eventName] (client, payload);
} catch (e) {
this.logger.error (
'Failed to processing an event', {
clientId,
eventName,
payload, }re,)i b}
async connectClient (clientId: string, payload?: { roomId: string }) {
if (this.clientsCollection.hasClientById(clientId)) {
this.logger.warn('Client already exists in system by specified ID', {
clientId, });
} else {
this.clientsCollection.add(clientId);}
this.clientsCollection.getById(clientId) .roomId = payload.roomId;
this.logger.info('Client connected', {
clientId, });
return true; }
private async createRoomEvent (client: Client, payload?: { roomlId: string
}): Promise<string> {
const { roomId } = payload;

95
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if (this.rooms.has (roomId)) {
return roomId;
}
const worker = this.workersCollection.getNextWorker ();
const room = new Room(roomId, worker, this.signalingGateway, this.logger,
this.mediasoupConfiqg) ;
this.rooms.set (roomId, room);
this.logger.info('Created new room', {
roomId,
1)
return roomld;
}
private async joinToRoomEvent (client: Client, payload?: { roomlId: string
}): Promise<boolean> {
const { roomId } = payload;
const room = this.rooms.get (roomId) ;
if (!'room) {
this.logger.warn ('Room for joining does not exists', {
clientId: client.id,
payload, });
return false;}
const peer = new Peer(client.id, “#client:${client.id}", this.logger,
this.signalingGateway) ;
room.addPeer (peer) ;
client.roomId = room.id;
client.peer = peer;
return true;}
private async getProducers (client: Client, payload?: unknown) :
Promise<boolean> {
const room = this.rooms.get (client.roomId) ;
if (!room) {
this.logger.warn ('Room does not exists for getting producers', {
clientId: client.id,
payload, });
return false;}
const producersIds = room.getProducersForPeer ();
this.signalingGateway.emit (client.id, CallServerSendEvents.NEW PRODUCERS,
producersIds) ;
return true;}
private async getRouterRtpCapabilitiesEvent (client: Client, payload?:
unknown) : Promise<unknown> {
const room = this.rooms.get (client.roomId) ;
if (!room) {
this.logger.warn ('Room does not exists for get RTP capabilities', {
clientId: client.id,
payload, });
return false;}
return room.getRtpCapabilities();}
private async createWebRtcTransportEvent (client: Client, payload?:
unknown) : Promise<unknown> {
const room = this.rooms.get (client.roomId) ;
if (!room) {
this.logger.warn ('Room does not exists for
createWebRtcTransportEvent', {
clientId: client.id,
payload, });
return false;}
const { params } = await room.createWebRtcTransport (client.id);
return params;}
private async connectWebRtcTransport (
client: Client,
payload?: { transportId: string; dtlsParameters: DtlsParameters 1},
) : Promise<unknown> {
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if (!client.peer) {
this.logger.error('Client has not peer', {
clientId: client.id,
1)
return;}
const { transportld, dtlsParameters } = payload;
await client.peer.connectTransport (transportId, dtlsParameters);}
private async connectTransport (
client: Client,
payload?: { transportId: string; dtlsParameters: DtlsParameters },
) : Promise<unknown> {
const room = this.rooms.get (client.roomId);
if (!'room) {
this.logger.warn ('Room does not exists for
createWebRtcTransportEvent', {
clientId: client.id,
payload,
})
return false;}
const { transportld, dtlsParameters } = payload;
await room.connectPeerTransport(client.id, transportId, dtlsParameters);
return 'success';}
private async produce (
client: Client,
payload?: {
transportId: string;
rtpParameters: RtpParameters;
kind: MediaKind;},
) : Promise<{ producerId: string }> {
const room = this.rooms.get (client.roomId) ;
const { kind, rtpParameters, transportlId } = payload;
const producerId = await room.produce (client.id, transportld,
rtpParameters, kind);
return {
producerId, };}
private async closeProducer (client: Client, payload: { producerId: string
1A
const room = this.rooms.get (client.roomId) ;
room.closeProducer (client.id, payload.producerId);
}
private async createConsumer (client: Client, payload?: any):
Promise<boolean> {
const room = this.rooms.get (client.roomId);
const { consumerTransportlId, producerld, rtpCapabilities } = payload;
return room.createConsumer (client.id, consumerTransportId, producerld,
rtpCapabilities);}
private async resume (client: Client, payload?: unknown): Promise<void> ({
this.logger.warn ('No implemented resume () method');}
private async getMyRoomInfo(client: Client, payload?: unknown) :
Promise<unknown> {
const room = this.rooms.get (client.roomId) ;
return room.toJson () ;
}
private async producerClosed(client: Client, payload?: { producerId: string
}): Promise<void> {
const room = this.rooms.get (client.roomId);
const { producerId } = payload;
room.closeProducer (client.id, producerId);
}
private async exitRoom(client: Client) {
const room = this.rooms.get (client.roomId) ;
if (!room) {
this.logger.warn('Not currently in a room');
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return; }
await room.removePeer (client.id);
this.clientsCollection.delete(client.id);

if (!room.getPeers () .size) {

this.rooms.delete (room.id); }}}
import { Logger } from '../../../common';
import { DtlsParameters, WebRtcTransport } from
'mediasoup/node/lib/WebRtcTransport';
import { Consumer } from 'mediasoup/node/lib/Consumer’';
import { Producer } from 'mediasoup/node/lib/Producer';
import { MediasoupEmittingEventsEnum } from '../mediasoup-events-handler';
import { SignalingGateway } from '../interfaces';
import { MediaKind, RtpParameters } from 'mediasoup/node/lib/RtpParameters’;

export class Peer {
private readonly transports: Map<string, WebRtcTransport>;
private readonly consumers: Map<string, Consumer>;
private readonly producers: Map<string, Producer>;
constructor (
public readonly id: string,
public readonly name: string,
private readonly logger: Logger,
private readonly signalingGateway: SignalingGateway, ) {
this.transports = new Map<string, WebRtcTransport>();
this.consumers = new Map<any, any>();
this. producers = new Map<any, any>();}
get producers(): Map<string, Producer> {
return this. producers; }
addTransport (transport: WebRtcTransport) {
this.transports.set (transport.id, transport);}
async connectTransport (transportId: string, dtlsParameters:

DtlsParameters): Promise<void> {
const transport = this.transports.get (transportld);
if (!transport) {
this.logger.warn ('Transport for connecting not found', {
transportId,
}):
return;}

awailt transport.connect ({
dtlsParameters: dtlsParameters,
1)}
async createProducer (producerTransportId: string, rtpParameters:
RtpParameters, kind: MediaKind) {
const producerTransport = this.transports.get (producerTransportId);
if (!producerTransport) {
this.logger.error ('Producer transport not found');
return; }
const producer = await producerTransport.produce ({
kind,
rtpParameters,
1) :

this. producers.set (producer.id, producer);

producer.on('transportclose', () => {
this.logger.info ('Producer transport close', {
name: " ${this.name} ",

consumer id: “${producer.id}’,

1)

producer.close() ;

this. producers.delete (producer.id);
1)
return producer;}

async createConsumer (

consumerTransportId: string,
producerId: string,
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rtpCapabilities: any,
) : Promise<Consumer> {
const consumerTransport = this.transports.get (consumerTransportId);
if (!consumerTransport) {
this.logger.error ('Consumer transport not found', {
consumerTransportld,
1)
return;}
let consumer: Consumer;
try {
consumer = awalit consumerTransport.consume ({
producerld,
rtpCapabilities,
paused: false,
1)
} catch (error) {
console.error ('Consume failed', error);
return;
}
this.consumers.set (consumer.id, consumer) ;
consumer.on ('transportclose', () => {
this.removeConsumer (consumer.id) ;
1)
consumer.on ('producerclose', () => {
console.log('Consumer closed due to producerclose event', {
name: " ${this.name} ",
consumer id: "${consumer.id}’,
1)
this.removeConsumer (consumer.id) ;
// tell client consumer 1s dead
this.signalingGateway.emit (this.id,
MediasoupEmittingEventsEnum.CONSUMER CLOSED, {
consumerId: consumer.id,
i)
return consumer;
}
closeProducer (producerId: string) {
try {
const producer = this. producers.get (producerld);
if (!producer) {
this.logger.warn ('Producer not found for closing', {
producerId,
1)
} else {
producer.close();
}
} catch (e) {
this.logger.error ('Failed to close transport', e);

}

this. producers.delete (producerId);
}
getProducer (producerId: string) {
return this. producers.get (producerId);

}

close () {
this.transports.forEach ((transport) => transport.close());

}

removeConsumer (consumer id: string) {
this.consumers.delete (consumer id);
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}
}

import { Worker } from 'mediasoup/node/lib/Worker"';
import { Router } from 'mediasoup/node/lib/Router’';
import { Peer } from './peer';
import { MediaKind, RtpCapabilities, RtpParameters } from
'mediasoup/node/lib/RtpParameters’;
import {

DtlsParameters,

IceCandidate,

IceParameters,

WebRtcTransport,
} from 'mediasoup/node/lib/WebRtcTransport';
import { WebrtcTransportFactory } from './webrtc-transport-factory';

import { SignalingGateway } from '../interfaces';

import { Producer } from 'mediasoup/node/lib/Producer’;

import { Logger } from '../../../common';

import { MediasoupConfigType } from '../../../configs"';

import { MediasoupEmittingEventsEnum } from '../mediasoup-events-handler';

export default class Room {
private router!: Router;
private peers: Map<string, Peer> = new Map();
constructor (
public readonly id: string,
private readonly worker: Worker,
private readonly signalingGateway: SignalingGateway,
private readonly logger: Logger,
private readonly mediasoupConfig: MediasoupConfigType,
) |
this.createRouter () ;
}
private async createRouter (): Promise<void> {
this.router = await this.worker.createRouter ({
// @ts-ignore
mediaCodecs: this.mediasoupConfig.mediasoup.router.mediaCodecs,
1)
}
/7('7('
* Add new peer to room.
*/
addPeer (peer: any) {
this.peers.set (peer.id, peer);
}
getProducersForPeer () {
const producers: { producerId: string }[] = [];
this.peers.forEach ((peer) => {
peer.producers.forEach ( (producer) => {
producers.push ({
producerId: producer.id,
1)
1)
})
return producers;
}
getRtpCapabilities () : RtpCapabilities {
return this.router.rtpCapabilities;
}
async createllebRtcTransport (socketId: string): Promise<{
params: {
iceParameters: IceParameters;
iceCandidates: IceCandidatel];
dtlsParameters: DtlsParameters;
id: string;
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}s

> |

const webRtcTransport = await WebrtcTransportFactory.build(this.router,

this.mediasoupConfiqg);

const peer = this.peers.get (socketId);
if (!peer) {
throw new Error('Peer not found');
}
peer.addTransport (webRtcTransport) ;
return
params: {
id: webRtcTransport.id,
iceParameters: webRtcTransport.iceParameters,
iceCandidates: webRtcTransport.iceCandidates,
dtlsParameters: webRtcTransport.dtlsParameters,
Yol

async connectPeerTransport (

socketId: string,
transportId: string,
dtlsParameters: DtlsParameters,
Promise<void> {
const peer = this.peers.get (socketlId);
if (!'peer) {
this.logger.info ('Peer by specified ID not found',6 {
socketId, });
return; }
await peer.connectTransport (transportlId, dtlsParameters);}

async produce (

socketId: string,

transportId: string,
rtpParameters: RtpParameters,
kind: MediaKind,
Promise<string> {

// handle undefined errors

return new Promise(async (resolve: (id: string) => void, reject: any) =>{
const peer = this.peers.get (socketId);
if (!peer) {

this.logger.error ('Peer not found for produce', {
peerId: socketId,});
return false;}
const producer = awalt peer.createProducer (transportld, rtpParameters,

kind) ;

if (!producer) {
this.logger.error ('Failed to create producer', {
transportId,
rtpParameters,
kind, });
return false;}
resolve (producer.id);
this.broadCast (socketId, MediasoupEmittingEventsEnum.NEW PRODUCERS, [{
producerId: producer.id,
producerSocketId: socketId,},]1);});}

async createConsumer (

socketId: string,

consumerTransportId: string,

producerId: string,

rtpCapabilities: any,

Promise<boolean> {

// handle nulls

const routerCanConsume = this.router.canConsume ({
producerld,

rtpCapabilities,

1)
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if (!routerCanConsume) {
this.logger.error ('Can not consume', {
producerld,

rtpCapabilities, });
return false;}
const peer = this.peers.get (socketId);
if (!peer) {
this.logger.error ('Consume peer not found');
return false;}
const consumer = awalt peer.createConsumer (consumerTransportId,
producerId, rtpCapabilities);
this.logger.info ('Consumer f#createConsumer', consumer):;
if (consumer) {
let producerPeer;
this.peers.forEach ((peer) => {
if (peer.getProducer (producerId)) {
producerPeer = peer}});
this.signalingGateway.emit (socketId,
MediasoupEmittingEventsEnum.NEW CONSUMER, {
peerId: producerPeer.id,
producerId: producerld,
id: consumer.id,
kind: consumer.kind,
rtpParameters: consumer.rtpParameters,
type: consumer.type,
producerPaused: consumer.producerPaused, });}}
async removePeer (socketId: string) {
this.peers.get (socketId)?.close();
this.peers.delete (socketId);}
closeProducer (socketId: string, producerId: string) {
const peer = this.peers.get (socketId);
if (peer) {
peer.closeProducer (producerId);}}
broadCast (socketId: string, name: string, data: any) {
for (const otherID of Array.from(this.peers.keys()).filter ((id) => id !==
socketId)) {
this.send(otherID, name, data);}}
send (socketId: string, name: string, data: any) {
this.signalingGateway.emit (socketId, name, data);
this.logger.info ( Sent socket event , {
socketId,
name, }); }
getPeers () {
return this.peers;}
todson () {
return {
id: this.id,
peers: JSON.stringify([...this.peers]),
bit}
import { Router } from 'mediasoup/node/lib/Router’';
import { WebRtcTransport } from 'mediasoup/node/lib/WebRtcTransport';
import { MediasoupConfigType } from '../../../configs';
export class WebrtcTransportFactory {
public static async build(router: Router, config: MediasoupConfigType) :
Promise<WebRtcTransport> {
const { maxIncomingBitrate, initialAvailableOutgoingBitrate } =
config.mediasoup.webRtcTransport;
const transport = await router.createWebRtcTransport ({
listenIps: config.mediasoup.webRtcTransport.listenIps,
enableUdp: true,
enableTcp: true,
preferUdp: true,
initialAvailableOutgoingBitrate, });
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if (maxIncomingBitrate) {
await transport.setMaxIncomingBitrate (maxIncomingBitrate);}
transport.on('dtlsstatechange', (dtlsState) => {
if (dtlsState === 'closed') {
console.info ('Transport close');
transport.close();}1})
return transport;}}
export enum MediasoupEmittingEventsEnum {

NEW PRODUCERS = 'newProducers',

NEW CONSUMER = 'newConsumer',

CONSUMER CLOSED = 'consumerClosed',}
import { Logger } from '../../../common';
import { Client } from '../libs/interfaces';
import Room from '../libs/room';
import {

CallServerListeningEventsEnum,
GuestUserCallServerListeningEvents,
CallServerSendEvents,

} from 'call-app-utils';

import WorkersCollection from '../workers-collection';
import { SignalingGateway } from '../interfaces';
import { Peer } from '../libs/peer';

import { MediasoupEmittingEventsEnum } from './mediasoup-emitting-
events.enum';
import ClientsCollection from '../clients-collection';
import { MediasoupConfigType } from '../../../configs';
import { DtlsParameters } from 'mediasoup/node/lib/WebRtcTransport';
import { MediaKind, RtpParameters } from 'mediasoup/node/lib/RtpParameters’';
type ListeningEventFunction = (client: Client, payload: unknown) => unknown;
export class MediasoupEventsHandler {
private readonly guestEventsMapper: Record<
GuestUserCallServerListeningEvents,
ListeningEventFunction
> = {
[GuestUserCallServerListeningEvents.ConnectClient]:
this.connectClient.bind(this),
}:
private readonly authUserEventsMapper: Record<
CallServerListeningEventsEnum,
ListeningEventFunction
> = {
[CallServerListeningEventsEnum.CREATE ROOM] :
this.createRoomEvent.bind(this),
[CallServerListeningEventsEnum.JOIN]: this.joinToRoomEvent.bind(this),
[CallServerListeningEventsEnum.GET PRODUCERS] :
this.getProducers.bind(this),
[CallServerListeningEventsEnum.GET ROUTER RTP CAPABILITIES]:
this.getRouterRtpCapabilitiesEvent.bind(this),
[CallServerListeningEventsEnum.CREATE WEBRTC TRANSPORT] :
this.createWebRtcTransportEvent.bind(this),
[CallServerListeningEventsEnum.CONNECT WEBRTC TRANSPORT] :
this.connectWebRtcTransport.bind(this),
[CallServerListeningEventsEnum.CONNECT TRANSPORT] :
this.connectTransport.bind(this),
[CallServerListeningEventsEnum.PRODUCE]: this.produce.bind(this),
[CallServerListeningEventsEnum.CONSUME]: this.createConsumer.bind(this),
[CallServerlListeningEventsEnum.RESUME] : this.resume.bind(this),
[CallServerListeningEventsEnum.GET MY ROOM INFO]:
this.getMyRoomInfo.bind (this),
[CallServerListeningEventsEnum.EXIT]: this.exitRoom.bind(this),
[CallServerListeningEventsEnum.PRODUCER CLOSED] :
this.producerClosed.bind(this),
[CallServerListeningEventsEnum.EXIT ROOM]: this.exitRoom.bind(this),
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[CallServerListeningEventsEnum.CLOSE PRODUCER] :
this.closeProducer.bind(this),
bi
constructor (
private readonly rooms: Map<string, Room>,
private readonly clientsCollection: ClientsCollection,
private readonly logger: Logger,
private readonly workersCollection: WorkersCollection,
private readonly signalingGateway: SignalingGateway,
private readonly mediasoupConfig: MediasoupConfigType,
) {}
async processClientEvent (
clientId: string,
eventName: CallServerlListeningEventsEnum,
payload?: unknown,
) : Promise<unknown> {
if (!'eventName) {
this.logger.warn ('Processing event is empty', {
eventName, }) ;
return;}
try {
if (this.guestEventsMapper [eventName]) {
return this.guestEventsMapper [eventName] (clientId, payload) }

if (!this.authUserEventsMapper [eventName]) {
this.logger.warn ('Specified event for processing not found',6 {
clientId,
eventName,

payload, });}
if (!this.clientsCollection.hasClientById(clientId)) {
this.logger.info('Client has not access to send the event', {
clientId,
eventName,
)
return;
}
const client = this.clientsCollection.getById(clientId);
return this.authUserEventsMapper [eventName] (client, payload);
} catch (e) {
this.logger.error (
'Failed to processing an event',
{
clientId,
eventName,
payload,
}rer)id}
async connectClient (clientId: string, payload?: { roomId: string }) {
if (this.clientsCollection.hasClientById(clientId)) {
this.logger.warn('Client already exists in system by specified ID', {
clientId,
1)
// return false;
S/}
} else {
this.clientsCollection.add (clientId) ;
}
this.clientsCollection.getById(clientId) .roomId = payload.roomId;
this.logger.info('Client connected', {
clientId,
1)
return true;
}
private async createRoomEvent (client: Client, payload?: { roomId: string
}): Promise<string> {
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const { roomId } = payload;
if (this.rooms.has (roomId)) {
return roomld;
}
const worker = this.workersCollection.getNextWorker ();
const room = new Room(roomlId, worker, this.signalingGateway, this.logger,
this.mediasoupConfiqg) ;
this.rooms.set (roomId, room);
this.logger.info('Created new room', {
roomId,
1)
return roomld;
}
private async joinToRoomEvent (client: Client, payload?: { roomId: string
}): Promise<boolean> {

const { roomId } = payload;
const room = this.rooms.get (roomId) ;
if (!'room) {

this.logger.warn ('Room for joining does not exists', {
clientId: client.id,
payload,
1)
return false;
}
const peer = new Peer(client.id, “#client:${client.id}", this.logger,
this.signalingGateway) ;
room.addPeer (peer) ;
client.roomId = room.id;
client.peer = peer;
return true;
}
private async getProducers(client: Client, payload?: unknown) :
Promise<boolean> ({
const room = this.rooms.get (client.roomId);
if (!'room) {
this.logger.warn ('Room does not exists for getting producers', {
clientId: client.id,
payload,
1)
return false;
}
const producerslIds = room.getProducersForPeer ();
this.signalingGateway.emit (client.id, CallServerSendEvents.NEW PRODUCERS,
producerslIds) ;
return true;
}
private async getRouterRtpCapabilitiesEvent (client: Client, payload?:
unknown) : Promise<unknown> {
const room = this.rooms.get (client.roomId);
if (!room) {
this.logger.warn ('Room does not exists for get RTP capabilities', {
clientId: client.id,
payload,
1)
return false;
}
return room.getRtpCapabilities();
}
private async createWebRtcTransportEvent (client: Client, payload?:
unknown) : Promise<unknown> {
const room = this.rooms.get (client.roomId) ;
if (!room) {
this.logger.warn ('Room does not exists for createWebRtcTransportEvent',
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clientId: client.id,
payload,
1)
return false;
}
const { params } = await room.createWebRtcTransport (client.id);
return params;
}
private async connectWebRtcTransport (
client: Client,
payload?: { transportId: string; dtlsParameters: DtlsParameters },
)+ Promise<unknown> {
if (!client.peer) {
this.logger.error('Client has not peer', {
clientId: client.id,
})
return;
}
const { transportld, dtlsParameters } = payload;
await client.peer.connectTransport (transportId, dtlsParameters);
}
private async connectTransport (
client: Client,
payload?: { transportId: string; dtlsParameters: DtlsParameters },
) : Promise<unknown> {
const room = this.rooms.get (client.roomId);
if (!room) {
this.logger.warn ('Room does not exists for createWebRtcTransportEvent',

clientId: client.id,
payload,
1)
return false;
}
const { transportld, dtlsParameters } = payload;
await room.connectPeerTransport (client.id, transportId, dtlsParameters);
return 'success';
}
private async produce (
client: Client,
payload?: {
transportId: string;
rtpParameters: RtpParameters;
kind: MediaKind;
by
) : Promise<{ producerId: string }> {
const room = this.rooms.get (client.roomId);
const { kind, rtpParameters, transportId } = payload;
const producerId = await room.produce(client.id, transportIld,
rtpParameters, kind);
return {
producerld,
bi
}
private async closeProducer (client: Client, payload: { producerId: string
Ao
const room = this.rooms.get (client.roomId);
room.closeProducer (client.id, payload.producerId);
}
private async createConsumer (client: Client, payload?: any):
Promise<boolean> {
const room = this.rooms.get (client.roomId);
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const { consumerTransportId, producerId, rtpCapabilities } = payload;
return room.createConsumer (client.id, consumerTransportId, producerld,
rtpCapabilities);
}
private async resume (client: Client, payload?: unknown) : Promise<void> {
this.logger.warn('No implemented resume () method');
}
private async getMyRoomInfo (client: Client, payload?: unknown) :
Promise<unknown> {
const room = this.rooms.get (client.roomId) ;
return room.toJson () ;
}
private async producerClosed(client: Client, payload?: { producerId: string
}): Promise<void> {
const room = this.rooms.get (client.roomId);
const { producerId } = payload;
room.closeProducer (client.id, producerId);
}
private async exitRoom(client: Client) {
const room = this.rooms.get (client.roomId) ;

if (!'room) {
this.logger.warn('Not currently in a room');
return;

}

await room.removePeer (client.id);

this.clientsCollection.delete (client.id);

if (!room.getPeers () .size) {
this.rooms.delete (room.1id) ;

}

}

import { Client } from './libs/interfaces';

export default class ClientsCollection {
private readonly clients: Map<string, Client>;
constructor () {

this.clients = new Map<string, Client>();
}
list () : Readonly<Map<string, Client>> {
return this.clients;
}
add (id: string) {
this.clients.set (id, {
id: id,
1)
}
getById(id: string): Client | undefined {
return this.clients.get (id);

}

hasClientById(id: string): boolean | undefined {
return this.clients.has (id);

}

delete (id: string) {
this.clients.delete (id);

}

}

import { Logger } from '../../common';
const mediasoup = require ('mediasoup');
import Room from './libs/room';

import { Worker } from 'mediasoup/node/lib/Worker';

import { Client } from './libs/interfaces';

import { MediasoupEventsHandler } from './mediasoup-events-handler';
import WorkersCollection from './workers-collection';

import { SignalingGateway } from './interfaces/signaling-gateway';
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import ClientsCollection from './clients-collection';
import { CallServerlListeningEventsEnum } from 'call-app-utils';

export default class MediasoupServer {
private readonly rooms: Map<string, Room>;
private readonly workersCollection: WorkersCollection;
private readonly clientsCollection: ClientsCollection;
private readonly mediasoupEventsListener: MediasoupEventsHandler;
constructor (
private readonly mediasoupConfig: any,
private readonly signalingServer: SignalingGateway,
private readonly logger: Logger,
) |
this.rooms = new Map();
this.workersCollection new WorkersCollection();
this.clientsCollection = new ClientsCollection () ;
this.mediasoupEventsListener = new MediasoupEventsHandler (
this.rooms,
this.clientsCollection,
this.logger,
this.workersCollection,
this.signalingServer,
this.mediasoupConfig,

)7

}

async start () {
this.logger.info ('Starting mediasoup server');
awailt this.createWorkers () ;
}
async createWorkers () |
const { numWorkers, worker: workerConfig } =
this.mediasoupConfig.mediasoup;

const { loglevel, logTags, rtcMinPort, rtcMaxPort } = workerConfig;
for (let i = 0; 1 < numWorkers; 1i++) {
const worker = await mediasoup.createWorker ({
logLevel,
logTags,

rtcMinPort,
rtcMaxPbort,
1)
worker.on ('died', () => {
this.logger.error ('Mediasoup worker died, exiting in 2 seconds...
[pid:%d] ', worker.pid);

setTimeout (() => {
process.exit (1) ;
}, 2000);

1)
this.workersCollection.addWorker (worker) ;
}
this.logger.info( Created ${this.workersCollection.listWorkers().length}
mediasoup workers');
}
async handleClientEvent (
clientId: string,
eventName: CallServerListeningEventsEnum,
payload?: unknown,
) : Promise<unknown> {
return this.mediasoupEventsListener.processClientEvent (clientId,
eventName, payload);
}
async exit () {
this.logger.info ('Stopping call server..');
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}
}
import { Worker } from 'mediasoup/node/lib/Worker"';
export default class WorkersCollection {

private readonly workers: Array<Worker>;

private nextWorkerIndex = 0;
constructor () {
this.workers = [];
}
listWorkers () : Readonly<Array<Worker>> {

return this.workers;

}

addWorker (worker: Worker) {
this.workers.push (worker) ;

}

getNextWorker () : Worker {
const worker = this.workers[this.nextWorkerIndex];
if (++this.nextWorkerIndex == this.workers.length) {
this.nextWorkerIndex = 0;

}
return worker;
}
}
import { Server } from 'socket.io';
import { SignalingGateway as SignalingGatewayInterface } from './mediasoup-
server/interfaces';
import { Logger } from '../common';
export class SignalingGateway implements SignalingGatewayInterface {
constructor (
private readonly socketServer: Server,
private readonly logger: Logger,
) |
}
emit (id: string, eventName: string, args?: string | number | object |
boolean) : boolean {
this.logger.info('Emitting the event', {
clientId: id,
eventName,
payload: args,
1)
// TODO: Refactor, send to specified client
return this.socketServer.local.emit (eventName,
clientId: id,
payload: args,
1)
// return this.socketServer.to(id).emit (eventName, args) ;
}
}
import dotenv from 'dotenv-safe';
import io from 'socket.io';
import MEDIASOUP CONFIG from './configs/mediasoup-config';
import MediasoupServer from './modules/mediasoup-server/mediasoup-server'
import { Logger } from './common';
import { SignalingGateway } from './modules/signaling-gateway';
import express from 'express';
import fs from 'fs';
import path from 'path';
import https, { ServerOptions } from 'https';
import { nanoid } from 'nanoid';
dotenv.config();
async function run() {
const logger = new Logger();
const expressApp = express|();

~e
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expressApp.use (express.static(path.join( dirname, '..', 'public')));
expressApp.use (express.static(path.join( dirname, '..', 'node modules'))):;

const httpsServer = https.createServer
{
Al Al

key: fs.readFileSync(path.join( dirname, .."'", 'ssl', 'key.pem'),
'utf-8"),
cert: fs.readFileSync(path.join( dirname, '..', 'ssl', 'cert.pem'),
'utf-8"),
}l

expressApp,
)

const socketIoServer = new io.Server (httpsServer, {

cors: {
origin: '*',
methods: ['GET', 'POST'],

by
})
const signalingGateway = new SignalingGateway (socketIoServer, logger);
const mediasoupServer = new MediasoupServer (MEDIASOUP_ CONFIG,
signalingGateway, logger);
socketIoServer.on('connection', (socket) => {
logger.info ( Socket connected’, {
id: socket.id,
1)
// TODO: Listen only required events
socket.onAny (async (eventName, payload,
const requestId = nanoid();
logger.info ('Processing request of event', {
requestId,
clientId: payload.clientId,
eventName,
payload: payload.payload,
1)
// eslint-disable-next-line max-len
const eventResponse = await mediasoupServer.handleClientEvent (
payload.clientId,
eventName,
payload.payload,

)i

responseCallback) => {

logger.info ('Response for request of event', ({

requestId: requestld,
response: eventResponse,

})

if (typeof responseCallback === 'function') {
responseCallback (eventResponse) ;

}
1)
socket.on('disconnect', (reason) => {

logger.info ( Socket disconnected for reason: ${reason}’, {
id: socket.id,

1)

1)
1)
logger.info('Starting app');
await mediasoupServer.start();
const PORT = 3016;

const LISTEN IP = '192.168.0.105';
httpsServer.listen (PORT, LISTEN IP, () => {
logger.info('Listening on https://' + LISTEN IP + ':' + PORT);

}) i
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import { Body, Controller, Get, Param, Post, Query, UseGuards } from
'@nestjs/common’;
import { ApiBearerAuth, ApiExtraModels, ApiOperation, ApiTags } from
'@nestjs/swagger’';
import { RoomService } from './room.service';
import { CreateRoomRequestDto, ListRoomsRequestDto, ListRoomsResponseDto,
RoomResponseDto } from './dtos';
import { UserEntity } from '../user/entities';
import { User } from 'Q@common/decorators';
import { ClientRoleGuard } from '../auth/http-auth-role.guard';
import { ApiSuccessResponse, SuccessResponse } from '@common/response-data
import { ParseObjectIdPipe } from '@common/pipes';
@ApiTags ('room')
@ApiExtraModels (RoomResponseDto, ListRoomsResponseDto)
@ApiBearerAuth ()
@Controller ('room')
export class RoomController ({

constructor (

private readonly roomService: RoomService,

) |

}

@UseGuards (ClientRoleGuard)

@ApiOperation ({

description: 'Get a list of all rooms',
})

@ApiSuccessResponse (ListRoomsResponseDto)

@Get ('list"')

async getListRooms (
@User () user: UserEntity, @Query() query: ListRoomsRequestDto,

) : Promise<SuccessResponse<ListRoomsResponseDto>> {
const listRooms = await this.roomService.getListRooms (user, query):;
return {

data: listRooms,
}i
}
@UseGuards (ClientRoleGuard)
@ApiOperation ({
description: 'Get a list of all rooms',
})
@ApiSuccessResponse (ListRoomsResponseDto)
QGet (':1d")
async getRoom (
@User () user: UserEntity, @Param('id') roomId: string,
) : Promise<SuccessResponse<RoomResponseDto>> {
const room = await this.roomService.getRoomInfo (user, roomId);
return {
data: room,
}i
}
@UseGuards (ClientRoleGuard)
@ApiOperation ({
description: 'Create a call room',
})
@ApiSuccessResponse (RoomResponseDto)
@QPost ()
async createRoom (
@User () user: UserEntity, @Body() requestBody: CreateRoomRequestDto,
) : Promise<SuccessResponse<RoomResponseDto>> {

111
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const createdRoom = await this.roomService.createRoom (user, requestBody)

return {
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data: createdRoom,
bi
}
@UseGuards (ClientRoleGuard)
@ApiOperation ({
description: 'Join to room',
})
@Post (':1id/join")
async joinToRoom (
@User () user: UserEntity,
@Param('id', ParseObjectIdPipe) roomId: string
) : Promise<SuccessResponse<unknown>> {
const JjoinResult = await this.roomService.joinToRoom(user, { roomId });
return {
data: joinResult, };}}
import { BadRequestException, Injectable, InternalServerErrorException,
NotFoundException } from '@nestjs/common';
import { RoomRepository, UserRepository } from '@db/entities’;
import { CreateRoomRequestDto, ListRoomsRequestDto, ListRoomsResponseDto,
RoomResponseDto } from './dtos';

import { makeUserEntity, UserEntity } from '../user/entities';
import { makeRoomEntity, RoomEntity } from './entities';
import { CallAppClient } from '../call-app/call-app.client';
import { AppLogger } from '../../logger/app-logger';
import { WebsocketService } from '../websocket';
import { RoomConstants } from './constants';
@Injectable ()
export class RoomService {

constructor (

private readonly roomRepository: RoomRepository,
private readonly userRepository: UserRepository,
private readonly callAppClient: CallAppClient,
private readonly applogger: Applogger,
private readonly websocketService: WebsocketService,
) |
}

private async makeRoomResponse (room: RoomEntity) {
const roomCreator = await this.userRepository.findById(room.userId);
let participants = [];
if (room.participants && room.participants.length) {
const subParticipants = room.participants.slice (0,
RoomConstants.MaxDisplayParticipantsInRoomList) ;
participants = await this.userRepository.findByIds (subParticipants);
}
const participantsResponse = participants.map((participant) => {
return {
id: participant.id,
avatar: participant.avatar,
firstName: participant.firstName,
lastName: participant.lastName,
bi
1) :
return {
...room,
totalParticipants: participants.length,
author: {
id: roomCreator.id,
avatar: roomCreator.avatar,
firstName: roomCreator.firstName,
lastName: roomCreator.lastName,
by
limitDisplayParticipants:
RoomConstants.MaxDisplayParticipantsInRoomList,
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participants: participantsResponse,
bi
}
async getListRooms (user: UserEntity, queryOptions: ListRoomsRequestDto) :
Promise<ListRoomsResponseDto> {
const roomsEntities = await this.searchRoomsByQuery (queryOptions) ;
const roomsResponsePromises = roomsEntities.map ((room) => ({
return this.makeRoomResponse (room) ;
1)
const roomsResponses = await Promise.all (roomsResponsePromises);
return {
rooms: roomsResponses,
bi
}
private async searchRoomsByQuery (query: {
title?: string
topics?: stringl],
language?: string,
}): Promise<RoomEntity[]> {
const titleFilter = query.title ? { title: { S$regex: "~ .*${query.title}.*’
Foyos A}
const topicFilter = (
$in: query.topics } } : {
const languageFilter

query.topics && query.topics.length) ? { topic: {
}i
= query.language ? { language: query.language }
{}:
const roomOrmEntities = await this.roomRepository.findMany ({
isActive: true,
...titleFilter,
...topicFilter,
...languageFilter,
})
const roomEntities = roomOrmEntities.map ((ormRoom) =>
makeRoomEntity (ormRoom) ) ;
return roomEntities;
}
async getRoomInfo (user: UserEntity, roomId: string):
Promise<RoomResponseDto> {
const roomOrmEntity = await this.roomRepository.findById (roomId) ;
if (!roomOrmEntity) {
throw new NotFoundException();
}
const roomEntity = makeRoomEntity (roomOrmEntity) ;
return this.makeRoomResponse (roomEntity);
}
async createRoom (user: UserEntity, options: CreateRoomRequestDto) :
Promise<RoomResponseDto> {
const roomOrmEntity = await this.roomRepository.insertRoom ({
userId: user.id,
title: options.title,
topic: options.topic,
language: options.language,
isActive: true,
participants: [1],
1)
const roomEntity = makeRoomEntity(roomOrmEntity);
await this.callAppClient.authorizeUser (user.id);
try {
// await this.callAppClient.createRoom(roomEntity.id, user.id) ;
} catch (e) {
this.applogger.error ('Failed at creating room in call app', {
roomId: roomEntity.id,
userId: user.id,

broe)i
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throw new InternalServerErrorException('Error creating room, please try
again later');
}
return this.makeRoomResponse (roomEntity);
}
async joinToRoom (user: UserEntity, options: { roomId: string }):
Promise<unknown> {
if (user.activeRoomId) {
throw new BadRequestException('User already joined to another room');
}
const roomOrmEntity = await this.roomRepository.findById (options.roomId) ;
if (!roomOrmEntity) {
throw new BadRequestException ('Room not found');}
await this.roomRepository.addParticipant (roomOrmEntity.id, user.id);
const roomEntity = makeRoomEntity(roomOrmEntity);

const socket = await this.websocketService.getSocketByUser (user.id);
this.websocketService.joinSocketToCallRoom(socket, options.roomId);
try {

await this.callAppClient.connectUser (options.roomlId, user.id);
await this.callAppClient.createRoom(options.roomId, user.id);
// await this.callAppClient.joinToRoom (options.roomId, user.id);
} catch (e) {
this.applogger.error ('Failed at joining room in call app', {
roomId: options.roomld,
userId: user.id,
broe)s
throw new InternalServerErrorException('Failed at joining room in call
app') i}
await this.userRepository.setActiveRoomForUser (user.id, options.roomId) ;
this.websocketService.sendToCallRoom (options.roomId,
'call.newParticipant', { user });
return this.makeRoomResponse (roomEntity) ;}
async removeUserFromActiveRoom (userId: string) {
const userOrmEntity = await this.userRepository.findById (userId);
if (l'userOrmEntity) {
this.applogger.info ('User not found at removing participant from
room') ;
return; }
const user = makeUserEntity(userOrmEntity);
if (luser.activeRoomId) {
this.appLogger.info ('The user does not have an active room for
exiting');
return;}
await this.roomRepository.removeParticipant (user.activeRoomId, user.id);
await this.userRepository.clearActiveRoom (user.id);
await this.callAppClient.removeUser (user.id);
this.websocketService.sendToCallRoom (user.activeRoomId,
'call.participantExited', { user });

b}

import { Injectable } from '@nestjs/common';
import { MessageBody, SubscribeMessage } from '@nestjs/websockets';
import { OnEvent } from '@nestjs/event-emitter';
import { WebsocketService } from '../websocket';
import { Socket } from 'socket.io-client';
import { AuthorizedSocket } from '../websocket/websocket.server';
import { RoomService } from './room.service';
import { makeUserEntity } from '../user/entities';
import { AppLogger } from '../../logger/app-logger';
import { UserRepository } from '@db/entities’';
@Injectable ()
export class RoomWsEvents {
constructor (

private readonly websocketService: WebsocketService,
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private readonly roomService: RoomService,
private readonly applLogger: Applogger,
private readonly userRepository: UserRepository ) {}
@OnEvent ('room.getParticipants')
async getRoomParticipants (event: { payload: { roomId: string }, socket:
AuthorizedSocket }) {
const userOrmEntity = await
this.userRepository.findById (event.socket.user.id);
if (!'userOrmEntity) {
this.appLogger.info ('User not found at removing participant from
room') ;

return;}
const user = makeUserEntity(userOrmEntity);
const roomInfo = await this.roomService.getRoomInfo (user,

event.payload.roomId) ;
this.websocketService.sendToUser (event.socket.user.id,
'room.getParticipants', roomInfo.participants);}
@OnEvent ('call.participantLeaveCall')
async participantlLeavesCall (event: { socket: AuthorizedSocket }) {
this.roomService.removeUserFromActiveRoom (event.socket.user.id) ;}
@OnEvent ('socket.disconnected')
async socketDisconnected (event: { socket: AuthorizedSocket }) {
this.roomService.removeUserFromActiveRoom (event.socket.user.id); }}
import { Body, Controller, Get, Put, Req, UseGuards } from '@nestjs/common';
import { ClientRoleGuard } from '../auth/http-auth-role.guard';
import { ApiBearerAuth, ApiExtraModels, ApiOkResponse, ApiOperation, ApiTags
} from '@nestjs/swagger';
import { UserResponseDto } from './dtos';
import { UserService } from './user.service';
import { ApiSuccessResponse, SuccessResponse } from '@common/response-data';
import { UpdateProfileRequestDto } from './dtos/update-profile.request.dto';
@ApiTags ('user')
@ApiBearerAuth ()
@UseGuards (ClientRoleGuard)
@Controller ('user')
@ApiExtraModels (UserResponseDto)
export class UserController ({
constructor (private readonly userService: UserService) {}
@ApiOperation ({
description: 'Get profile for current authorize user',})
@ApiSuccessResponse (UserResponseDto)

@Get ('me'")

async profile(dReqg() req): Promise<SuccessResponse<UserResponseDto>> ({
const { user } = req;
const profile = await this.userService.getProfile (user);
return {

data: profile, };}
@ApiOperation ({
description: 'Update user\'s profile',})
@ApiSuccessResponse (UserResponseDto)
@Put ('settings')
async updateProfile (EReg() req, @Body() options: UpdateProfileRequestDto) :
Promise<SuccessResponse<UserResponseDto>>

const { user } = req;
const profile = await this.userService.updateProfile (user, options);
return {

data: profile,};}}
import { Injectable } from '@nestjs/common';
import { UpdateProfileRequestDto, UserResponseDto } from './dtos';
import { makeUserEntity, UserEntity } from './entities';
import { UserRepository } from '@db/entities’';
@Injectable ()
export class UserService {



constructor (
private readonly userRepository: UserRepository,
) {1}
private makeUserResponse (user: UserEntity): UserResponseDto {
return {
id: user.id,
firstName: user.firstName,
lastName: user.lastName,
avatar: user.avatar,
email: user.email, };}
async getProfile (user: UserEntity): Promise<UserResponseDto> {
return this.makeUserResponse (user);}

async updateProfile (user: UserEntity, options: UpdateProfileRequestDto) :

Promise<UserResponseDto> {
await this.userRepository.updateUser (user.id, {
firstName: options.firstName,
lastName: options.lastName, });
const updatedUser = await this.userRepository.findById (user.id);
return this.makeUserResponse (makeUserEntity (updatedUser));}}
import {
ConnectedSocket,
MessageBody,
OnGatewayConnection,
OnGatewayInit,
SubscribeMessage,
WebSocketGateway,
WebSocketServer,
} from '@nestjs/websockets';
import { Server, Socket } from 'socket.io';
import { CallAppClient } from '../call-app/call-app.client';
import { AppLogger } from '../../logger/app-logger';
import { EventEmitter } from 'events';
import JwtAuthService from '../auth/jwt/jwt-auth.service';
import { UserRepository } from '@db/entities’';
import { makeUserEntity, UserEntity } from '../user/entities';
import { EventEmitter2 } from '@nestjs/event-emitter';
export enum WebsocketServerEvents {
NewConnection = 'newConnection'}
export type AuthorizedSocket = Socket & {
user: { id: UserEntity['id'] }}
@WebSocketGateway ({
cors: {
origin: '*',

o b)
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export class WebsocketServer extends EventEmitter implements OnGatewaylInit,

OnGatewayConnection {
QWebSocketServer ()
server: Server;
constructor (
private readonly callAppClient: CallAppClient,
private readonly appLogger: ApplLogger,
private readonly jwtAuthService: JwtAuthService,
private readonly userRepository: UserRepository,
private eventEmitter: EventEmitter2,
) {super();}
async afterInit (server: Server): Promise<void> {}
async getSocketByUserAndRoom (userId: string, roomId: string):
Promise<AuthorizedSocket | null> {
// const sockets = awalt this.server.fetchSockets (),

const sockets = await this.server.of ( room:${roomId} ) .fetchSockets():;

// @ts—-ignore
return sockets.find((socket) => socket.user?.id === userId);}

async getSocketByUser (userId: string): Promise<AuthorizedSocket | null> {
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const sockets = await this.server.fetchSockets();
// @ts—-ignore
return sockets.find((socket) => socket.user?.id === userId);}

sendToRoom (room: string, eventName: string, payload: unknown): void {
this.server.to(room) .emit (eventName, payload);}
async handleConnection (socket: AuthorizedSocket): Promise<any> {
try {
const verifyResult = await this.verifyNewConnection (socket);
socket.user = verifyResult.user;
socket.join (socket.user.id);
this.appLogger.info ('Socket connected', {
socketId: socket.id,
userId: socket.user.id, });
} catch (e) {
socket.disconnect () ;
this.applogger.info('Failed to handle new socket connection, reject
connection', {
details: e.message,
socketId: socket.id, });
return;}
this.emit (WebsocketServerEvents.NewConnection, socket);
socket.on('disconnect', (reason) => {
this.appLogger.info ( Socket disconnected ${socket.id} by reason
${reason} ) ;
this.eventEmitter.emit ('socket.disconnected', {
socket, }); });}
async verifyNewConnection (socket: Socket): Promise<{ user?: UserEntity }> {
// @ts—-ignore
const authorizationHeader = socket.handshake.headers?.authorization;
let bearerToken = authorizationHeader.split ('Bearer ') [1l];
if (!bearerToken) {
throw new Error('Not found Bearer token for new socket connection');}
const tokenPayload = this.jwtAuthService.decode (bearerToken);
if (!tokenPayload) {
throw new Error('Failed to decode Bearer token for new socket
connection');}
const user = await this.userRepository.findById(tokenPayload.sub);
if (luser) {
throw new Error('Not found user for new socket connection');}
const userEntity = makeUserEntity(user);
return { user: userEntity };}
@SubscribeMessage ('room.getParticipants')
async getRoomParticipants (@MessageBody () payload: unknown,
@ConnectedSocket () socket: Socket) {
this.eventEmitter.emit ('room.getParticipants', {
socket,

payload,

1)
}
@SubscribeMessage ('call.leaveCall')
async participantlLeavesCall (€MessageBody () payload: unknown,

@ConnectedSocket () socket: Socket) {

this.eventEmitter.emit('call.participantLeaveCall', {
socket, });}}

import { Injectable } from '@nestjs/common';

import { AuthorizedSocket, WebsocketServer, WebsocketServerEvents } from

'./websocket.server';

import { EventEmitter } from 'events';

@Injectable ()

export class WebsocketService extends EventEmitter ({
constructor (

private readonly websocketServer: WebsocketServer,

) A
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super () ;
websocketServer.addListener (WebsocketServerEvents.NewConnection,
(...args) => {
this.emit (WebsocketServerEvents.NewConnection, ...args);
1)}
async getSocketByUser (userId: string): Promise<AuthorizedSocket | null> {
return this.websocketServer.getSocketByUser (userld);}
async getSocketByUserAndRoom (userId: string, roomId: string):
Promise<AuthorizedSocket | null> {
return this.websocketServer.getSocketByUserAndRoom (userId, roomId);}
joinSocketToCallRoom (socket: AuthorizedSocket, roomId: string) {
// @ts—-ignore
socket.join( call:${roomId} )}
sendToClients (eventName, payload: unknown) : void {
this.websocketServer.sendToRoom('clients', eventName, payload);}
sendToUser (userId: string, eventName: string, payload: unknown) {
this.websocketServer.sendToRoom (userId, eventName, payload);}
sendToCallRoom (roomId: string, eventName: string, payload: unknown) {
this.websocketServer.sendToRoom( call:${roomId} , eventName, payload);}}

B.7 Knacu aBTopu3aiii

import { Module } from '@nestjs/common';
import { AuthProcessorService } from './auth-processor.service';
@Module ({
providers: [AuthProcessorService],
exports: [AuthProcessorService],
})
export class AuthProcessorModule {}
import { Injectable } from '@nestjs/common';
import { UserRepository } from '@db/entities’';
import { LoginUserDto } from './dtos';
import { makeUserEntity, UserEntity, UserProvider, UserRole } from
'../../user/entities’';
@Injectable ()
export class AuthProcessorService
constructor (private readonly userRepository: UserRepository) {}
async handleAttemptLogin ({
user,
provider,
beo A
user: LoginUserDto;
provider: UserProvider;
}): Promise<UserEntity> {
const searchUser = await
this.userRepository.findUserWithProvider (provider.name, provider.id);
if (searchUser) {
return makeUserEntity(searchUser);
}
return await this.registerUser (user, provider);
}
async registerUser (user: LoginUserDto, provider: UserProvider):
Promise<UserEntity> {
const newUser = await this.userRepository.insertOne ({
firstName: user.firstName,
lastName: user.lastName,
providers: [provider],
avatar: user.avatar,
role: UserRole.CLIENT,
1)

return makeUserEntity(newUser);}}
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import { Body, Controller, Get, Param, Post, Reqg, UseGuards } from
'@nestjs/common’';
import { GoogleOauthGuard } from '../google/google-oauth.guard';
import JwtAuthService from '../Jjwt/jwt-auth.service';
import { Request } from 'express';
import { ApiOperation, ApiResponse, ApiTags } from '@nestijs/swagger';
import { TokenVerificationRequestDto, TokenVerificationResponseDto } from
'./dtos"';
import { GoogleOauthService } from './google-oauth.service';
import { ParseObjectIdPipe } from '@common/pipes';
@ApiTags ('auth')
@Controller ('auth/google')
export default class GoogleOauthController ({
constructor (
private readonly googleOauthService: GoogleOauthService,
private readonly jwtAuthService: JwtAuthService,
) {}
@Post ()
@ApiResponse ({
type: TokenVerificationResponseDto,
})
async authenticate (€Body () tokenVerificationRequestDto:
TokenVerificationRequestDto) {
const accessToken = await this.googleOauthService.authenticate (
tokenVerificationRequestDto.accessToken,
) ;
return {
data: accessToken,
}il
@Get ('/:userId")
@ApiOperation ({
summary: 'Authorize a test user',
})
async authenticateTestUser (@Param('userId', ParseObjectIdPipe) userId:
string) {
return this.jwtAuthService.login ({id: userId}) .accessToken;
1}
import { BadRequestException, Injectable } from '@nestjs/common’;
import { GoogleOauthClient } from './google-oauth-client';

import { AuthProcessorService } from '../auth-processor/auth-
processor.service';
import { AuthProvider } from '../../user/entities';
import JwtAuthService from '../jwt/jwt-auth.service';
import { AppLogger } from '../../../logger/app-logger"';
@Injectable ()
export class GoogleOauthService ({
constructor (

private readonly googleOauthClient: GoogleOauthClient,
private readonly authProcessorService: AuthProcessorService,
private readonly jwtAuthService: JwtAuthService,
private readonly applogger: Applogger,
) {}
async authenticate (accessToken: string): Promise<{
accessToken: string;
P> A
let googleProfile;
try {
googleProfile = await
this.googleOauthClient.getProfileByToken (accessToken) ;
} catch (e) {
this.applogger.warn('Failed at getting google profile at
authentication', {
errorMessage: e.message,
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accessToken,

1)

throw new BadRequestException('Token is invalid');}

try {
const user = await this.authProcessorService.handleAttemptLogin ({
user: {

firstName: googleProfile.given name,
lastName: googleProfile.family name,
avatar: googleProfile.picture,
by
provider: {
name: AuthProvider.GOOGLE,
id: googleProfile.id,
by
1) :
return this.jwtAuthService.login (user);
} catch (e) {
this.appLogger.error ('Failed at handle the user attempt login', {
accessToken,
provider: AuthProvider.GOOGLE,
broe)s

P}

import { PassportStrategy } from '@nestjs/passport';

import { Profile, Strategy } from 'passport-google-ocauth20';
import { Injectable } from '@nestjs/common';

import { ConfigService } from '@nestjs/config';

import { UserRepository } from '@db/entities';

import { AuthProcessorService } from '../auth-processor/auth-
processor.service';
import { AppConfig } from '@common/interfaces';

import { AuthProvider } from '../../user/entities';
@Injectable ()
export default class GoogleOauthStrategy extends PassportStrategy(Strategy,
'google') {
constructor (

private readonly configService: ConfigService<AppConfig>,
private readonly userRepository: UserRepository,
private readonly authProcessorService: AuthProcessorService,) {
super ({
clientID: configService.get<string>('GOOGLE OAUTH CLIENT ID'"),
clientSecret: configService.get<string>('GOOGLE OAUTH CLIENT SECRET'),
callbackURL: configService.get<string>('GOOGLE OAUTH REDIRECT URL'),
scope: ['email', 'profile'l,});}
async validate (accessToken: string, refreshToken: string, profile: Profile) {
return this.authProcessorService.handleAttemptLogin ({
user: {
firstName: profile.name.givenName,
lastName: profile.name.familyName,
avatar: profile.photos.length && profile.photos[0].value, },
provider: {
name: AuthProvider.GOOGLE,
id: profile.id, },});}}

import { Auth, google } from 'googleapis';

import { Injectable } from '@nestjs/common';

import { ConfigService } from '@nestjs/config';

import { AppConfig } from '@common/interfaces';

import { AppLogger } from '../../../logger/app-logger"';

import { TokenPayload } from 'google-auth-
library/build/src/auth/loginticket';
import { GoogleProfileDto } from './dtos';
@Injectable ()
export class GoogleOauthClient {

private authClient: Auth.OAuth2Client;
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constructor (
private readonly configService: ConfigService<AppConfig>,
private readonly applogger: AppLogger,) {
this.createClient ();}
private createClient (): void {
try {
this.authClient = new Auth.OAuth2Client ({
clientId: this.configService.get ('GOOGLE OAUTH CLIENT ID'),
clientSecret: this.configService.get ('GOOGLE OAUTH CLIENT SECRET')
1)
} catch (e) {
this.applogger.error ('Failed to create Google oauth client', null,
e);t}
async getProfileByToken (token: string): Promise<GoogleProfileDto> {
const userInfoClient = google.oauth2('v2') .userinfo;
this.authClient.setCredentials ({
access token: token,});
const userInfoResponse = await userInfoClient.get ({
auth: this.authClient, });
return <
{ id: string;
given name: string;
famil?ﬁname: string;
picture?: string;}
>userInfoResponse.data; }}
import { JwtService } from '@nestijs/jwt';
import { Injectable } from '@nestjs/common';
import { JwtPayload } from './jwt-auth.strategy';
@Injectable ()
export default class JwtAuthService {
constructor (private readonly jwtService: JwtService) {}
login(user: any) {
const payload: JwtPayload = {
sub: user.id, };
return {
accessToken: this.jwtService.sign(payload),};}
decode (token: string): JwtPayload | null {
return this.jwtService.decode (token) as (JwtPayload | null) }}
import { PassportStrategy } from '@nestjs/passport';

import { Extractdwt, Strategy } from 'passport-jwt';
import { Injectable } from '@nestjs/common';

import { ConfigService } from '@nestjs/config';
import { UserRepository } from '@db/entities’';

import { makeUserEntity } from '../../user/entities';

import { AppConfig } from '@common/interfaces';
export type JwtPayload = { sub: string };
@Injectable ()
export default class JwtAuthStrategy extends PassportStrategy(Strateqgy) {
constructor (
configService: ConfigService<AppConfig>,
private readonly userRepository: UserRepository,
) |
super ({
JjwtFromRequest: Extractdwt.fromAuthHeaderAsBearerToken (),
ignoreExpiration: false,
secretOrKey: configService.get<string>('JWT SECRET'"),
1)}
async validate (payload: JwtPayload) {
const user = await this.userRepository.findById(payload.sub):;
return makeUserEntity(user);

b}
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