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3riIHO JaHUX JOCIIJKEHb, Kl MPOBEIU €KCIEPTH KOMIIaHIM, 110 3aimMa-
I0TbCs KibepOesnekoro, y 2020 porri 3HU3UIaCh 1011 B€O-0/1aTKIB, SIKI MICTATD y
co01 Bpa3IMBOCTI BUCOKOTO PiBHS pU3UKY. KiTbKIiCTh Bpa3IUBOCTEH, SIKE Y cepe-
JTHEOMY JTOBOJMTHCS HA OAWH JOJATOK, 3HU3UJIOCH Y TTOPIBHSHHI 3 MUHYJIM PO-
KOM Maibke y miBTopa pa3u. He nuBisianch Ha 11€, 3arajibHAN PIBEHB 3aXUIIEHOCTI
Be0-10/IaTKIB OIIHIOETKCS, K HU3bKUH. Criemianictu 3’ sicyBaiu, 1o 10 20% mo-
JaTKIB MICTSTh Y cO01 Bpa3IMBOCTI, K1 HAAAI0Th 3MOTY 3IOBMUCHUKAM OTPUMAaTH
MOBHUW KOHTPOJIb HAJ[ CHCTEMOIO0. A OTPUMABIIH JOCTYM JO BCi€i CUCTEMH, y
TOMY YHCJIi 1 IO CEPBEPY, 3TOBMUCHUKH MAIOTh MOKJIMBICTh PO3MIIILyBaTH Ha aTa-
KOBaHOMY CEpBEpi BIIACHUH KOHTEHT, aTaKyBaTH MOTO Bi/IBiyBadiB, 3apakalouu
iX KOMIT'FOTepH, a TaKOK BUKOPUCTOBYBATH HOTO, SIK MaiiIaHYUK JTsI KibepaTak
HAa 1HII1 CUCTEMHU.

Cepen HalnomuypeHimux 3arpo3 Bed-0e3mneri y 2020 poiri MoKHa BUIIIUTH
— MexxcaiToBui ckpuntiHr (XSS), SQL- iH'ek1iii, po3noaiieHy BiIMOBY B 00CITy-
roByBaHi (DDoS) ta inme. Aje 11i aTaku OMHUCYIOTHCSI BCIOJU, TOMY TPOXHU PO3-
MOBIM TIPO 1HIII, HE MEHIIT HeOe3MeYHi, ajie OIBII PIAKICHI.

Brute-force login attack - € HailOUTBII MOMIMPEHOIO aTAKOI0, BUKOPUCTOBY-
BaHOIO MPOTHU BeO-10AaTKIB. MeTa AaHO1 aTaku - OTPUMATH JOCTYII 10 aKayHTIB
KOPHUCTYBadiB MUISIXOM OaraTopa3oBHUX CIPoO BraJiaTv mapoJib KOpUCTyBaya ado
rpynu kopucTtyBauiB. Brute force BinkpuBae noctym A0 6a3 1aHUX KIII€HTIB, €J1e-
KTPOHHUM aJipecam, 10 BUKOPUCTAHHS 3JJaMaHOTO MaiilaHYMKa 3 METOO MOIIIH-
PEHHS MIKiNTMBUX TPOTPaM, pO3CHIIKHU cramy i1 T. 1. OTpUMaBIIN TOYKY BXOAY B
Be0-/10/1aTOK 3a JIOTIOMOTOI0 Iepedopy MapoJiiB, 3TOBMUCHUK MOKE BUKOHYBAaTH
pI13H1 IPOTUIIPABHI A1l BiJ] iIMEHI KOPUCTYyBaya, CKOPUCTATUCS MOTO OCOOMCTUMU
JAHUMH 3 METOIO IIaHTaXy, BUMaraHHs, 3MIMCHUTH KPaaikKy KOH(IICHIIHHOT
iH(dopMallii Ta rpoloBUX KOMTIB. He3Baxkaroun Ha Te, 110 JaHUH METOJI € Haii-
O11bII TPYOMM 1 HAaIMEHIIl BATOHYEHUM BiH 3QJIMIIAETHCS OJHUM 3 HAUTIOMYJISp-
Himux MeToaiB 310My. Tak kommaHist ESET - ogun 3 migepis B o6macti iHpopma-
[ifiHOT Oe3neKky MOBIIOMIISIE MPO 3POCTAHHS KUIBKOCTI CIPOO aTak METOI0M
brute-force mpotsirom manaemii COVID-19 [1].

Malware - ckopoueHO Bij aHrilickkoro «malicious software» - mKiguBe
nmporpamMHe 3a0e3MeueHHs, MPU3HAYCHE ISl HAHECEHHS IKOU CUCTEMaM, Mepe-
KaM Ta IpUCTPosM, abo kpaaixku ganux [2]. [lkoma, sKy MOKe HAHECTH TITKiJI-
JMBa MIPOTrpaMa, 3aJIeXKHTh BiJ TOTO, 10 IKOTO TUITY BOHA BiTHOCUTHCA. Pi3Hi TUIN
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HIKIJJIMBUX TPOrpaM Mo Pi3HOMY IMPOHUKAIOTh B CUCTEMY, MOIIUPIOIOTHCS Ta 3a-
paXaroTh 11.

Bipyc - e HalimommpeHimmi THN MKIIIUBUX porpaM. L{s mporpama a6o
YacTHHA MPOTPAMHOTO Koy, 0€3 BijoMa KOpUCTyBaya yIPOBAIKYETHCS B KOMIT'-
I0TepH 1 BUPOOJISIE TaM Pi3HI HECAHKIIOHOBaHI Jii. Bipyc Moxke momuproBaTucs
MK KOMIT'IOTEpaMH 1 HaBITh MEpeXaMH IIISIXOM CaMOBIITBOPEHHS - MOAIOHO 10
TOT0, SIK O10JIOTTYHUHN BIPYC MEPEXOIUTH BiJ OJAHOTO HOCIA Ha 1HIIOTrO. 30MTOK,
KU BIpYC 3JaTHUI 3aBAATH CUCTEMI a00 MPUCTPOIO, MOXKeE OyTH Halpi3HOMaHi-
THIIIMM: Bl CTBOPEHHS HAOPUATMBUX CIUIMBAIOUMX BIKOH J0 3HUILEHHS KOPCT-
KOTO J1cKa a00 KPaaiKKU JaHUX KOPUCTYBaya.

TposiH - mWKiIMBE MporpaMHe 3a0e3MEUEHHs, SIKE€ MPUXOBYE CHPABIKHIO
METY CBOE€I JISJIbHOCTI 3a JIOMIOMOT010 MacKyBaHHs. OCHOBHA BIIMIHHICTh TPOSIHA
B/l KJIACHYHOTO BIPYCY TOJISATA€ B METO/I1 MOIIUPEHHS: 3a3BUYail BIH IPOHUKAE B
CUCTEMY ITiJl BUTJISIIOM 3BUYAMHOI, JIETITUMHOT MPOTPaMHu, 3a 1110 1 OTPUMAB CBOIO
Ha3By. BUKOpHUCTOBY€EThCS I KPpaAKKKA 0COOUCTOT 1HPOpMaIlii, MOMMUPESHHS 1H-
IUX BipyciB 200 MPOCTO MOPYIISHHS MPOAYKTUBHOCTI KoMIT'toTepa. Kpim Toro,
MO>K€ BUKOPUCTOBYBATHUCSA ISl OTPUMAHHS HECAHKI[IOHOBAHOTO BiAIaJIEHOTO J10-
CTYIy JI0 3apaK€HUX KOMII'IOTEpPIB, 3apakeHHs (DaiiliB Ta MOIIKOIKEHHS CHUC-
TEMHU.

Xpobak - BuJ HIKIAJIMBOTO MPOTPAMHOTO 3a0e3MeueHHs, 3aTHUN caMo-
CTIAHO TOITUPIOBATHCS NUISIXOM CTBOPEHHS BIACHUX Komiil. Ha BimMiHy Bif Bi-
PYCIB, SIKI PU3HAYEH] JJIsl HEKOHTPOJIBOBAHOTO PO3MOBCIOKEHHS, XpOOaKH, SIK
IPaBUJIO, HAIlIJIEHI HA BUKOHAHHS KOHKpEeTHHX Jii. e Moxe OyTu, HanmpuKIa,
MOJI0JIAHHS 3aXUCTY CUCTEMH B1Jl HECAHKIIIOHOBAHOTO JOCTYITY AJIs OAJIbIIOTO
MPOHUKHEHHS 1HIIUX [IKIATUBUX IPOrPaM.

Bipyc-BuMmarau - 11e mkiajiuBe mporpaMHe 3a0e3reueHHsl, ke 0J0Kye KOM-
n'roTepu a60 0coOuCTI paiiam KOpUCTyBadiB, BAMAararouu BUKYT 32 BITHOBJICHHSI
JOCTYIy. 3a3BUYail BUMarad rnoTparisie B cUCTeMy 4epe3 (IIIMHTOBI MOB1IOM-
JIEHHS eNIeKTpoHHOT nomTH. Koy skepTBa BiIKpUBA€E HOTO 1 HATUCKAE HA MOCHU-
JIaHHS, IpOorpaMa aBTOMATUYHO BCTAHOBIIIOETHCS HA IPUCTPIA.

[InuryHceka nporpama - 1e HKIiJJIuBe NporpaMHe 3a0e3neyeHHsl, SK BUILITU-
Ba€ 3 HA3BW BUKOPUCTOBYETHCS JJIS MIMUTYHCTBA. Tak camo sIK 1 1HIIE MIKITHBE
[13, HEecaHKIIIOHOBAHO MPOHUKAE HA KOMIT'IOTEp a00 MOOUIbHMIA IPUCTPIil Ta 30U-
pae indopwmariito. [IInuryHceka mporpama BiICTEXKY€E ICTOPIIO MEPETIsAIB, IMEHA
KOPHCTYBaUiB, MAapOJIi, a TAKOXK 1H(POpMaIlito Ipo OaHKIBChKI KAPTKH, SKa 3r010M
BIJIITPABIISIETHCS 3TIOBMUCHHUKOBI.

Adware a0o pexiamHe nporpamHe 3a0e3ne4eHHs - BU HeOakaHOTro mporpa-
MHOT'0 3a0e3MNedeHHs, AKe BigoOpakae pekjiaMHl OTOJIOIICHHS Ha MPUCTPOi, 10
SKOTO BOHO BIIPOBaKeHO. Adware Jqyxke npaTye, ajie He 3aBXKIu HeOe3leyHa.
Bona mosxe OyTu BUKOpUCTaHA 1Jis 300py JaHUX PO KOPUCTYyBaya Ta MPOAAKY
iX TOMY, XTO O1/IbIIIE 3aIUIATUTh. AJie TOJIOBHE ii MPU3HAYCHHS - TTOKa3yBaTHU KO-
pUcCTyBadaMm pekiamy, sikoi Moxe O0yTu ayxe 6araro. Kpim toro, adware moxe
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0€3 103BOJTy 3MIHIOBATH JOMAIITHIO CTOPIHKY B Opay3epi, epeHanpapisiTH Ha BU-
NaJKOBI CaiiTH, MOKa3yBaTH CIUIMBAIOYi BiKHA, BCTAHOBIIIOBATH IJIATiHU Ha Ia-
HeJll IHCTPYMEHTIB.

Ha 0y nb-siky MOMUJIKY € JTH0ChKUN (DakTop, 1 AKIIO JHOIU OyIyTh JOTPUMY-
BaTHUCS MpaBUJI OE3MEKH, TO KOJEH BipyC HE 3MOXKE Bpa3uTH X AeBaiic abo pe-

cypc.
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AHOTALA

[Ipencrapnen nepenik HeOe3MEYHUX BPA3IUBOCTEN [T IEBAKCIB 1 peCypCiB 3 HEBEITMKUM
OITMCOM HE CaMHX MOIIUPEHHX 3 HUX.
KittouoBi crioBa: Bpa3inuBicTh, Bipyc.

AHHOTAIUA

[IpencraBnen nepeyeHb OMACHBIX YA3BUMOCTEH JIJIs I€BAliCOB U PECYPCOB C HEOOIBIIUM
ONMCAHHUEM HE CaMbIX PACIPOCTPAHEHHBIX U3 HUX.
KitoueBsie cnoBa: ysi3BUMOCTb, BUPYC.

Abstract

A list of dangerous vulnerabilities for devices and resources is presented with a small
description of not the most common ones.
Keywords: vulnerability, virus.
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