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The Deadlock Problem & Approaches to Its
Solution
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Abstract. The paper discusses the problem of resource
deadlocks, as well as ways of preventing and avoiding them. It
points out the importance of developing mechanisms to fight
against deadlocks in operating systems and describes the
approach to preventing deadlocks based on combining event-
driven and service-oriented architectures, asynchronous 1/0,
and a number of other architectural solutions and techniques.

Keywords: deadlock, event-driven architecture, service-
oriented architecture, asynchronous 1/0, dynamically resizing
a buffer, deadline for processing a message, timeout.

I INTRODUCTION AND PROBLEM STATEMENT

Deadlocks are one of the characteristic problems of parallel
systems in which several entities share several objects
(resources). Despite the fact that research aimed at fight against
deadlocks was started back in the late 1960s, this problem
remains relevant today. The approaches to preventing
deadlocks and avoiding them are most actively developing in
flexible manufacturing systems (FMS) [1], but the threat of
dead-end situations also remains in local computer networks of
cars [2], wireless sensor networks [3], device drivers and any
other parallel systems and applications with resource sharing.

The deadlock prevention is based on the use of attacks on
one or more of Coffman's four conditions, and implies the
design of a system whose architecture fundamentally excludes
the possibility of deadlocks [4]. If the violation of the specified
conditions for the occurrence of deadlocks implies their
prevention during the operation of the system, the same goal
can be achieved at the software design stage by verification, for
which model checking [5], modeling, analysis of the
description of the system in one of the formal languages
(Funclet+, xGiotto, AFS etc.) and other methods can be used.

In case of evasion, the system avoids entering into deadlock
conditions, but is not immune from them. Evasion can be
realized with the help of the banker algorithm, supervisory
control based on Petri nets, pi-calculus, process algebra, fuzzy
logic, finite state machine theory, and other approaches.

The exponential dependence of the number of possible
states of the system on the number of its elements and the
connections between them in a number of cases makes an
integral verification of the systems impracticable, and
approaches to preventing deadlocks and evading them in
dynamics — impractical. The situation is even more
complicated for systems with variable topology and
composition, as well as decentralized control, which makes it
urgent to develop mechanisms to fight against deadlocks in
operating systems.

Il.  PROBLEM SOLUTION AND RESULTS

An effective attack on the conditions of mutual exclusion,
holding and waiting, as well as cyclic waiting is possible due to
the combination of Event-Driven Architecture (EDA) and
Service-Oriented ~ Architecture  (SOA),  non-blocking
asynchronous 1/0 (Asynchronous 1/0O, AIO) and some other
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architectural solutions and techniques. In the case of the
organization of software in the form of a set of services, you
can get rid of the separation of resources as such: each resource
corresponds to a separate service that processes customer
requests, and only this service can hold the resource. However,
the use of synchronous calls by services can lead to cyclic
waiting, which can be avoided by buffering requests and using
asynchronous 1/0, which is characteristic of the event-driven
architecture. In the case of combining EDA, SOA and AIO, the
services exchange messages, and the receipt of the message is
interpreted as an event. Services, in this case, can be described
by a finite state machine model.

However, due to the limited size of message queues and the
non-determinism of the flow of external events, even the
system with the above-mentioned architecture is not immune
from getting into deadlocks due to complete filling of queues.
This problem can be avoided by dynamically changing the
queue size, as well as comparing each message with a
processing deadline, which allows you to periodically delete
messages from queues that are no longer relevant for
processing. In addition, each message has a deadline for
processing the system in real time by scheduling the execution
of handlers using the EDF (Earliest Deadline First) algorithm,
as done, for example, in the COSMIC middleware.

In the case of the description of services by the model of
the finite state machine, deadlock situations are possible due to
the circular waiting of messages, which can be avoided by
comparing each state of the automaton with a certain timeout -
the maximum permissible time in the given state. At the end of
the timeout (which is interpreted as an event), the machine goes
into one of the other possible states.

I1l.  CONCLUSIONS

The above-mentioned architectural solutions have a
number of advantages over conventionally traditional
approaches to the designing of operating systems, and realize
the deadlock prevention as their non-main function.
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