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Anoranisi. Cyyacni Oe3miyioTHi mitanehi amapatu (BIIJIA) 3HaxonmsdTh HmIMpOKe 3aCTOCYBaHHS HeE
TUIBKY Y BifiCbKOBIH crpaBi, a i y UBiNIBHOMY cekTOpi. IX Bce yacTile 3acTOCOBYIOTH /ISl BUPIIEHHS TAKUX
HapOIHOTOCIIOITAPCHKUX 3aBIaHb, K aepodoTo3ioMKa, METEOPONIOTidHI BHUMIPIOBaHHS, KOHTPOJb CTaHY
TpyOOIIPOBOAIB, JiHIA enekTporepenad i T.4. Pa3oM 3 THM CTa€ akTyalbHHM pSJl MPOOJIEM, TOB'SI3aHUX 3
IHTEHCUBHMM PO3BUTKOM JQHOTO HANpsMKY, 30KpeMa, 3aKpUTTS TEIeKOMYHIKaliifHUX KaHaliB 3B'SI3Ky 3
BIUIA gnms ix 3axwcTy Bif 30BHIMIHIX NPOTPaMHO amapaTHUX BIUIMBIB. Y IbOMY JOCHIKEHHI
MIPOaHANI30BaHO MUTAHHS 3aKPUTTA KaHATY 3B'A3KY 3 O€3IMIJIOTHUM JIiTATBHAM anapaToM KpuntorpadiyHuMA
3acobamu. CHopMynbOBaHO BUMOTH, IO TPEISIBISAIOTECS 0 TakuxX 3aco0iB. Po3poliieHuit mporpamHwuii
KOMIUIEKC, SIKHH peallizye OJUH 3 MOJIMBUX AITOPUTMIB KpUOTOTPadivHOTO 3aXUCTY Mepeaadi CUTHaliB 3
6opra BIUJIA Ha mymbT MUCTAHIIHOTO KEepyBaHHA. B anropuTMi 3aCTOCOBYIOTBHCS 3BOPOTHI JUHAMIYHI
CUCTEMH YTIPABIIHHSA 31 CKIIAJHOIO TIOBEIHKOIO TPAEKTOPIMH.

Kuarwouosi caoBa: indopmamiiinuii kanan BITJIA, 3BopoTHI IWHaMiYHI CHUCTEMH, KiHIIEBOBHMipHE
KiJIbIIE TIJIMX YUCEell, TeHePaTOPH TICEBIOBHUITAIKOBUX MOCITOBHOCTEH.
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Abstract. The present study has analyzed the issues of closing the communication channel with
unmanned aerial vehicles by cryptographic means. The requirements applicable to such means have been
defined. The developed software package realizes one of the possible algorithms of cryptographically
secured transmission of broadband video signals from the UAV board to the Ground. The idea of using
inverse control systems with complex behavior of trajectories is at the heart of the objective to synthesize
new efficient algorithms of information protection, primarily from the unauthorized access. This work
analyses the issues of closing the communication channel with an unmanned aerial vehicle by using
cryptographic means. Requirements applicable to such means are formulated. The method of information
encryption envisaging use of direct and reverse dynamical systems is considered. There has been carried out
a series of experiments on information conversion with the encryption-decryption system that showed some
algorithm features based on the above mentioned systems.
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Beryn. Ha choronHimHiil feHp OUIBIIICTH ICHYIOUMX O€3MUIOTHUX JITaJbHHUX arapariB
MUTOTYIOTBCS BPYYHY, 3a JIOTIOMOTOI0 TMYNBTIB JIMCTAHIIMHOTO KEPYBaHHS, IO MPAIIOIOTh Ha
paniokananax. Ilpu pyunomy ynpasiiaai BIIJIA BUHHKaIOTH TpyIHOIII, MMOB'SI3aH1 3 MiITOTOBKOIO
MUJTIOTIB, HEIOCTATHHO POOOYOI0 TABHICTIO, 0OMEKEHHSIMH, K1 BUKJIMKAH1 IIOTOTHUMH YMOBaMH.
Ocob6muBoi rocTporn HaOyBalOTh NHUTaHHSA iH(oOpMaliiiHOi Oe3neku, 30Kpema, 3aKpUTTA
TEJIEKOMYHIKAlIMHUX KaHaJiB 3B'A3KY 3 JITAJbHUM anaparoM. ATakd MOXYTb OyTH CIOpSIMOBaHI Ha
NEPEeXOIUICHHS yIpaBiHHs, BUBeneHHs 3 dany BILIA, otpumanHs po3BigyBanbHOI iHGOpMalii abo
JUTSI TIOJTAJTBIIIOT aTaKM Ha IIOTa-0IepaTopa 1 B3a€MO/III0U1 3 HUM CHCTEMH.

MeTta po0oTH — MNpOaHAII30BAaHO MUTAHHS 3aKPUTTA KaHALy 3B'A3Ky 3 O€3MUIOTHUM
JITaJbHUM amaparoM KpunrorpadidyHuMu 3aco0aMu, 3 BUKOPHUCTAHHSM 3BOPOTHUX TUHAMIYHUX
cucreM. CopMynoBaTi BUMOTH, IO TPEA'ABISIOTHCS 10 TAKUX 3aCO01B.



IMocTanoBka 3agaui. [[uHaMi4HI CUCTEMH, 1[0 BOJOMIIOTh XaOTHYHUM IOBEIIHKOIO, B JaHUI
9Yac IHTEHCHMBHO BHUKOPHUCTOBYIOTHCSI 1 3aCTOCOBYIOTBCS B pPI3HHUX OOJIACTSIX, 30Kpema, s
Kpunrorpadiunoro 3axucty iHpopmarii. Ha ocHOBI Takux cucreM MOXYyTh OyTH NOOyIOBaHi
TCHEPATOpPU TICEBIOBUIAJKOBUAX MOCITIJIOBHOCTEH, SIKI B IMOJATBIIOMY BHKOPHCTOBYIOTHCS ISt
KOJ[yBaHHS BIJIKpUTUX CHUTHAIIIB.
Ak croci6 mmdpyBanHs iHdopmarlii BuGepemo crociod i 6e3nmocepeHLOTO MePETBOPEHHS 32
JIOTIOMOTOF0 TMHAMIYHOI Xa0TUYHOI CUCTEMH, III0 BUKOPUCTOBYE MPSIMY 1 3BOPOTHY cucTeMu Yya.
[Ipsima: 3BOpOTHA:
X = A (A X —x)— (X +1)
Vo 1 2 1 1 ’
% = A(A (X —x) = (% +1)), L1
v v !/ ! !
X2:A3(A2(X1_X2)_X3+Avin)’ Vout :K(Exz_Az(Xl_xz)"‘Xs’ (1)
XSZAA(XZ_A‘SX3)' < = A (X '
X3 = 4(X2 - Asxs)-
TyT Vin T Vowr — BXIIHI CHTHQJIM TPSMOI Ta 3BOPOTHOI CHUCTEM BianoBimHO. KomMmoHeHTH
X (t), 1 =1,2,3, MHOXKMHU BXiZHMX Ta BUXITHUX CHMBOJIIB, PO3YMIIOTHCS K €JIEMEHTH KiHIIEBOTO
noist GF(q) abo xinbus Z(Q), a onepaiii 01aBaHHS | MHOKCHHS € BIMOBIIHI onepallii B IbOMY
nosti abo kimbiti. st mudpoBoi 006poOku iHGOpMAIlii 3aCTOCOBYIOTHCS, SK TPABHIIO, TOJS a0o
Kbl xapaktepuctuku 2, T06to =2",ne N . 3 orsiay Ha 0co0IMBOCTI mMoAaHHs iH(opMarlii B
nam'aTi KOMI'IoTepa, B HPOrpaMi BHKOPHCTOBYIOThCA mons GF(2%), a6o ximema Z(2%), k =
1,2,3,4.
Bupimenns 3aaaui. [[yis nocnipkeHHsS OTPUMAHOI MCEBOBHITAIKOBOT TIOCTIIOBHOCTI YUCEI
€ 1Bl Tpynu TecTiB — rpacdiyHi Ta oumiHoyHi. Ha mamionky 1 mokasaHi pe3ynabTaTH mUpyBaHHS

TIEpiOIMYHOTO CUTHANY 3 BUKOPUCTaHHSM aBToMaTa Uya (1) B kinnesomy kimbii Z(2°%).
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Puc. 1. Bxignuit nepioguunuii Ta 3ammndpoBaHuii 3a JONOMOror cucteMu Yya curHain

BucHoBok. Bynp-siKy KepoBaHy AMHAMIYHY CHUCTEMY, LIO0 Ma€ CTPYKTYpy BXI1JA-BHXIi,
MOKHa BHMKOPHCTOBYBaTH Oe3locepeqHbo il MepeTBOpeHHs iHdopmamii. Ines 3acrocyBaHHs
3BOPOTHUX CHCTEM YMPABIIHHS 31 CKIATHOIO MOBEIIHKOI TPAEKTOPIN JICKUTH B OCHOBI 3aBIaHHS
CHHTE3y HOBHMX €(EeKTUBHUX aJrOpuUTMIB 3axucTy iHopMmaulii, B Tepury 4Yepry, Bif
HECaHKITIOHOBaHOTO aocTymy. [IpoBeaeH1 JOCHiTKEHHS 1 iX OIliHKA JI03BOJISIOTH CTBEP/KYBATH, 110
OTpUMaHi HOBI pe3ylbTaTH, IO PO3LIMPIOIOTH TEOPETHYHY 0a3zy Cy4acHOI KPHUMTOJOTIl 1 €
MEPCTIIEKTUBHUMH JIJIS1 CTBOPEHHSI €(PEKTUBHUX KPUIITOTpaPIuHUX aJTOPUTMIB.

Cnncox BUKOPHCTAHUX JIZKepeJt

1. Kirichenko V. V. Information security of communication channel with UAV // Electronics
and control systems. — N 3(45), 2015. — P. 23-27.

2. O0o0mmenHass 00paTUMOCTh JWHAMHUYECKUX CHCTEM B 3ajgadax Immdposanus / Kopanes
A.M., Koznosckuii B. A., lllepboak B. ®. — T1[IM, 2009, npunoxenue Ne 1. — C. 20-21.

3. Sobhy M. J. and Shehata A. Secure computer communication using haotic algorithms. Int.
J. of Bifurcation and Chaos. vol. 10, no. 12, 2000, pp. 2831-2839.



