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MODELLING THE PROCESS OF THREATS ATTACK ON 

INFORMATION SYSTEM USING PETRI NETS 

Currently, information plays a rather important role in the entire world 

community, as it provides direct transmission of knowledge, any events, 

description of feelings and emotions and, in general, is considered a rather 

powerful weapon for manipulating consciousness and events and their possible 

consequences, general public opinion and the formation and influence on the 

assessment of events that have taken place [1]. The development of information 

and telecommunication technologies and the latest methods of information 

processing has now led to the rapid development of all modern possibilities of 

scientific and technological progress, global information and technological 

development in society. However, the rapid development of informatisation has led 

to the rapid emergence of problems directly with information security both in 

Ukraine and around the world, which, in turn, are divided into problems of 

information protection itself and protection against information threats, therefore, 

given their danger, the issue of their prevention and neutralisation requires rather 

strict decisions and appropriate actions, which determined the relevance of 

studying the impact of information threats using modern intellectual modelling 

methods [2]. 

Protection in information systems involves a certain specificity, which is 

associated with the fact that information is quite easily and quickly copied and 

transmitted through communication channels, thereby ensuring security breaches 

both from external and internal offenders. However, given that IT technologies are 

developing more and more every year, it is the security breachers who are directing 

their actions to find more effective tools and develop malware that will not be able 

to be countered by modern security systems. The stages of cyber threat research in 

this area involve the performance of certain operations, which are shown in Fig. 1 

[2]. Therefore, the use of Petri nets to create a simulation model for studying threat 

attacks will make it possible to identify possible risks to information systems. 

In the process of developing the model, it is necessary to understand that 

when a user's information system is affected by a virus element, the sets of its 
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vulnerabilities and existing damages that occur in the systems may change. 

Therefore, taking this into account, the detailing of the event of ‘damage’ to the 

operating system occurs by applying the definitions of partial or complete damage, 

as well as directly by the process of its recovery (Fig. 2). When this process is 

completed, two states of the system will be determined, namely the successful 

implementation of a cyberattack by a security breach and the information system 

will be considered compromised, and the normal, operable state of the user's 

system. The Petri net used for the process of modelling a threat attack on an 

information system can be represented as a tuple [3, 4]: 

 N =<P,T,I,Q,M,Z,S>, (1) 

where P={p0, p1, p2, ... , pn} − finite set of events; T={t1,t2,t3, ... ,tv} – finite set of 

transitions; I(t)=p − an input function that determines the multiplicity of input 

transition paths; Q(t)=p − output function that determines the multiplicity of output 

transition paths; M={m1, m2, m3, ... , mw} − labelling, at that, mi = m(pi); Z={z1, z2, 

z3, ... , zw} − parameters of the time delay of markers in the network positions; 

S={s1, s2, s3, ... , sw} − parameters for the timing of markers in network positions 

[4].  

The study of the attack of information threats using the obtained UML state 

model was carried out at three stages: first, simulation of the intruder's actions 

using a virus (Fig. 3, a), second, simulation of user actions during and after a 

cyberattack (Fig. 3, б), and third, direct infection of the system with a virus 

application (Fig. 3, в).  

 

 
Figure 1 - The main stages of modelling the process of attacking an information 

system 

 

Based on the results of the study at all three stages, a graphical representation 

of the time course of the information system was formed (Fig. 4). 
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Figure 2 - UML state model for studying a security breach attack using a 

dangerous virus software application on an information system 

 

 
a - if the security breacher performs actions; б - if the IS user acts during and after 

the cyberattack with a virus code; в - if the virus code is infected and the breacher 

is masked 

Figure 3 - Formalised models based on Petri nets 
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a - the usual time range of the probability of downloading a malicious file; б - the 

time range of 100 seconds of the probability of downloading a malicious file 

Figure 4 - Results of the study of the impact of a malicious virus application on the 

state of a computer during its infection 

 

Based on the results obtained, it can be concluded that if the possibility of 

opening a dangerous virus application is increased, the time of damage to the 

information system by a malicious virus application will be the shortest, i.e. from 0 

to 20%, the time of vulnerability is longer, with an increase from 25% it decreases. 

Thus, if up to 50% of the possibility of downloading malicious software to a 

computer is given a chance to leave it unharmed, but after exceeding this limit, a 

security breacher, having carried out a cyberattack using a virus, will achieve its 

goal of violating the confidentiality, integrity and availability of information. 
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