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Introduction 
 

The tensor approach to modeling critical infrastructure CI) offers an effective 
tool for multidimensional analysis of complex systems. Critical infrastructure [1] 
encompasses diverse subsystems, including the energy sector, transportation net-
works, information and communication technologies, healthcare systems, and fi-
nancial services, all characterized by intricate interconnections among themselves 
and with the external environment. By employing a tensor-based model, it be-
comes feasible to account for the numerous interdependencies among system el-
ements 𝐶 = {𝐶ଵ, 𝐶ଶ, … , 𝐶௡},, their attributes 𝐴 = {𝐴ଵ, 𝐴ଶ, … , 𝐴௠}, and external influences 
𝑃 = {𝑃ଵ, 𝑃ଶ, … , 𝑃௣}, enabling more precise analysis and forecasting. 

The use of tensors provides a structured representation of CI attributes, in-
teractions, and risks, modeled as multidimensional arrays 𝑇 ∈ 𝑅௡×௠×௣, where each 
dimension corresponds to a specific system aspect. For example, the element 
𝑇(𝑖, 𝑗, 𝑘) encapsulates the state of the j-th attribute of the i-th component at a given 
time or spatial context. Additional tensors such as the interaction tensor 𝑅 ∈
𝑅௡×௡×௤ and the risk tensor Θ ∈ 𝑅௡×௠×௟ enrich the model, capturing system inter-
dependencies and vulnerabilities. This multidimensional framework facilitates the 
identification and mitigation of threats such as cyberattacks, natural disasters, or 
technological failures. 

 
Foundations of Tensor Representation in CI 

 
The tensor representation of CI enables a compact and flexible analysis 

framework. Tensor decompositions, including Tucker [2] and CP 
(CANDECOMP/PARAFAC) [3] decompositions, play a pivotal role in simplify-
ing the analysis by identifying core interactions and latent patterns. For instance, 
the Tucker decomposition approximates the tensor TT as (1): 

𝑇 ≈ 𝐺 ×ଵ 𝑈(ଵ) ×ଶ 𝑈(ଶ) ×ଷ 𝑈(ଷ), (1) 
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where G is the core tensor, and 𝑈(ଵ), 𝑈(ଶ), 𝑈(ଷ)are factor matrices along dif-
ferent dimensions. Such decompositions help isolate critical subsystems, uncover 
hidden dependencies, and determine clusters of interdependent components. 

The model further integrates risk assessment through operations such as the 
Hadamard product of the characteristic tensor T and the risk tensor Θ, yielding a 
modified tensor T′ reflecting the impact of risks (2): 

𝑇ᇱ = 𝑇 ⊙ Θ, (2) 
where T′(i,j,k) represents the risk-adjusted state of the j-th attribute of the i-

th component under the k-th risk type. 
 

Practical Applications and Optimizations 
 

The tensor model serves as a versatile tool for assessing system vulnerabili-
ties, optimizing resource allocation, and predicting the effects of various threats. 
For example, maximum risks can be identified as (3): 

𝑅max = max
௜,௝,௞

Θ (𝑖, 𝑗, 𝑘), (3) 

enabling targeted mitigation efforts. Moreover, optimization strategies can 
minimize overall risks by redistributing resources, modeled as (4): 

Min ∑ ∑ ∑ Θ(𝑖, 𝑗, 𝑘)௟
௞ୀଵ

௠
௝ୀଵ

௡
௜ୀଵ . (4) 

Such methodologies ensure the sustainable and resilient operation of CI un-
der diverse scenarios, from minor disruptions to large-scale crises. 

 
Conclusion 

 
Tensor modeling provides a comprehensive and systematic approach to ana-

lyzing and optimizing critical infrastructure. Its multidimensional framework ac-
counts for interconnections, vulnerabilities, and risks, offering valuable insights 
for proactive risk management and resilience enhancement. This methodology 
holds significant potential for addressing the challenges faced by CI in an increas-
ingly interconnected and threat-prone world. 
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Анотація 
У цій роботі розглянуто тензорну модель для опису критичної інфраструктури (КІ), 

яка дозволяє здійснювати багатовимірний аналіз компонентів системи, їх атрибутів, вза-
ємодій та пов’язаних ризиків. Запропонована модель використовує тензори для предста-
влення атрибутів компонентів, функціональних взаємодій і загроз, забезпечуючи систе-
мний підхід до аналізу та прогнозування поведінки інфраструктури. Особливу увагу при-
ділено математичним методам, таким як розклади тензорів і оптимізація ризиків, які до-
зволяють виявляти вразливості системи та розробляти стратегії її захисту. Математичні 
вирази деталізують запропоновану модель і її застосування для підвищення стійкості та 
ефективності функціонування КІ. 

Ключові слова: тензорна модель, критична інфраструктура, багатовимірний аналіз, 
оптимізація ризиків, розклад тензорів, система захисту, оцінка вразливості. 

Abstract  
This paper examines a tensor-based model for describing critical infrastructure (CI), ena-

bling multidimensional analysis of system components, their attributes, interactions, and asso-
ciated risks. The proposed model employs tensors to represent component attributes, functional 
interactions, and threats, providing a systematic approach to analyze and predict infrastructure 
behavior. Special emphasis is placed on mathematical methods such as tensor decompositions 
and risk optimization to identify system vulnerabilities and develop protection strategies. Math-
ematical expressions are provided to detail the proposed model and its application in enhancing 
the resilience and operational efficiency of CI. 

Keywords: tensor model, critical infrastructure, multidimensional analysis, risk optimiza-
tion, tensor decomposition, protection system, vulnerability assessment. 

 
  


